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The Command Line Utility is for users who regularly use Mcrosoft Wnd
ows Command Pronpt or UNI X pronpt,or for users who devel op aut omat ed
tasks with batch files or shell scripts.

This programallows you to view help information, and to perform secur
e operations, decrypt operations,and user operations. It also allows
you to create a Personal Address Book(PAB) and mani pul ate reci pi ent
lists.

General information

This text file describes the syntax for the Command Line Utility
conmands.

Command Line Uility command options are shown with square brackets.
For exanple, [-encrypt].

For parameters that contain spaces such as C \Program Files\Entrust\Jo
hn Smth. epf, you nust use double quotation marks. For exanple,

"C:\Program Fi | es\Entrust\John Smth. epf".

NOTE: For a roamng profile, do not include the directory or ".epf"
For exanple, "John Smith."

Hel p operations

This section describes the help operations that are part of the Comran
d Line Uility.

entcnd help [-secure] [-decrypt] [-user] [-addressbook]
Page 1



conmmands

[ - secure]
Di spl ays help information for the secure operations.

[ -decrypt]
Di splays help information for the decrypt operations.

[ -user]
Di spl ays help information for the user operations.

[ - addr essbook]
Di splays help information for the addressbook operations.

Secure operations
This section describes the encryption or signing operations that are
part of the Command Line Utility.

entcnd secure [-ascii] [-conpress] [-delete] [-encrypt] [-overwite] [
-sign] [-timestanp]

[-algorithm al gorithm nane] [-epf profile-nane] [-directory output-dir
ectory] [-offline]

[-list recipient-list] [-dn dn] [-output output-file-nane] [fil enane(s

)]

[-ascii]
Privacy Enhanced Message (PEM printable encoding is used when
produci ng the output file.

[ - conpress]
Archive stores the processed data in conpressed form

[ -del et e]
Pl ai ntext source is deleted after it has been processed.

NOTE:
Pl ai ntext source files are not deleted if there are errors
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during the encryption or signing operation.

[ -encrypt]
Pl ai ntext source is encrypted into Entrust Archive Format usin
g the specified profile’s encryption key.

NOTE:
Specify at | east one of -encrypt or -sign.

[-overwrite]
An archive filenane that already exists will be overwitten w
th a new archive of the sane fil enane.

[-sign]
Pl ai ntext source is digitally signed using the specified
profile’s signing key.

NOTE:
Specify at | east one of -encrypt or -sign.

[ -timestanp]
Timestanp server will digitally sign the plaintext source.

NOTE:
Timestanping is not available in offline node.

[-al gorithm al gorithm nane]

Wen the -agorithmoption identifier is specified with a valid
al gorithm nane, the plaintext source i1s encrypted with the
mathematical formula pertaining to the specified algorithms.

The command line utility supports the follow ng al gorithm nanmes:

DES Specifies a 56-bit DES key
CAST- 128 Specifies a 128-bit CAST key.
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CAST- 80 Specifies an 80-bit CAST key.

CAST- 64 Specifies a 64-bit CAST key.

CAST- 40 Specifies a 40-bit CAST key.

Tri pl eDES Specifies triple DES.

RC2- 128 Specifies a 128-bit RC2 Conpati bl e key.
RC2- 40 Specifies a 40-bit RC2 Conpati bl e key.
| DEA Specifies a 128-bit | DEA key.

AES Specifies a 256-bit AES key.

If the -algorithmoption identifier is not specified, the
pl ai ntext source is encrypted with the CAST-128 algorithm.

[ -epf profile-nane]

Specify an .epf profile when executing any command | i ne operat
ion using -epf followed by the full profile filename and path.

[-directory output-directory]
Encrypted and/or signed archives will be placed in the directo
ry specified.

Archives will be placed in the current directory as determ ned
by the operating
system if -directory is not specified.

NOTE:
When -output is specified with a valid path and fil enanme a
nd -directory is not
specified, archive is placed in the |ocation specified by
the path and fil enane.

NOTE:
When -output is specified with path information and -direc
tory is also
specified, path information specified by -output is ignore
d and the out put
filenanme and output-directory are concatenat ed.

[-of fline]
Encryption and/ or signing operations are perfornmed in offline
node.
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NOTE:
In offline node, the only accessible data sources are the
Per sonal Address Book
and certificate data caches.

[-list recipient-Ilist-nane]

Secure operation is perforned for each valid nenber of the rec
i pient |ist whose

certificate is accessible.

NOTE:
The -list and -dn option identifiers are nutually exclusiv
e. You can specify
one or the other, but not both in the same conmand |ine.

[-dn dn]

Secure operation is perfornmed for the valid domai n name(dn) pr
ovi ded that the

certificate associated with the specified dn is accessible.

FREQUENCY:
Mul tiple option identifiers per command |ine, each of whic
h are followed by a
valid dn.

[ -out put output-file-nane]

All files listed on the command Iine will be converted into a
si ngl e archive

specified by output-file-nane.

NOTE:
When -output is not specified, each of the files listed on
the command line wll
be converted into its own archive.

NOTE:

When output-file-name includes a path, the archive will be
pl aced in the

| ocation specified by that path. Wen the output-file-nane
does not include a

path and -directory is not specified, the archive will be
pl aced in the current

directory as determ ned by the operating system Wen -dir
ectory is specified,

the archive will be placed in that |ocation.
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[ Fil enane(s)...]

You nust specify at |east one filenanme for each secure operati
on you perform
Fi | enanes

are entered at the end of the command Iine with no option iden
tifier "-"

FREQUENCY: Multiple files per command |ine, each of which cont
ain avalid path to a
pl aintext file.

Decrypt operations

This section describes the decryption or verification operations that
are part of the

Command Li ne

Uility.

entcnd decrypt [-delete] [-overwite] [-verbose] [-epf profile-path] [
-offline] [-timestanp]
[-directory output-directory] [filenanme(s)...]

[ -del et e]
Encrypted or signed source is securely deleted after it has be
en processed.

[-overwrite]

Plaintext filenanmes that already exist will be overwitten wt
h new pl ai ntext files

of the same fil enanes.

[ - ver bose]
Encryption or signing information is shown for each decrypted
or verified file.

[-timestanp]

Timestanp information is shown for each decrypted or verified
file.
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[ -epf profile-path]

Specify an .epf profile when executing any conmand |ine operat
i on using -epf
fol |l oned by

the full profile filenanme and pat h.

[-of fline]
Decryption or verification operations are perforned in offline
node.

[-directory output-directory]
Decrypted or verified plaintext files will be placed in the di
rectory specified.

NOTE:
When -directory is not specified, decrypted or verified p
aintext files wll be
placed in the current directory as determ ned by the opera
ting system

[ Fil enane(s)...]

You nust specify at |east one filenanme for each secure operati
on you perform
Fi | enames

are entered at the end of the command Iine with no option iden
tifier "-"

FREQUENCY:
Multiple files per command |ine, each of which contain a v
alid path to a
pl aintext file.

User operations

This section describes the user operations that are part of the Comran
d Line UWility. This

i ncl udes the

ability to create or recover users.

entcnd user [-create] [-recover] [-ref ref-nunber] [-auth auth-code] [
-epf profile-path]
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[ - create]
Creates a new Entrust profile.

NOTE:
Specify -create, -recover, -show, or -password, but not no
re than one of each.

[ -recover]
Recovers an existing Entrust profile.

NOTE:
Specify -create, -recover, -show, or -password, but not no
re than one of each.

[-ref ref-nunber]

Specifies the reference nunber provided by an Entrust Adm ni st
rator for a profile

creation or recovery operation.

[ -aut h aut h- code]

Specifies the authorization code provided by an Entrust Adm ni
strator for a profile

creation or recovery operation.

[ -epf profile-path]

| ndi cat es where the new or recovered profile should be stored
when given a valid
pat h.

Show user information:
entcnd user [-show] [-epf profile-path]

[ - show]
Shows information about the profile specified by profile-path.
NOTE:

Specify -create, -recover, -show, or -password, but not no
re than one of each.
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[ -epf profile-path]
When executing the -show command |ine operation, you nust spec
ify an .epf profile
usi ng
-epf followed by the full profile filenanme and pat h.

Change user password:
entcnd user [-password] [-epf profile-path]

[ - passwor d]
Changes the profile password for the profile specified by prof
i | e-path.

NOTE:
Specify -create, -recover, -show, or -password, but not no
re than one of each.

[ -epf profile-path]

When executing the -password command |ine operation, you nust
specify an . epf
profile

using -epf followed by the full profile filenane and path.

Addr ess Book operations

This section describes the Address Book operations that are part of th
e Command Li ne

Uility. This

includes the ability to create a Personal Address Book (PAB), which sh
ould be automatic when

addi ng t he

first nane to the PAB

Add operations
Adding a recipient |ist:

entcnd addressbook [-add] [-list recipientlist-nane] [-epf profile-pat
h] [-of fline]

[ - add]
| ndi cat es address book addi ng operati on.
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[-list recipientlist-nane]
Specifies the recipient list nanme to be added.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by the full profile filename and pat h.

[-of fline]
Operations are perforned in offline node.

Adding a DN to a recipient |ist:
entcnd addressbook [-add] [-list recipientlist-nane] [-epf profile-pat
h] [-dn dn] [-offline]

[ - add]
| ndi cat e address book addi ng operati on.

[-list recipientlist-nane]
Specifies the recipient |ist name.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by the full profile filename and pat h.

[-dn dn]

When the -dn is specified with a domain nanme, the donmain nane
wi |l be added to the

recipient 1list.

FREQUENCY:
Mul tiple option identifiers per command |ine, each of whic
h are followed by a
domai n nane.

[-of fline]
Qperations are perforned in offline node.
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Adding a DN froma text file to a recipient |ist:
entcnd addressbook [-add] [-list recipientlist-nane] [-epf profile-pat
h] [-file

dn-fil e-path]
[-of fline]
[ - add]

| ndi cat es address book addi ng operati on.

[-list recipientlist-nane]
Specifies the recipient |ist name.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by the full profile filenane and pat h.

[-file dn-file-path]

Domain nanes will be read fromthis DN file and will then be a
dded to the recipient

l[ist. The dn-file nust be a plain text file with each domain n
ame occupyi ng one

l'ine.

NOTE:
If -dn is also present in the conmand line, the -file wll
be i gnored.

[-of fline]
Qperations are perforned in offline node.

| mporting a key file into the address book:
entcnd addressbook [-add] [-key keyfile-path] [-epf profile-path] [-of
fline]
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[ - add]
| ndi cat es address book addi ng operati on.

[ - key keyfil e-path]
Key file with extension .key will be inported into the PAB.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenane and pat h.

[-of fline]
Operations are perforned in offline node.

| nporting a shared recipient |ist:
entcnd addressbook [-add] [-shared shared-recipientlist-file] [-epf pr
ofile-path] [-offline]

[ - add]
| ndi cat es address book addi ng operati on.

[ -shared shared-recipientlist-file]
Shared recipient list file with .srl extension will be inporte
d into address book.

[ -epf profile-path]
When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by
the full profile filenanme and pat h.

[-of fline]
Qperations are perforned in offline node.

Repl ace operations

Repl acing all nmenbers of a recipient |ist:
entcnd addressbook [-replace] [-list recipientlist-name] [-epf profile
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-path] [-file dn-file]
[-of fline]

[ -repl ace]
| ndi cat es address book repl aci ng operati on.

[-1ist recipientlist-nane]
Specifies the recipient |ist namne.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf followed
by

the full profile filenane and pat h.

[-file dn-file-path]

Any existing nenbers of the recipient list will be replaced by
t he domai n nanmes

that are read fromthe dn-file. The dn-file nust be a plain te
xt file with each

domai n name occupyi ng one line.

[-of fline]
Operations are perforned in offline node.

Del et e operations

Deleting a recipient |ist:

entcnd addressbook [-delete] [-list recipientlist-nane] [-shared] [-ep
f profile-path]

[-of fline]

[ - del et €]
| ndi cat es address book del eti ng operati on.

[-1ist recipientlist-nane]
Specifies the recipient list to be del eted.
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[ - shar ed]
Shared recipient list wwth the specified nane -list will be de
| eted. O herw se,
regular recipient list specified name will be del eted.

NOTE:
A shared recipient list with the sane nane as a regular re
cipient list is
allowed to co-exist in the address book.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

[-of fline]
Operations are perforned in offline node.

Del eting a nenber froma recipient |ist:

entcnd addressbook [-delete] [-list recipientlist-nane] [-epf profile-
path] [-dn dn]

[-of fline]

[ -del et e]
| ndi cat es address book del eti ng operati on.

[-list recipientlist-nane]
Specifies the recipient list name fromwhich nenber(s) are del
et ed.

NOTE:
Menbers of a shared recipient |ist cannot be del et ed.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

[-dn dn]
Specifies which nenbers to delete fromthe recipient |ist.
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NOTE:
If -dn is not specified, this operation will delete the sp
ecified recipient
list.

FREQUENCY:
Mul tiple option identifiers per command |ine, each of whic
his followed by a
domai n nane.

[-of fline]
Qperations are perforned in offline node.

Del eting a PAB entry from your personal address book:
entcnd addressbook [-delete] [-epf profile-path] [-dn dn] [-of fline]

[ -del et e]
| ndi cat es address book del eti ng operati on.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

[-dn dn]
Specifies which PAB entries to be deleted fromthe personal ad
dress book.

FREQUENCY:
Mul tiple option identifiers per command |ine, each of whic
his followed by a
domai n nane.

[-of fline]
Qperations are perforned in offline node.

Export operations
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Exporting a user’s key file:
entcnd addressbook [-export] [-directory export-directory] [-epf profi
| e-path] [-offline]

[ - export]
| ndi cat es address book exporting operation.

[-directory export-directory]

Specify an existing directory to indicate to which directory t
he key file is to be

export ed.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by the full profile filename and pat h.

[-of fline]
Operations are perforned in offline node.

Exporting a recipient list as a shared recipient |ist:

entcnd addressbook [-export] [-directory export-directory] [-list reci
pl i st-nane]

[-epf profile-path] [-offline]

[ - export]
| ndi cat es address book exporting operation.

[-directory export-directory]

Specify an existing directory to indicate to which directory t
he resulting shared

recipient list file (.srl) is to be exported.

[-l1st reciplist-nane]

Specifies which list is exported as a shared recipient list. W
i thout specifying
-list,

this operation becones exporting user’s key file.
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[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf followed

by the full profile filenane and pat h.

[-of fline]
Qperations are perforned in offline node.

Li st and Search operations

Listing all recipient lists including shared recipient |ists:
entcnd addressbook [-show] [-epf profile-path] [-offline]

[ - show]

| ndi cat es address book listing or searching operation.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by the full profile filename and pat h.

[-of fline]
Operations are perforned in offline node.

Listing recipient |ist nmenbers:
entcnd addressbook [-show] [-list reciplist-nanme] [-shared] [-epf prof
ile-path] [-offline]

[ - show]

| ndi cat es address book listing or searching operation.

[-l1st reciplist-nane]
Specifies which recipient |list nmenbers to display.

[ - shar ed]
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Shared recipient list menbers will be displayed. O herw se, ne
nbers of the
specified regular recipient list will be displayed.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed

by the full profile filename and pat h.

[-of fline]
Operations are perforned in offline node.

Searching and listing a DN from both PAB and directory based on common
name val ue:
entcnd addressbook [-show] [-name conmon-nane] [-epf profile-path]

[ - show]

| ndi cat es address book listing or searching operation.

[ - nanme conmon- nane]

Use the -nane option to specify the common nane value as the s
earch criteria.
Entering

“*’ as conmmon-nane value will return everyone in the addressbo
ok as the search

results.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

Searching and listing a DN from PAB only based on conmmon nane:
entcnd addressbook [-show] [-pab] [-nane common-nane] [-epf profile-pa
th] [-of fline]

[ - show]
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| ndi cat es address book listing or searching operation.

[ - pab] o . .
Specifies searching entries fromthe PAB only.

[ - name conmon- nane]

Specifies the common nane val ue as the search criteria. Enter
ng ‘*’ as conmon- nanme

value will return everyone in the addressbook as the search re
sults.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

[-of fline]
Qperations are perforned in offline node.

Searching and listing a DN fromthe directory only based on commbn nam
e:

entcnd addressbook [-show] [-dir] [-nane common-nane] [-epf profile-pa
t h]

[ - show]

| ndi cat es address book listing or searching operation.

[-dir]
Specifies search entries fromthe directory only.

[ - name conmon- nane]

Specifies the common nane val ue as the search criteria. Enter
ng ‘*’ as conmon- nanme

value will return everyone in the addressbook as the search re
sults.

[ -epf profile-path]
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When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by
the full profile filenanme and pat h.

Listing all search bases in the directory:
entcnd addressbook [-show] [-searchbase] [-epf profile-path]

[ - show]

| ndi cat es address book listing or searching operation.

[ - sear chbase]
Specified to list all search bases fromthe directory.

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

Custom zing the directory search

entcnd addressbook [-show] [-searchforattribute attribute-nanme] [-sear
chstring

search-for-string]

[ -base search-base] [-returnattribute attribute-nanme] [-epf profile-pa
t h]

[ - show]

| ndi cat es address book listing or searching operation.

[-searchforattribute attribute-nane]

Specifies which attribute the searching is based on, such as c
n or sn. You nust
provi de

the -searchforattribute option in the command |line to perform
t hi s advanced
sear chi ng

oper ati on.
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[ -searchstring search-for-string]
Specifies the search criteria. You nust specify the -searchstr
ing option in the
command line to performthis advanced searchi ng operation.

NOTE:
Entering a ‘*’ in the search-for-string refers to the wild
card.

[ - base search-base]

Speci fies which search base the searching is perforned on. I|f
-base is not provided,

directory searching will be perforned on all search bases.

[-returnattribute attribute-nane]

Specifies which attributes should be returned as part of the d
irectory searching

results.

NOTE:
DN is always returned fromthe directory search

[ -epf profile-path]

When executing this operation, you nust specify an .epf profil
e using -epf foll owed
by

the full profile filenanme and pat h.

(C© 2007 Entrust. Al rights reserved.
Publ i shed i n Canada.

This information is subject to change as Entrust

reserves the right, without notice, to make changes to its
products, as progress in engineering or manufacturing nethods
or circunstances nmay warrant.

Entrust is a registered trademark of Entrust, Inc. in

certain countries. Al Entrust product nanes are tradenmarks

of Entrust, Inc. Al other product and conpany nanes

may be trademarks or registered trademarks of their respective
owner s.
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Export and/or inport of cryptographic products may be restricted

by various regulations in various countries. Licenses my be
required.
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