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ONLINE RECRUITMENT

How foreign intelligence services

RECRUIT CANADIANS

1 | Online targeting

Recruitment targets are identified and
researched by collaborating proxies.

2 | Approach

Initial approaches are conducted under cover via
recruitment websites, with follow-up communication
moved to secondary platforms (e.g., social media)

or email at the earliest opportunity.

3 | Initial testing

Targets are asked to write reports
for clients in exchange for payment.

Targets may be invited to a virtual meeting or an
in-person meeting in a foreign state and formally

introduced to clients who are actually foreign intelligence officers.

4 | Recruitment

Recruited individuals begin receiving
regular payments in exchange for privileged,
sometimes confidential, information.

Recruiters may not reveal their true affiliation in order
to preserve targets plausible deniability.
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Foreign intelligence services use professional networking sites, forums and other
social media platforms to recruit Canadians working in sensitive positions in the
public, private, and academic sectors. They will also attempt to recruit the friends

/

and family of these individuals. Foreign intelligence services and their proxies use the
cover of legitimate and legitimate-sounding private companies (e.g., HR firms) to approach individuals, hiding their links to a foreign state.
This activity poses a threat to national security because successful recruitment provides these foreign governments with Canadian informa-
tion, knowledge and/or technology considered to be of high strategic interest, as well as undermines Canada’s safety, security, and prosperity.

How to recognize

RECRUITERS

Profile picture

Attractive individual
. Standard business setting

Can often be reverse
image-searched

184 con
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Young profile photo
and senior job title
do not match

Profile name

Commonly used name

The following characteristics and tactics are highly typical
of foreign intelligence services’ recruiter profiles.

Make a habit of evaluating the profiles associated
with new networking requests before accepting them.

Company affiliation

Generic consultancy or
recruitment company

Reference to government
contacts, state-owned
enterprises

Spelling mistakes

Contacts

Contacts, many of them
mutual friends, added to
enhance the legitimacy

of the profile

How to recognize

JOB POSTERS

Look and feel
Spelling or grammatical mistakes
Generic job description

Unrealistic or “too good to be true”

Areas of interest

Issues related to Indo-Pacific region,
including Western military activities

Bilateral trade relations and policy
Interest in non-public information and insights

Individual's network for further potential
recruitment opportunities

Skills and expertise

Seeking analysts specializing in “risk,” “geopolitics,”
“defence,” or “foreign affairs”

Limited experience required for an “expert” position

WHAT TO DO if you think
you have been targeted

The following characteristics and tactics are highly typical of foreign
intelligence services’ recruiter job posters.

Apply now
Q Save job

F Flag as inappropriate

© Payment method not verified

(© Less than 30 he
Job Description

Generic Consulting Company was founded by a distinguished group of industry experts who sought
to bring together the world's top talant and expertise with cutting-edge best practises and inovative
tecnology. We include and retain some of the industryies capible experts, leaders and personell,
driven to accomplish the highest degree of profesionalism and use their talents to help and support
our valued clients across the globe

The Role

Generic Consulting Company

Location

Expert Policy Insight: Harness your deep knowledge of policys, particularly in the areas of
international relations, national securityto drive informed decision-making. Your main focus

will be on Canadian foreign policy and its impact.

Tailored Solutions: Work closely with clients to develop customized analytic products and Canada
solutions that address their unique needs. Your primary objective will be to assess the
implications of Canadian foreign policy on specific providing actionable insights for

decision-makers Company Size

Collaborative Thought Leadership: We are seeking individuals who share our commitment to
tackling pressing international challenges and are eager to collaborate with like-minded
professionals who are passionate about creating meaningful impact.

0- 99

Flexibility & Independence: Excellent time management skills and ability to work Company Website

independently, delivering high-quality products for clients Generic Consulting Compan
Leneric Lonsulting Company

Skills and Expertise

Geopolitics

Creative Problem Solving

Security Foreign Affairs Defence Risk

Oral Communication Written Communication

Payment methods

Unconventional payment
methods (e.g. cryptocurrency)

Payments from accounts
lacking clear connection
to the company

Promise of higher pay for
“non-public information™
Company background

Limited history, website,
or online presence

Company website
contains broken links

No physical address

If you are unsure about the legitimacy of a potential
employer, demand more information. If they cannot
provide basic details about their company and there
is limited corporate information available on the
Internet, the company may be fake.

CSIS // For national security threats www.canada.ca/en/security-intelligence-service/
Phone: 613-993-9620 corporate/reporting-national-security-information.html
RCMP // For criminal activity

Contact information (non-emergency)
for local detachments:

remp-gre.ge.ca/detach/en

Online crime reporting portal:
ocre-sielc.remp-gre.gc.ca
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