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WHOGTPAHHOMY BMELLIATENbCTBY
B nomows OBLLLECTBEHHBIM JTUAEPAM

Ade3unHpopmayns

JloxHasi nHgopmayus,
KoTopas crieymasibHo
npegHasHa4dyeHa /s
BBeAeHWs B 3ab/1y)Ka€eHMe.

UHocTpaHHOE
BMeLUaTesibCTBO

YMbiineHHas n
CKpbITasi 4esiTe/IbHOCTb
MHOCTPaHHbIX rpynr,
JOJIKHOCTHbIX JINL VN
OTA€e/IbHbIX rpaxaaH,
HaripaBJ/ieHHasl Ha
rpoABUXKEHNE CBOUX
MHTEepecoB, 4acTo B
ywep6b HaunoHasibHbIM
nHTepecam KaHapgbl.

Bonee I'IOApOﬁHO n ons nonyvdyeHns AonoJiHUTesibHbiX maTepuanoB CM.
3awmTa gemokpatuveckmx uHctutytoB KaHagbl 1 MIHocTpaHHOe BMeLIaTeIbCTBO.

Hawa nyJywaa 3awmra ot gesnHdpopmaumm
N MHOCTPAaHHOIo BMeLUaTesibCTBa
3akJ1toMaeTcs B NoBbILLEHUU CNOCOBOHOCTU
NMPOTUBOCTONATb NX BO3OENCTBUIO
nocpencTtsom MHOOPMUPOBAHHOCTU U
NMOHUMAHNA NX BPEOOHOCHOCTMW.

B KaHage n Bo BCeM Mupe gemokpatus u gemokpatndeckme
WHCTUTYTbI (HanpumMep, NapiameHT, 3aKkoHogaTe bHble
opraHbl NPOBUHLMI, N36UpaTebHbIN MPOLECC) Y>XXKe AAaBHO
CTaNIKMBAIOTCH C Yrpo3amMm CO CTOPOHbI OTAENbHbIX JINL, U
rpynn, ueflb KOTOPbIX - 0CNabutb YNOMSIHYTblE UHCTUTYTbI U
nogopsaTbh JOBepue rpaxxaaH K NpaBuUTENbCTBY.

310 BKIIOYAET Ae3rHdOopPMaLMIo, YMbILWIEHHOE PacnpoCT-
paHeHne HeOCTOBEPHOW MHOPMaL U MHOCTPaHHOE
BMeLIaTeNbCTBO, KOTOPbIE HEraTMBHO B/IUSIIOT Kak Ha
6naronony4yve xutenen KaHagbl, Tak 1 HA QUHCTBO CTPaHbl.

Bbl moXkeTe 3aWmMTUTDL ce0s N Apyrmx, NOBbICUB CBOIO
oCcBefoOMJIEHHOCTb 00 yrpo3ax gesvHdopmauv

M MHOCTPAHHOIro BMeLllaTeIbCTBa, Hay4YNBLUNCH
BbISIBNISITb HEAOCTOBEPHYIO0 MH(POpMaLULO
M NOHSIB NPUHLUMNbI pacnpocTpaHeHus
M notpe6aeHusa uHpopmaunm B
NHTepHeTe.



https://www.canada.ca/en/democratic-institutions/services/protecting-democratic-institutions.html?utm_source=PCO&utm_medium=smo&utm_campaign=Twitter&utm_id=protecting+democratic+institutions
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/frgn-ntrfrnc/index-en.aspx
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lle3uHdopmauma

MpaKTuyeckne pekomeHaaumm rno BbiBJIEHUIO e3nHdoopMmaumum

YG6epntecb B AOCTOBEPHOCTN IAnsa npoBepkn nHcpopmauun
opuruvHana. NCNONb3yNUTe OHMANH-NMONCKOBUKM.
lMpoaHannanpynTe OCTOBEPHOCTb BeeaonTe B NOMCK Takune KIOYEBLIE CIOBA,
cogep>kaHud, npe>xkae 4Yem gernatb BblBOObl Kak <<O6MaH>>, «MOLLWEeHHN4YeCTBO>» Un <<CbeI7IK>>.

U1 0ennTbest UHopMaumei.

Tak>xe ybeouTech, YTO aBTOpbI
1N UICTOYHUKIN NHbopMaLmm
3acny>knBaroT LOBepusi.

e Search...
y

N

CpaBHuBanTe nHcpopmauuo n3 SaumwaiTeck ot kubepyrpos.

HeCKOJIbKNX NCTOUYHUKOB. o YcTtaHoBuUTE Hage>XHoe nporpamMmmvHoe
obecneyeHne ong 3aluTbl OT B/PYCOB 1
BPEeOOHOCHbIX nMporpamMmm.

0 YcTaHoBuTe HafexHble
naposiv N NCMNOJb3ynNTe
MHOroakTOpPHYO @

ayTeHTUMUKaLMIO.

o SsnseTca am nHpopmMaumst akTyanbHON?

o VmeeT nu nHgopmaums
OTHOLLEHNE K TEKYLLM
cobbITUAM?

. - MpoBepbT MEeHHble MMeHa.
AHanusnpymnte anemMmeHTbl gn3anHa. poBepbTe floMe € UmeHa

O COOTBeTCTByeT nn agpec CCblKN

o [dusaiH BbirNnganT HeyMeCTHbIM?
odmumanbHOMy Ha3BaHMIO OpraHn3aun?

o O6palante BHIMaHNE Ha HEYMenble
NOroTunbl, HeNenble LuBeTa unn
HEKOPPEKTHbIE 1l

www.canada.ca
VHTepBarbl. v Canada v

® www.canada.net

) Canadzli' ® www.canadaa.ca

o EcTb nn onevatku B agpece CCbINKN?
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[OesnHdoopmaumm moryT nosepuTtb Bce. byabTe KpUTUYHbI B OTHOLLEHMN NOTPebisiemon nHdoopmaumn u
cTapamTechb, YTOObl MHCpOPMAaLLUA, KOTOPOW Bbl OeSIUTECH, Oblla JOCTOBEPHON M HAOE>KHOW.

NleauHdopmaLuto 6bIBaeT TPYAHO 06HAPYXUTb, HO ECTb HEKOTOPbIE
o6LKe npu3Haku, Ha KoTopbie cneayeT obpatatb BHUMaHKe

NwmnTte KOHTEHT, KOTOprVIZ

Bbi3biBaeT
3MOLMOHAaJIbHYIO
peakumo, 0CO6eHHO
C HeraTMBHbIMU

nnu Nyralowmmmn
yTBEPXXAEHUAMN

Copepxut
NPOBOKALMWNOHHbIE
CCbIJIKM «KJIMKOEenTbI»:
CeHcaluMOoHHble U 3aBeJoMO
JIOXKHble 3arofioBKu,
N306pakeHns 1 BUOEO,
noby>xgatoLe nepenTin no
onpeneneHHbIM CCblikam

Ucnonbayer
HeGonblne
¢hparmeHTbI
DOCTOBEPHON
nHdopmauum, HO ¢
npeyBenn4yeHnsaMn u
NCKaXXeHUsiMun

Lnpoko
pacnpocTpaHsieTcsi
Ha nnatdopmax,
N3BECTHbIX
panpocTpaHeHnem
Aes3vHcpopmaunmn

CoaepXxut pagukasnbHble
WU 3KCTPEMUCTCKME
3agBneHuUs No Bonpocam,
Nosy4YMBLUUM LUMPOKWIA
0o0LLEeCTBEHHbIN
pe3oHaHCc

Copepxut
MUCKa)XXeHHble
WNU BbipBaHHble
N3 KOHTEKCTa
cdoTorpachum nnmn
n3o6pa)keHunsa

Copepxut
3aaBieHuns,
KOTOpble KaXxyTca
Henpasaono[o06HO
XOpOoLWnMU

OcTaHoBuTeE pacnpocTpaHeHne aeanHdopmamm
[oowipaiTe KynbTYpy AOCTOBEPHOCTM.

bynbTe Hayeky.

Boopyxutecb cpeactasamu rno BbisiB-
NeHunto gesnHdopmaumm n 6opbbe ¢ Hel.

ByﬂbTe NOAroTOBJIEHDI.

PasbepuTtech B paboTe coumanbHbIX CETU
1 onpegennTe BO3MOXHbIE CMOCOObI
MaHWMyMpoOBaHns MHopMaLmen,
KOTOopYyto Bbl NoTpebnsieTe. byabTte

6,EI,I/ITeJ'I bHbI MPW Noay4eHnn

nHdopmaunn. Cnegnte 3a o6LLMMUN
npusHakamMmn gesnHdopmMaumn,
BKJ1t0Yas KOHTEHT, KOTOPbIN:
COAEPXKMUT NCEBOOCEHCALMOHHbIE
nnn HenpasLonogobHO xopoLne

Ha pene nokasbiBanTte, 4YTO LEHUTE TOYHYIO I/IHCbOpMaLl,I/IPO,
n noow,p;uZTe K 3TOMY Opyrux.

lpoBepAliTe LOCTOBEPHOCTb MCTOYHNKOB.

HayHuTe ¢ NpoBepKM BalLNX UCTOYHNKOB MHOpMaLN
- y6eamTech, YTO NPOBEPEHHbIE UCTOYHMKM CoaepXKaT
aHanornyHyo Hdopmauuo. Pekomenaaumm v
BCroMoraTte/ibHble MaTepvasbl N0 NPoBepke HakToB Ha

[OCTOBEPHOCTb MOXHO HanTu Ha canTte Canada.ca.

CoobwwaitTe 0 fe3anHhopmaLmiu.

Bce coumanbHble ceT NpefocTasnsoT
NnoNb3oBaTeNsiM BO3MOXXHOCTb
coobLWnTL 0 Ae3nHpopMaLunn.

3asBJieHNA; LUIMPOKO pacnpoCcTpaHAETCA

Ha nnaTtcopmMax, N3BECTHbIX

pacrnpocTpaHeHnemM aesvHhopmaumin.

Bonee nogpo6GHO O BbISIBNIEHW, NPOBEPKE AO0CTOBEPHOCTU U NPOTUBOAENCTBUN

ae3uvHdopmauym cm. JesvHdopmauma oHnamH.



https://www.canada.ca/en/campaign/online-disinformation.html
https://www.canada.ca/en/campaign/online-disinformation.html#e%20
https://www.canada.ca/en/campaign/online-disinformation.html#e%20
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WHocTpaHHOe BMeLLaTeNbCTBO

VlHOCTpaHHoe BMeLaTesIbCTBO MOXKET NnoaopBartb gosepne K Hawmm geMoKpaTtn4eCKnMM MHCTUTYTaM 1 NOCTaBUTb
noa yrposdy ux uesioCTHOCTb, Hally NOJIMTUYECKYHO CUCTEMY, OCHOBHbIE NMpasa n cB060oab! N, B KOHEYHOM UTOrE,

Hall CyBEepPeHUTET.

WcnonHutenn, oeicTytoLme B UHTEpecax gpyrux CTpaH Uy YacTHOro Kanutana, MCrnosib3yoT pasHble METOANKN,
BO3[OENCTBYS HAa BCEBO3MOXKHbIE CEMMEHTbI HaLlero O6LLECTBa, HanprMep 3THNYECKME COOBLLECTBA, U3bupaTeNbHble
NpoLEeCChl, CTyAeHYeCKe kamnychl, TpagmumoHHble CMU 1 coumanbHble cetu. K obLLen3BecTHbIM Nogxodam unmn
NPaKTWKe UCTONHUTENEN, AENCTBYIOLLMX B HTEPECAaX APYrX CTpaH, OTHOCATCS: cbop UHhopmMaummn, onepatueHas
paspaboTka, NPUHYXXOeHWe, He3aKOHHOE (hMHAHCMPOBaHWE, KN6ep-MHLMAEHTbI, 3anyrmBaHe u gesnHgopmaums.

B oTnnyme oT NErmMTMMHOrO MeXayHapoaHOro COTPYAHNYECTBA U AVMNIOMATIN, KOTOPbIe NMPOo3paYyHbl 1 OCYLLEeCT-
BNIAOTCS C HAUNYYLLVMY HAMEPEHVSIMIA, MHOCTPaHHOE BMELLATENIbCTBO SB/AETCS CKPbITbIM 1 3/T0HAMEPEHHBIM.
HekoTopble opyrie TPEBOXHbIE CUrHasbI, HA KOTOpbIe credyeT obpallaTtb BHAMaHVE, BKOYALOT:

O OTCyTCTBME NMPO3Pa4YHOCTN B KOMMYHMKALNAX, OTHOLWLEHNAX, noBeaeHnn n BSaI/IMOD,eIZCTBVIVI

0O HaMeéKWu Ha TO, YTO COTPYAHNYECTBO NPMBEOET K o6meHy ycnyramn nnnm noslydeHuto Bbirogbl

(ycnyra 3a ycnyry)

O NPEeanoXXeHnst Heobbl4anHO LeapbIX NOAAPKOB, MOE300K U NPOYNX YCIyr

O HacTOM4YMBOE CTPEMIIEHME NOBANSATL Ha APYruX, 4ToObl y6eanTb Nx Noanep KaTb onpeaeneHHble B3rnaapl,

MHEHNA nnm no3nummn

JaluTuTe ce6a 0T MHOCTPAHHOrO
BMeLLaTeNbCTBa

BantenbHoCcTb. B 60pbbe C MHOCTPaHHbLIM
BMELLATENbCTBOM JOKHbI y4acTBOBaTb BCE.

NHdopmaumoHHaa 6e3onacHocTb. [loBbiwanTte
OCBEOOMJIEHHOCTb B BONMPOCcax NMH(POPMAaLMIOHHON
6e3onacHocTu. NoceTute ObecneyeHune
Knbepbe3onacHOCTU, YTOObI y3HaTb, Kak
obe3onacuTtb cebs B VIHTepHeTe.

JocToBepHOCTb MCTOYHUKOB. [1poBepsiniTe
HaOEe>XXHOCTb MCTOYHUKOB NMHopMaLmm, YToObI
y6enunTbCs, YTO Bbl NMOJTy4aeTe TOYHbIE OAHHbIE.

Coo6uwartb 0 nogo3peHnsax. O Nogo3pnUTENbHbIX
DEencTBusx u obbix cnyyasix 3anyrvBaHus,
npecnefoBaHisl, MPUHY>XAEHUS NN Yrpo3
cnepyet coobwaTb B MECTHbIE MPABOOX-
paHUTeNbHbIE OpraHbl, a Takxxe B KaHagckyto
cny>xby 6e30nacHOCTU 1 PasBEeOKMU.

Ons nonyyeHus [ONONHUTENbHOK MHOPMaLn
0 3aWuTe OT MHOCTPAHHOro BMeluaTeNbCTBa,
cM.: MHoCcTpaHHOe BMeLwaTenbLCTBO U Bbl U
3awuTa oT MHOCTPaHHOro BMeLIaTenbLCTBa.

Kak coo6LmTb 06 MHOCTPaHHOM
BMeLLaTenbcTBe B KaHape

Ecnu kTo-nnbo B KaHape cunTtaeT, YTo cTan MULLEHbIO
0EeATeNnbHOCTU NpeacTaBUTeNen opyroro rocygapcrea
WW YacCTHbIX JINL,, CBSI3aHHOW C MHOCTPAaHHbIM
BMeELLATENbCTBOM - cliegyeT obpatntbCs B

MEeCTHY0 nonuuuio nnm B UHopmaLmoHHyo ceTb
HauunoHanbHon 6e3onacHocTn KoponeBckon
KaHaACKOW KOHHOW NosnLmm rno Tenedony
1-800-420-5805, nnn No aneKTPOHHOM No4yTe
https://rcmp.cal/report-it.

O wnunoHaxke UM NMHOCTPaHHOM BMELLATENbCTBE
cnepyeT coobwnTb B KaHaackyto cny>xoy
6e3onacHOCTU 1 pa3Beaku No TenedoHy
613-993-9620 nnun 1-800-267-7685,
W QHMANH.

© Ero Benuuectso Koposnb
KaHapgpl, npencTaBneHHbIN
MuHucTpOM femoKpaTUu4ecKmnx
MHCTUTYTOB, 2023.

ISBN: 978-0-660-72456-0
CP22-207/1-2023Rus-PDF

Also available in English,
French and other languages.

Aussi disponible en
anglais, francais et
autres langues.


https://www.canada.ca/en/security-intelligence-service/corporate/reporting-national-security-information.html
https://www.getcybersafe.gc.ca/en
https://www.getcybersafe.gc.ca/en
https://www.canada.ca/en/security-intelligence-service/corporate/publications/foreign-interference-and-you/foreign-interference-and-you.html
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/frgn-ntrfrnc/pyfi-en.aspx
https://rcmp.ca/report-it



