
in the DND/CAF

All generated content must be reviewed  
for accuracy and security purposes.

Guidelines for safe usage:
Defence CDO Guideline, Generative Artificial Intelligence (AI)

 

Public tools like ChatGPT may expose sensitive data and are 
not secure for DND/CAF operations. Contents provided to public 
generative AIs are ingested by their supporting data models and 
subsequently aggregated and used to answer future queries.

Have questions? DIM Secur OPS

What’s permitted 
– With unclassified data only –

Write & Edit Documents: Can help draft  
reports or emails. 
Generate Briefing Materials: Can create 
charts, maps, and other visuals.
Summarize Information & Reports:  
Can condense lengthy reports.
Communications: Can assist with translating 
documents (but expert review is needed for 
compliance and accuracy).
Client Support: Can assist with general  
queries and brainstorming.

What’s not permitted 

Process Confidential DND/CAF Data:  
Do not input personal, sensitive, or protected 
information into public tools.
Legal or Military Advice: AI cannot replace legal 
or military advisors for policy decisions 
or interpretations of regulations.
Fact-Check: AI cannot verify critical military 
intelligence or operational details; human 
expertise is required.
Create Images of CAF Personnel:  
Do not generate realistic images or alter 
photos of military personnel.

RISKS:

Using 
Generative Artificial 

Intelligence
Copilot is the approved Generative AI tool. Generate

Breaches/Leaks  
Sensitive info may be exposed, 
misused, or threaten 
national security.

Overreliance 
Overuse of AI could lead 
to the loss of critical or 
analytical skillsets.  

Reliability 
AI will always provide an answer, 
but it may be wrong and lead to 
poor decision making.
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