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Let’s talk social!

You are probably on multiple platforms such as:
Facebook, Twitter, Instagram, LinkedIn, etc.

. John Doe @ @JohnDoe 1h

New profile picture!

Don’t forget that you represent the Department of National
Defence (DND) /Canadian Armed Forces (CAF) ON and OFF
duty. Everything you post may potentially compromise DND/CAF
information, assets and resources, and could have severe
consequences to operational tasks and to the safety of personnel.

KEY FACTS

Be careful what you post or comment, it is public and should
be considered a permanent part of the public record.

If not careful, your personal information (and your family’s
information) could be readily accessible to the general
public and to undesirable audiences.

It is important to remain respectful and ethical,
and to follow security policies that are in place.

v x

Could the video, images or comments have an
inappropriate impact or reflect discredit on DND/CAF
or on any of its members?

Unclassified information does not automatically mean it can
be released to the public or be open to all DND/CAF without a
need-to-know. Approved release procedures must be followed.

v x

This may seem harmiless to you, but you must be
careful when you share any information which could
compromise the personal security with details such as:

- Pictures of you in uniform

Ensure that all individuals whose images or personal
information you use, have given their consent.

: : X
- Event photos with family or colleagues
: : : Only YOU need to know your home address, phone number,
- Current or past information on postings/deployments < o :
social insurance number and banking information.
v X
Use a generic e-mail address instead.
They change with little notice. X
v DND/CAF logos, badges, crests and emblems.
X
X
You must follow release
procedures as found in
NDSOD Chapter 6:
Security of Information. (CANFORGEN 016/18, CDS Direction on Professional Milita
- Conduct, Para 8); and QR&O 19.14 - Improper comments.)
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. FOR MORE TIPS AND INFORMATION:
20200 NDSOD Chapter 17: Security and Social Media

collaboration-admpa.forces.mil.ca/sites/Dl/SafetySecurity/vcds-ndsod-c17.pdf
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