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VICE CHIEF OF THE DEFENCE STAFF

Working remotely from home and alternative work locations

Security of Information

Working remotely brings security challenges. From juggling work with kids at home, learning how to
use new IT programs/equipment and even managing work paper files. We must stay VIGILANT.
The compromising of information of the Department of National Defence (DND) and the Canadian Armed Forces
(FAC) could harm the Canada and Allies interests, DND/CAF operational tasks and the safety of personnel.

TIPS AND TRICKS
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Sensitive information (such as paper copies, CD's, DVDs, USB keys
or other media) must be stored appropriately when not in use.
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Up to PROTECTED A and PROTECTED B when using the
DND/CAF Public Key Infrastructure (PKI) card.
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This maintains the security and confidentiality
of information held by DND/CAF.

WHAT NOT TO DO

X X

Unclassified information does not automatically mean it can be released
It is prohibited to connect a laptop that processes to the public or be open to all DND employees and CAF members
classified/protected information higher than Protected B without a need-to-know. Approved release procedures must be followed.
to the DWAN and to the Internet.

In an office, always use an approved folder and use an approved
X briefcase or bag for outside.

If such laptops need to be transported, written permission
must be obtained from the approved authority.
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FOR MORE TIPS AND INFORMATION:

NDSOD - Chapter 6 - Security of Information, Security of Information Standards
collaboration-admpa.forces.mil.ca/sites/DI/SafetySecurity/vcds-ndsod-s06.pdf
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