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Working remotely from home and alternative work locations

DWAN T-DVPNI laptops and devices

Many DND employees and CAF members are adjusting to the “new normal” of working remotely.
In order to ensure successful, safe, and secure remote work, additional measures will need to be taken
to protect DND/CAF devices and network and to safeguard its information.

TIPS AND TRICKS
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Access to the DWAN is only granted once the user's Reliability
Check is confirmed and the user has read and signed the DWAN USB devices, tablets, laptops or mobile
Access Control and Authorisation Form. phones must be proper]y secured at all times.
v Secured to the appropriate highest level
of security classification of the information
stored on it.
It should be carried by the employee at all the times or be physically
secured when not in use. It is recormmended that your devices v
be locked in luggage, stored in a secure lock-up, or locked with a
secure cable. Your Public Key Infrastructure (PKI) card should be Before changing a password for a user,
treated the same as it is a sensitive security item and an essential an officially appointed ISSO will confirm
for connecting to T-DVPNIL. that the user is a legitimate one.
v v
That way, in the event of a theft, a full report may be made to the
nearest Military Police Unit, to the local ISSO or if it occurred outside
of DND/CAF premises, to the nearest local Police Agency.
WHAT NOT TO DO

X

This includes: phones, LTE devices, tablets, printers, fax machines,
and cameras. You can only use DND/CAF approved devices.

Only a software that is authorized by the service
management desk is to be used.

If such laptops need to be transported out of the office,
written permission must be obtained from the approved authority.
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Defence Wide Area Network (DWAN) Information Systems (IS) Security Orders can be consulted
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