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Working remotely from home and alternative work locations
DEFENCE 0365

WHAT IS 0365?
Also known as The Enterprise Cloud Network (ECN)

MICROSOFT 365 is a set of Internet-accessible cloud-based applications
to support teleworking and collaboration, including:

Word Excel MS Teams

and much more

WHAT IS MICROSOFT TEAMS? WHY USE IT?

IT INCLUDES:
- Workplace chat
- Video conference meetings

- File storage

- Sharing transitory information

EASY TIPS TO ADOPT CYBER
SECURITY BEST PRACTICES
v

e.g. use separate user accounts for different roles
and do not allow anyone else to use your accounts.

v

Create a separate and dedicated user account and always
lock your sessions with a password when absent.

v
Ask for their consent before creating accounts for others
or inviting teammates to use a service through their v
personal email addresses. e.g. operating system, web browsers, software,
v vendor-recommended updates are applied, etc.
v
v

Set device security software and operating systems
It is the recommended web browser. to auto-update.
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SECRET

v

Help to ensure that no sensitive information is uploaded.

v

ECN RELATED

v

An unsecured network means that anyone with a Wi-Fi
device in your coverage area can access your personal
Internet connection and your devices.

v
- If you rent your router: this may be done automatically
by your Internet service provider.
- If you own your own router: you will need to verify this
yourself. Refer to your router vendor’s website for details.
v

Don't use anything that could be associated
with your name, address or phone number.

v

Official communications will always come from
a trusted and secure source.

- B Protected B

“ XX-OPS

Protected B, Classified, Controlled Goods

and International Traffic in Arms Regulations
information is not permitted on Defence 0365
at this time.

Report any security issues to your ISSO, USS, or
cloudsecuritymonitoring@jdcp.forces.gc.ca

For more details on security best practices, please consult www.getcybersafe.gc.ca

SECURITY NEVERTAKESABREAK. | VIGILANCE!



mailto:cloudsecuritymonitoring%40jdcp.forces.gc.ca?subject=
http://www.getcybersafe.gc.ca

