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Working With Sensitive Information

Compromised information has potential to do real damage to Canada,

the Department of National Defence (DND) and the Canadian Armed Forces (CAF).

Such as:
- Loss of confidence in the DND/CAF
- Put the safety of military and civilians in operations at risk

- Damage Canada’s trustworthy reputation nationally and internationally

Is your information Classified or Protected? Try this test

INJURY TEST

If this information were compromised, it could cause...

Injury to some interest,
but not the national interest

AGGREGATION
OF INFORMATION

If information is bundled
together, the bundle may
be more sensitive than its parts.
For example, a file containing
one address may be
Protected A, while a file
containing 10,000 addresses
would be at least Protected B.
This is known as the aggregation
of information.

Injury to the national interest

The injury caused by
the compromise of the
information would be...

The injury caused by
the compromise of the
information would be...
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Need-to-Access

and Need-to-Know
Access to sensitive DND/CAF information
must be limited to authorized individuals
whom: have the appropriate security
clearance/reliability status, and a need-
to-know. Nobodly is entitled to access

information because of rank or security
clearance/reliability status.

Loss of Sensitive
Information
If you know or suspect that
sensitive information (including
Cabinet confidences) has been lost or
compromised, contact your USS, ISSO
or DGDS Security Incident Management
(++DGDS SIM-GIS@VCDS DGDS
@Ottawa-Hull), who will work to contain
and mitigate the loss.
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FOR MORE TIPS AND INFO: @ intranet.mil.ca/en/health-safety-security/security.page
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