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Use of

USB storage

devices in the OND/CAF
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USB storage devices should only be considered
if no other options are available.

For more information

P> DND/CAF Information Technology Security Standard
ITSS-01 for Portable Information Technology Devices

P> For alternative file transfer options
JIIFC - Data Transfer Service

A-SJ-007-000/DA-160 OPI: DSG 2025/0

SECURITY NEVERTAKESABREAK. | VIGILANCE!

As part of an overall strengthening of

the cybersecurity posture, OND/CAF will
significantly reduce the number of USB
storage devices on all GC/OND IT systems.
At completion, authorized devices will be
centrally registered and monitored while
unauthorized devices will be blocked.

I security requirements

you need to know: —

. Authorized USB devices must be
centrally registered and monitored
by your Information System Security
Officer (ISSO).

Data Loss Prevention tools track
data transfers, ensure only approved
devices connect, and flag

unusual activity.

. Allunregistered USB Storage
will be blocked.

w. There are regular security audits,
including device logs and transfers.
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To report a security incident
or for all questions:
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mailto:dirimsecurops%40forces.gc.ca?subject=
http://admim-smagi.mil.ca/assets/IM_Intranet/docs/en/security/policies-standards/itss-01.pdf
mailto:dirimsecurops%40forces.gc.ca?subject=
https://intranet.mil.ca/en/organizations/sjs/dgo-jiifc-data-transfer.page

