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Travelling with DND/CAF devices

‘[l Device Preparation
Reduce risk before crossing borders

Travel Ready || Security First

Submitting your Notice of Intent to Travel (NOIT)
isn't just paperwork — it's how the Defence can
locate you if needed and can protect or support E Bring only the minimum number of Portable

you if something goes wrong abroad. Information Technology Devices (PITD) required

E Limit sensitive information to what is strictly
necessary for the trip

Before travel:
Notice of Intent to Travel (NOIT) @| Border Inspections & Authority Access

What to expect and how to respond
On-duty: Required

Personal: Highly Recommended Border agents may request passwords / PINs

If your device is inspected:
Submit an.NOIT (outside Canada/USA) m Document what occurred
(or through Monitor Mass for CAF members) E Change passwords immediately

E Reportimmediately to your:

Chain of command and Information
System Security Officer (ISSO)

Leaving Canada with DWAN portable devices? ‘

On-duty:
R . On-Dut g

equest to Use Electronic Devices durin
Travel Outside Canada

Transport & handling
Protect devices at all times, keep them with you -
never unattended

Personal: , must be protected against:

Request to Use PITDs for Non-Duty Travel Outside Canada * E Physical damage, unauthorized removal or tampering,
*Non duty travel over 30 days requires L1/ ADM approval magnetic fields or environmental risks etc. it e A
If a device is compromised or involved in an incident: *+ NDSOD Chapter 4, Standard 4D
Before travel best practice: Technology St?ndard for PITD Security
[ Travel & Contact Security (TCS) guidance = U Do not reconnect to DND/CAF networks and report of information:
o0 = immediately to the ISSO and IT asset manager. +ITSS-01 | NDSOD Chapter 6

SECURITY NEVERTAKESABREAK. | VIGILANCE! Canadi


https://mcs-lcm.forces.mil.ca/noit/noit.aspx
https://collaboration-img.forces.mil.ca/sites/DIMSecur/Internal/D6%20-%20IPC/_layouts/15/NintexForms/Modern/NewForm.aspx?List=cf0e61a7%2D33a3%2D4e80%2D9b7e%2D45537efd22da&Source=https%3A%2F%2Fcollaboration%2Dimg%2Eforces%2Emil%2Eca%2Fsites%2FDIMSecur%2FInternal%2FD6%2520%2D%2520IPC%2FLists%2FTravel%2520Form%2520for%2520Duty%2520Purposes%2FAllItems%2Easpx&ContentTypeId=0x010022EC7BF37BE8544AB6822FD144F12AFA&RootFolder=
https://collaboration-img.forces.mil.ca/sites/DIMSecur/Internal/D6%20-%20IPC/_layouts/15/NintexForms/Modern/NewForm.aspx?List=cf0e61a7%2D33a3%2D4e80%2D9b7e%2D45537efd22da&Source=https%3A%2F%2Fcollaboration%2Dimg%2Eforces%2Emil%2Eca%2Fsites%2FDIMSecur%2FInternal%2FD6%2520%2D%2520IPC%2FLists%2FTravel%2520Form%2520for%2520Duty%2520Purposes%2FAllItems%2Easpx&ContentTypeId=0x010022EC7BF37BE8544AB6822FD144F12AFA&RootFolder=
https://collaboration-img.forces.mil.ca/sites/DIMSecur/_layouts/download.aspx?SourceUrl=/sites/DIMSecur/SiteAssets/SitePages/Home/RUEDDT%20-%20EN.pdf
https://intranet.mil.ca/en/health-safety-security/security-travel-contact.page#noit
https://intranet.mil.ca/assets/DefenceTeam/docs/en/health-safety-security/vcds-ndsod-s04d.pdf
https://dsg-gsn.mil.ca/assets/IM_Intranet/docs/en/security/policies-standards/itss-01.pdf
https://intranet.mil.ca/assets/DefenceTeam/docs/en/health-safety-security/vcds-ndsod-c06.pdf

