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WARNING
DND 4862-E - Disclosure of Wrongdoing is categorized as "CAN PROTECTED B" information once completed. 
In accordance with the National Defence Security Orders and Directives (NDSOD), Chapter 6: Security of Information and Standard 6: Security of Information Standards, DND and CAF information must be appropriately protected from unauthorized access, use, disclosure, modification, transmission, disposal or destruction throughout its lifecycle.
When completed, "CAN PROTECTED B" forms MUST NOT BE SAVED UNENCRYPTED on any network, workstation drive or storage media, and MUST BE ENCRYPTED USING THE DND ISSUED PKI SMARTCARD.
Failure to respect these requirements is a security incident that must be reported to the local ISSO, and may result in administrative or disciplinary measures.
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Disclosure of Wrongdoing
Please note:  This Disclosure of Wrongdoing form is intended for use by DND civilian employees and members of the CAF.  It is considered Protected B once completed. If the form is being sent via Defence Wide Area Network (DWAN) to the Internal Disclosure Office (IDO) positional mailbox at IDO-BDI@forces.gc.ca, then the email (not the form) must be PKI encrypted.  If you cannot send the form PKI encrypted, then the form must be mailed or hand-delivered to the IDO.
This form consists of four sections including: 
•  Section A:  General Information 
•  Section B :  Information About the Discloser
•  Section C:  Description of Wrongdoing  
•  Section D:  Alternate Recourse Mechanism 
Fields marked with an asterisk (*) are mandatory for completion for the submission of this form. 
Mail or Hand Deliver to:
Internal Disclosure Office (IDO) 
ADM(RS) / DSEI   
NDHQ Carling Campus  
60 Moodie Drive       
Building 3 East, 2nd FloorOttawa, ON, Canada, K2H 8G1
For more inquiries, please contact us:
Hotline in North America:  1-866-236-4445
Hotline in Ottawa:  613-901-1070
Email:  IDO-BDI@forces.gc.ca
Important Information about Your Disclosure of Wrongdoing
Allegations of wrongdoing are normally matters of public interest that, if founded, could seriously impact the public’s confidence in the integrity of the Department of National Defence and the Canadian Armed Forces.  
Matters of a personal nature, such as individual harassment complaints and/or workplace grievances, should continue to be addressed through other available recourse mechanisms.
For DND employees and public servants, the Public Servants Disclosure Protection Act, S.C. 2005, c. 46 (PSDPA) defines wrongdoing as:
1.  a contravention of an Act of Parliament or of the legislature of a province, or any regulation made under any such Act.(e.g., Financial Administration Act);
2.  a misuse of public funds or a public asset (e.g., contracting irregularities);
3.  a gross mismanagement in the public sector (e.g., abuse of authority);
4.  an act or omission that creates a substantial and specific danger to the life, health or safety of persons, or to the environment, other than a danger that is inherent in the performance of the duties or functions of a person. (e.g., circumventing safety protocols);
5.  a serious breach of a code of conduct - Values and Ethics Code (e.g., ethical scenarios); and
6.  knowingly directing or counselling a person to commit a wrongdoing as described above.
For CAF members, the Canadian Forces Disclosure Process (CAFDP) defines a wrongdoing as:
1.  a contravention of an Act of Parliament or of the legislature of a province, or any regulation made under any such Act (e.g., Financial Administration Act);
2.  a misuse of public property or non-public property (e.g., contracting irregularities);
3.  a gross mismanagement (e.g., abuse of authority);
4.  an act or omission that creates a substantial and specific danger to the life, health or safety of persons, or to the environment, other than a danger that is inherent in the performance of the duties or functions of a person (e.g., circumventing safety protocols);
5.  a serious breach of the Code of Service Discipline (CAF members) (e.g., ethical scenarios); and
6.  knowingly directing or counselling a person to commit a wrongdoing as described above.
According to DAOD 2006-1, Procedures for the Safeguarding and Authorized Disclosure of Information in the DND and the CAD, 3.3, if wrongdoing is reported, a DND employee is protected from reprisals by section 19 of the Public Servants Disclosure Protection Act, and a CAF member is protected by article 19.15, Prohibition of Reprisals, of the Queen’s Regulations and Orders for the Canadian Forces (QR&O).
For more information regarding allegations of wrongdoing and/or specific instructions on the submission of this form, please visit the Whistleblowing - Submit a Disclosure of Wrongdoing webpage. 
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Disclosure of Wrongdoing
Section A:  General Information
2. Were you referred to the Internal Disclosure Office (IDO) from another organization(i.e. Public Sector Integrity Commissioner)?* (please select one option)
Section B:  Information about the Discloser
1. Please provide the information requested below*:
2. Discloser is a*:
3. Please complete one of the two applicable boxes below*: 
4. Preferred language of communication*:
5. Preferred method of contact*: (please select all applicable options)
Section C:  Description of Wrongdoing
Please complete this section indicating specific information regarding the allegation(s) of wrongdoing you wish to report to the Internal Disclosure Office (IDO). 
Please note:  If you wish to report further allegations, please click the "Add Allegation" button on the right-hand side of the Allegation 1 information bar. To remove a reported allegation, click the "Remove Allegation" button. Please consider, a total of 5 separate allegations can be reported through this form.  
Allegation
information
5. Is there any evidence (document, report, email, etc.) you can provide to support this allegation?* 
6. Are you aware of other evidence that may not be in your possession to support this allegation?* 
7.  Are you aware of any witness(es) to this allegation?*
Section D:  Alternate Recourse Mechanism
1. Please indicate if you have taken any other steps to address the situation:* (please select all applicable options)
Responsible Officer’s Discretion
Please note that under s. 24 (1) of the Public Servants Disclosure Protection Act (PSDPA), this office reserves the right to refuse an allegation, to deal with a disclosure, or start an investigation if it has been determined that after looking into the matter, the subject-matter has been adequately dealt with, or could more appropriately dealt with under another mechanism; not sufficiently important; the disclosure was not made in good faith or the information provided was not provided in good faith; time elapsed from the alleged wrongdoing and the disclosure is such that it would serve no useful purpose; the subject-matter was the result of a balance and informed decision; or there is a valid reason for not dealing with the subject-matter of the disclosure or the investigation.
Consent and Signature 
Please note:  By signing and submitting this form, you are accepting that the information shared in this form is accurate and can be used by the Internal Disclosure Office (IDO) in order to proceed with a review and/or investigation for the alleged wrongdoing(s). 
or
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