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DND/CAF STRATEGIC ISSUES OVERVIEW

The most significant issues currently facing the Department of National Defence
(DND) and the Canadian Armed Forces (CAF) span a wide range of subjects reflective
of the complexity of the defence program: from broad defence policy questions to the
care of and support for military personnel, and from CAF operations and defence
engagement overseas to defence investment and materiel acquisition. These issues will
demand close consideration by the Government of Canada in the coming months and
many will require critical decisions to move forward. ' ' '

Shifts in Geopolitical Trends and the Security Environment

Significant geopolitical, technological, and economic developments in recent years
have altered the context in which the Department and the CAF perform their mandate
and strive to meet Canada’s evolving defence and security needs. Shifts in the balance
of power are changing the global landscape with implications that are not always clear.
Traditional spheres of influence are being reshaped and established partnerships
challenged. Amid this geopolitical change, the international security environment is as
volatile and unpredictable as ever. Regional flashpoints in Africa, the Middle East and
Asia continue to threaten global stability. Notably, 2014 witnessed the outbreak of two
major conflicts that have mobilized the international community.

unrest in eastern Ukraine.

Second, the Islami
and Syria in 201
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readiness and responsiveness
and Syria. The CAF
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defence policy issue to be considered in the year ahead.

From a defence perspective, changing global dynamics and international securitv
challenges

That said, the shifting geopolitical landscape also calls for the
establishment and fostering of partnerships with emerging powers. These new
partnerships, require careful balancing
of Canada’s security, economic and values-based interests. In any case, National
Defence employs a broad spectrum of tools in support of its global engagement
agenda, including defence cooperation agreements, high-level meetings, joint military
exercises, and defence capacity building activities. These efforts enable the execution
of the Defence mandate while promoting broader Government national security, foreign
policy and trade priorities.

From a broader government perspective, the multi-dimensional nature of today's
security environment is challenging the traditional Canadian distinction between national
security and defence, and is demanding an ever more comprehensive, whole-of-
government approach to security. Against this backdrop, National Defence will have to
further adapt, consistent with its mandate and in concert with other national security
partners, to meet evolving demands.

This is the case, for example, in the Arctic where National Defence is a leader in
meeting whole- of—government objectives. As activity and geopolitical interest in the
Arctic grow, the demand for CAF resources will increase, particularly with respect to
presence in the region, safety and security operations, surve ce and control, and
support to whole-of-government priorities. From an internatio erspective, Canada
has always strongly believed that the Arctic requires collaboration, not confrontation,
and should remain a region of peace.

Asia is another region dem
approach. It is at the core of ¢
geopolitical and military weigh
announced in 2012 and forma
significance of Asia.
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Technological Change and Emerging Domains

As a backdrop to these geopolitical shifts, scientific and technological innovation
continues unabated, posing opportunities and challenges for defence and security
establishments. Specifically, space and cyberspace have become central to the
economic prosperity and everyday life of developed states. Modern armed forces also
rely on space and cyber capabilities to more efficiently operate crucial military platforms,
including for surveillance, communications and search and rescue.

and threats in both domains have
been growing in plurality and sophistication.

Moreover, environmental factors,
such as magnetic storms, can also disrupt commercial or military services, and with
over 22,000 trackable objects in space, there is also an increasing risk of collision
between satellites and other orbiting debris. On the cyber side, Government, critical
infrastructure and private sector systems have been and continue to be targeted by
cyber espionage and disruptive actions,

National Defence has enhanced its cyber and space programs in recent years.

Technological innovation
as an enabler for the proliferatio

importance of ballistic missile def
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In accordance with
its 2005 decision, Canada does not participate in the US BMD system for the defence of
North America. Canada, however, has been involved in discussions on the development
of the NATO BMD system for the protection of NATO European territorv. populations.
and forces.

Defence Affordability

Adding to this complex environment, economic uncertainty continues as developed
countries struggle with debt and demographics, while emerging economies work to
overcome systemic deficiencies, including corruption and inadequate regulatory
regimes. The global financial crisis that erupted in 2008 had severe consequences for
western economies, forcing many governments to cut their defence expenditures, and
reducing appetite for international engagement.

In Canada, the defence budget represents the Government’s largest discretionary
spending among federal departments. The current National Defence budget is $19.5
billion. Defence funding has grown in nominal terms in recent years, in part due to an
increase in the automatic annual growth of the Defence budget (referred to as the
‘Defence Escalator’) and through the ‘Accrual Envelope’ (funds earmarked in the fiscal
framework for the amortized cost of major new equipment capabilities). During the same
timeframe, however, Defence faced a series of budget-balancing initiatives, including
funding reductions of approximately $2.1 billion.

Strategic Direction

These geopolitical, technological and econ
Defence. Indeed, since the las
strategic context has shifted c
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Equipping the CAF, Managing its Personnel

As highlighted in the Government’s platform, the CAF’s maritime capabilities will
also require urgent attention.

The replacement of the CF-18s and renewal of the RCN'’s capabilities are the most
prominent undertakings of Canada’s largest military recapitalization effort since the
| Korean War. While the majority of acquisitions are less complex and move through the
. procurement process without any issue, these latter initiatives trate some of the
challenges of defence procurement for the Government of C 3.

National Defence, in p
aerence procurement system, is addressing the

initiatives are still in early ph
determine whether they are h
will contribute to addressing theﬁ;y

Equipment, however, is bu
and women in uniform are at t
service demands careful and cont
touches on virtually every comp
iselection, planning for reloc
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training and education programs that provide the skills required to fulfill the CAF’s
mandate. The CAF also look after members’ physical, psychological, and spiritual well-
being, negotiate rates of pay, and provide compensation and benefits that are
commensurate to service. They assist, as well, with transition out of the military and
access to Veterans’ services, a key issue highlighted in the Government’s platform.
National Defence effectively manages this complex and diverse array of personnel
issues, directly supporting the CAF’s ability to maintain the readiness it requires to fulfill
its roles, missions and tasks. While challenges do arise given the breadth and depth of
the subject matter, the CAF remain flexible and ready to respond to ensure that their
members are well supported throughout their careers.

* * *

The strategic issues raised and explored above can be expected to garner
significant attention in the coming months and years — within National Defence, across
government and in the Canadian public — and many will require critical decisions that
will affect the future of the Department and the CAF for decades to come.

L L
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Outline

« Platform Commitments

* The Case for Renewed Defence Policy
» Defence in Context

» Canadian Armed Forces of Today

» Enduring Roles and Capabilities

* What’s Changed?

o Shifts in the Geopolitical Trends and the Security Environment
o Emerging Domains

o Affordability
= The Way Forward

2
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Platform Commitments

A New plan to Strengthen the Economy and Create Jobs with Navy
Investment (Defence-specific document, 20 Sep 2015)

“The Canada First Defence Strategy is underfunded and out of date. We will immediately begin an
open and transparent review process to create a new Defence White Paper...”

“A Liberal government will maintain current National Defence spending levels, including current
planned increases.” « |

A New Plan for a Strong Middle Class (Overall platform, 5 Oct 2015)

“We will immediately begin an open and transparent review process of existing defence |
capabilities, with the goal of delivering a more effective, better-equipped military. The Canada First
Defence Strategy... is underfunded and out of date. We will review current programs and capabilities,
and lay out a realistic plan to strengthen Canada’s Armed Forces.”

“We will develop the Canadian Armed Forces into an agile, responsive, and well-equipped military
force that can effectively defend Canada and North America; provide support during natural disasters
humanitarian support missions, and peace operations; and offer international deterrence and combat
capability.”

“We will maintain current National Defence spending levels, including current planned increases.”

SECRET CEO
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The Case for Renewed Defence Policy
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What drives defence pblicy?

» Government of Canada Interests and Objectives

o Military a unique instrument of national power used to advance national interests and
demonstrate leadership in the world

o Defence policy guided by foreign policy priorities and national security objectives

o CAF contribute to Canadian prosperity by promoting global stability, contributing to security of
trade routes, and directly supporting Canadian industry through procurement

o CAF must be flexible in response to government direction

= (Canada’s Role in the World

o As a G7 nation, member of NATO and the UN, and close partner of the US, Canada has
certain responsibilities and treaty obligations, and is expected to make contributions to global
peace and security

=  Geopolitical Trends and the Security Environment

o Uncertain and evolving security environment requires the CAF to be prepared to respond to a
full spectrum of security challenges

» Fiscal Context
o Availability of funding enables/constraints CAF activity; objectives must be aligned to resources

SECRET CEO
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‘Canadian Armed Forces of Today

» Modern, multi-role, combat capable force
o Employable across the full spectrum of operations
o Dependent on allies or coalitions for most higher end deployments

» Able to deploy quickly to crises at home and abroad

o Vast Canadian geography requires similar level of mobility for domestic and
international operations

* Interoperable with allies
o Trusted, highly valued partner

» Able to deploy as part of a comprehensive, whole-of-government
effort |

= Engaged in defence diplomacy around the world to support defence
objectives and broader whole-of-government priorities

6
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' Endu'ring CAF Roles and Capabilities
» Role 1: Defend Canada

o Protection of Canadian sovereignty (daily domestic operations, including presence in
the Arctic)

Support to civil authorities (e.g., disaster relief, security operations)

National Defence Act requires CAF to aid civil power when situation exceeds civil
power’s ability to address

o Counter-terrorism

= The CAF must provide continuous all-domain awareness across
Canada (surveillance and monitoring)

* The CAF is poised to deliver a timely and effective response to
crises, including aeronautical and maritime search and rescue

= CAF’s domestic activities undertaken in context of broader whole-
of-government efforts to ensure safety and security of Canada

SECRET CEO
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Enduring CAF Roles and Capabilities

= Role 2: Defend North America with United States
o Natural extension of the domestic role

o Importance of NORAD (including treaty obligation to defend North America)
o Combined Defence Plan, Civil Assistance Plan

= Through NORAD, the CAF provides aerospace warning and control
and maritime warning (eyes and ears) and maintains the ability to
respond to airborne threats

* Together with the US military, the CAF is also poised to address
threats abroad before they reach North America (e.g., capacity building

and counter-narcotics operations in the Caribbean; counter-terrorism

efforts in the Middle East and Africa)

8
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Enduring CAF Roles and Capabiities

= Role 3: Contribute to International Peace and Security

North Atlantic Treaty: commits Canada to the collective self-defence of NATO members

Opportunity to project Canadian leadership, advance Canadian interests and objectives,
and contribute to international stability

CAF able to rapidly deploy and seamlessly integrate into coalition environment, including
in a leadership role

= The CAF is capable of operating across the full spectrum, from stability to
combat operations

NATO Assurance measures

Support to development assistance

Humanitarian Assistance and Disaster Relief (e.g., Haiti, Philippines)
Modern Peace Support Operations (e.g., UN Missions in Africa, Middle East)
Capacity building

Combat (e.g., NATO operations in Kosovo, Afghanistan, Libya; Iraq/Syria)
Counter-Terrorism (domestic and international)

» Potential consequences of inaction (e.g., impact on security and prosperity)

SECRET CEO

A0464981_9-A-2015-01294--0016

© RELEASED UNDER THE AIA- UNCLASSIFIED INFORMATION .



15 ( ’i ) ~ RELEASED UNDER THE AIA - UNCLASSIFIED INFORMATION
s.15(1) DIVULGUE EN VERTU DE LAI - RENSEIGNEMENTS NON CLASSIFIES

s.21(1)(a) DND - MDN
s.21(1)}(b

What'’s Changed?

Since last policy statement was released (2008), the strategic
context has evolved considerably:

o Shifts in geopolitical trends and the security environment: Shifting balance of
power and challenges to global governance; Conventional threats have
evolved while asymmetric threats continue to gain complexity

and rise of ISIS in Irag/Syria)

o Emerging domains: space and cyber domains
priorities and were not addressed in last policy statement

o Affordability: Impact of economic downturn and deficit reduction efforts;
current reference levels create an affordability challenge for Defence

10
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Shifts in Geopolitical
Trends and the Security Environment (1/2)
Geopolitical Trends

o Shifting balance of global power driven by economics and demographics likely to pose challenges to
global governance

o Other allies already shifting focus

o Canada has an interest in engaging emerging powers, shaping evolving global governance; role for
defence?

Traditional Threats

1"
SECRET CEO
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hifts in Geopolitical
Trends and the Security Environment (2/2)

= Unconventional Challenges

o Terrorism in ungoverned spaces impacts Canadian security; CAF actively engaged in fight against
ISIS —

o Evolution of UN “peacekeeping;” and new missions are complex and
multidimensional (key focus is protection of civilians)

o  Vulnerability of the global commons potential for non-state and state actors to
achieve damaging effects with relatively little investment

o  Evolution of hybrid warfare and proliferation of advanced technology provide new tactics and
capabilities to both state and non-state actors

= Domestic Environment

®)

o Increasing severity/frequency of natural disasters requiring CAF response

O

12
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Emerging Domains
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Canadian allies have made significant strides in

developing space and cyber capabilities

Space and cyberspace have become fundamentally important to
Canadian prosperity and society, and for the conduct of military operations

Last policy statement did not address these domains;

SECRET CEO
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Last policy statement envisioned 20 years of sustained,
predictable investment (from $18 billion in 2008/2009 to
a projected $30 billion in 2027/2028)
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Affordability

Strategic Review, Deficit Reduction Action Plan resulted in reduced defence spending, cuts to
baseline budget; the current National Defence budget is $19.5 billion

Defence-specific inflation notably higher than the defence budget escalator, eroding purchasing
power; technological advances also introduce increased costs

Maintenance of baseline defence capability requires substantial resources (e.g., personnel costs,
aging infrastructure)

Government faces significant decisions in managing defence resources to ensure sustainability of
defence program, position military to meet future challenges

14
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Defence Funding

~g-Final Authorities (Cash Basis) e
~Forecasted Authorities (Cash Basis)* -4 05 Forecasted Authorities / Forecasted GDP**
—i—Y% Defence Spending / GDP

* Forecasted Authorities includes

** Forecasted GDP (Budget 2015} is as follows:

SECRET CEO
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The Way Forward

These questions will be addressed in a separate briefing

SECRET CEO
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DISCUSSION
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Assessment of Security Environment

Articulation of Canadian Interests

Development of a Vision for Defence

Determination of Military Roles and Missions

Assessment of Required Capabilities

Identification of Gaps and Future Needs

Investment Planning

SECRET CEQO
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IStorica emes
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ISSUE PAPER: NATIONAL SECURITY & THE ROLE OF DEFENCE

HIGHLIGHTS

e The multi-dimensional nature of today's security environment is challenging the
traditional Canadian distinction between national security and defence, and is
demanding an ever more comprehensive, whole-of-government approach to
security. In that context, there are already many examples of how federal
departments and agencies, including DND/CAF, are working together in the national
security domain, through intelligence and information sharing, operational

| collaboration, and policy development.

| e The Government, in its platform commitments, acknowledged the importance of
national security to Canada, committing to, inter alia, establish stronger

| Parliamentary oversight, introduce new legislation, and increase certain operational
capabilities, including for urban and maritime search and rescue.

e Against this backdrop, DND/CAF — which has always playe’q;an important, albeit
circumscribed, role in national security — will have to further adapt, consistent with its
mandate and in concert with other national security par neet evolving
demands.Looking forward DND/CAF will continue t0'

enhancements to interdepartmental informatior ra *co,llaboration
and policy guidance.

; ,ate way, the
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CONTEXT

Why does it Matter?

In Canadian parlance, the term “national security” has traditionally been used to denote
domestic security concerns (e.g. domestic terrorism, emergency preparedness, etc.), as
distinct from national defence. To some degree, this distinction has informed the
organizational boundaries of Public Safety and other domestically-oriented security
agencies, as well as the Department of National Defence and the Canadian Armed
Forces (DND/CAF). That said, there is no official Government of Canada definition of
the term national security, nor is there a statutory definition of the national defence
mandate. Broadly speaking, this has afforded the government with a critical degree of
operational flexibility, and over time, government decisions and operational experiences
have led to a better understanding of the Defence role in national security.

First and foremost, the CAF have a fundamental responsibility towards the defence of
Canada, which is inextricably linked with the concept of national security. Further to
that, the CAF work closely with their American counterparts in the defence of the
continent. As such, key CAF .
activities associated with
national security include
conducting daily domestic
and continental operations;
providing surveillance of
Canada’s territory and air
and maritime approaches,
including in the Arctic; and
collecting intelligence and
providing assessments on
military threats to Canada.

- Beyond these “hard defence”
roles, however, the CAF also
have primary responsibility
for aeronautical and
maritime search-and-rescue
services in Canada, and .
going forward, DND/CAF will con:
enhance Canadian search-and-rest
support to major international e
assist civil authorities in respon
biological, radiological, nuclear
support to civilian authorities ca

Civil Assistance Plan, which facili

nation to support the armed force

1ol
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floods, forest fires, or a terrorist attack), once government authorities have agreed upon
an appropriate response.

In addition, the Governor in Council or the Minister may authorize the CAF to perform
any duty involving public service. In certain circumstances, this could include assistance
to law enforcement agencies. Indeed, it is important to note that there are limitations
around DND/CAF activities. In general terms, when it comes to the collection of defence
intelligence, there must be a clear nexus between the nature and scope of the activity
and Cabinet authorized military missions. The same principle would apply where the
CAF would want to get involved directly in, and not simply act in support of, matters of
national security. In the specific context of assistance to other Canadian government
entities, CAF operations must be requested by, and rely upon, the mandate and
authority of the supported entity and be subject to the same legal constraints as that of
the supported entity.

Beyond the more domestically-oriented activities listed above, there is no doubt that
CAF operations abroad against transnational threats also have a profound role in
bolstering Canadian security. This is increasingly the case, as today’s security threats
are often multi-dimensional, diffuse and borderless, while the Canadian population is
evermore mobile, networked and open. Similarly, the roles and responsibilities of
security agencies in Canada are more frequently converging, with contemporary threats
like terrorism, cyber attacks and weapons of mass destruction (WMD) proliferation,
transcending our traditional lines of activity. In fact, at least 17 federal departments and
agencies have some sort of responsibility for national security today (see Annex A for a
detailed list).

The current battle against the Islamic State of Iraq and Syria (1SIS) is a case in point.
On one hand, this is a battle being fought by military forces over territory in a highly
strategic part of the world, but it has generated concurrent concerns around the intent of
ISIS and other violent extremist groups to foment radical views and recruit supporters
from around the globe, including from within Canada. Th
DND/CAF, but also intelligence agencies, law enforce
other agencies concerned about ISIS’ reach and influen

on authorities and
; estic terrain.

traditional agents of statecraft, as recent negotia

program clearly demonstrated. However, comba
nature of proliferation networks also draws on ¢
personnel, police officers, im i
risks we face in cyberspace a
across society — further illustrate
raising important questions abot
the Government itself, in prote

These trends demand a multi-face
also reflect key differences i
community have come a lon
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approach, but additional efforts will continue to be needed. Going forward, the
Government will undoubtedly be confronted with new challenges, without precedent,
where choices will need to be made about where and how to engage. To be well-
positioned for these future scenarios, DND/CAF must continue to work with other
national security agencies to ensure that our activities are mutually informed and
mutually reinforcing, and that — more broadly — we pursue a comprehensive approach to
the national security agenda.

Approach to Date

The interdepartmental security community has already found a multitude of ways — both
multi-purpose and tailored, bilateral and multilateral — to partner together. These
collaborative efforts offer DND/CAF many avenues to inform and contribute to broader
national security objectives, and conversely, to take advantage of the resources
available elsewhere in government. Broadly speaking, these collaborative efforts can be
conceptualized in three categories: (1) information/intelligence sharing and consultation,
(2) operational collaboration, and (3) policy coordination.

A range of information/intelligence sharing and consultation mechanisms have been
established to help improve communication channels across the national security
community. For example, DND/CAF maintains a Security Intelligence Liaison Program
(SILP) with police and security intelligence agencies, to provide early warning of
potential threats against the security of DND/CAF, and to support the preparation of
DND/CAF for potential requests for assistance from other government departments and
agencies. As another example, the Marine Security Operations Centres (MSOCs) and
the Integrated Terrorism Assessment Centre (ITAC) both employ staff from across the
federal government in an effort to develop a more comprehensive security picture for
Canada. There are also many examples of more case-driven or thematic consultations
that happen at all levels of government. For example, export | sing officials at
DFATD regularly consult DND (and other agencies as reqw ensure that any
potential security implications are identified and taken in ti
assessing applications for the export of dual-use, sensitiv
Similar security consultations are taking place in the co
reviews, under the Investment Canada Act. In additi
level fora have been established in recent years t
facilitate case management, and ensure ongoing dialc

Beyond information sharing an
agencies are also able to take
advantage of each other’s oper
resources. Indeed, the CAF can
called upon to provide assistance
other federal departments and .
gand/or provincial authorities; ty;
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a force of last resort. For instance, in domestic operations, CAF assistance may be
requested by civilian authorities to assist in an emergency, such as a CBRN-E incident
or a natural disaster, or to support major events, such as the Vancouver Olympics or the
G8/G20 meetings.

In the context of international operations, the interdepartmental community has made
huge strides in whole-of-government collaboration over the past decade, flowing in
particular from the complex demands of the Afghanistan mission. Over the course of
that mission, dedicated coordination mechanisms were established at all levels, from
Minister- and Deputy Minister-level committees, to working-level task forces, to the
Provincial Reconstruction Teams that stood as the face of the whole-of-government
effort on the around. More recentlv.

Interdepartmental collaboration is also happening in Canada’s international
capacity-building efforts. For example, CANSOFCOM runs a number of capacity-
building programs around the world funded by DFATD’s Counter-Terrorism Capacity
Building Program, Anti-Crime Capacity Building Program, and Global Partnership
Program.

At the strategic level, national policies have been developed on a number of cross-
cutting national security issues, to establish a common vision, merate core
objectives, and delineate the roles of the relevant department d agencies. For
instance, Canada’s Cyber Security Strategy assigns suppo s to federal
organizations, including DND/CAF, which must protect its o ks, work with
federal partners to identify threats and possible. response‘ w;th allied
militaries to develop best practices and policy an ‘ ry aspects
of cyber security. Similarly, Canada’s Counter-
“working through partnerships is central to the suc
identifies the DND/CAF role in the detection of an
DND/CAF’s part, the Canada
the CAF in ensuring the secu

protection of Canada.

CONSIDERATIONS

he above examples illustrate
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the critical role of Defence within that. Through past experience and with a network of
coordination mechanisms in place, DND has become deeply integrated into the national
security architecture in such a way that reflects the different organizational mandates
across government, while at the same time allowing for an effective and flexible

response to current security threats.

That said, today’s multidimensional threat environment continues to test and stretch the
Canadian national security architecture. For one, it is causing the lines of activity of
various departments and agencies to more closely converge, posing new questions
about which security lever to use in a given scenario. In other words, as securlty

challenges increasingly defy
organizational boundaries,
and as departments and
agencies work to match
their capabilities to address
these threats, security
activities across government
will become increasingly
intertwined. For example,
new threat disruption
authorities were recently
granted to CSIS in the Anti-
Terrorism Act. The RCMP
also has threat disruption
authorities in the context of
federal law enforcement,
and the CAF have the
potential to disrupt certain
activities, consistent with the
defence mandate, which
could have national security
application. While
acknowledging the
Government’s intent to
introduce new legislation

that would refine some of the elements of the Anft
serves to represent the current challenge of select
tool to address the security thfr at thand

Furthermore, increased levels o

A0464982_6-A-2015-01294--0032




B i S RELEASED UNDER THE AlA - UNCLASSIFIED INFORMATION
s.15(1)

DIVULGUE EN VERTU DE LAl - RENSEIGNEMENTS NON CLASSIFIES
DND - MDN
National  Oélense 21(1
.*l Defence  nationale s-21(1)(a) SECRET CEO
s.21(1)(b)

More broadly, the cross-cutting nature of today’s security threats clearly implicates
provincial and municipal levels of government, private industry, academia, and other
stakeholders. For example,

As another example, the interests of Canadian industry — to
export goods abroad or to attract foreign investment in Canada — can sometimes run
counter to national security concerns.

example, national security concerns regarding in the
Canadian marketplace

Indeed, the efforts listed in this
paper are largely independently-driven and responsive efforts to address coordination
shortfalls in individual issue areas. However, the horizontal linkages across these
themes are equally important (e.g. the nexus between terrorism and proliferation), as is
the inevitable competition for attention and resources between the different items on the
national security agenda. e

NEXT STEPS

Looking forward, further enhancements to mterdepartm
operational collaboration and policy guidance can p
specific challenges faced by the national security com

Qn sharung,
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The corollary of such increased
collaboration in national security
is the need for corresponding
enhancements to the external
review mechanisms in Canada, to
ensure continued accountability
around the government’s most
sensitive national security
activities, namely those that might
impinge on the fundamental rights
and freedoms of Canadians.
Potential for enhanced review of
national security activities has
been discussed since the Arar
Inquiry in 2006 and, more
recently, in the context of the
sharing of information under
Security of Canada Information
Sharing Act (SCISA). The
Government has also committed
to establishing a mechanism for
stronger Parliamentary oversight
of the departments and agencies
with national security

responsibilities. Defence will remain engaged to ensure that any such initiatives reflect |
the Government's intent, while also accommodating the unique considerations that are
associated with military activities and accountability frameworks.
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Canada’s previous and only national security
| policy, issued in 2004, was organized around six main elements: intelligence,
emergency planning and management, transportation security, border security, and
international security.

i
|
fn ) |
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The UK National Security Council, as an example, meets weekly and involves key
Ministers, as well as intelligence and military chiefs, to oversee the implementation of
the UK National Security Strategy and coordinate the priority areas of work.

CONCLUSION

The national security community has come a long way in its ability to bridge
organizational divides in the pursuit of common security goals. However, as the
differentiation between national security and defence continues to erode, and the roles
and responsibilities of government departments and agencies become increasingly
intertwined, Canada’s national security architecture will continue to be tested in its
ability to offer a truly collaborative response to today’s security threats. In the face of
these challenges, DND/CAF must remain flexible, agile, and responsive, and continue
to build on the whole-of-government expertise that we have developed to date

£ 1
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Annex A — Government of Canada Departments and Agencies’ National Security
Roles

Canada Border Services Agency (CBSA)

The CBSA provides integrated border services that support national security priorities
and facilitate the free flow of people and goods, including food, plants and animals,
across the border. CBSA protects the security of Canada by enforcing legislation
relating to immigration, customs and strategic export controls. CBSA applies an
integrated border strategy, which involves identifying, interdicting and screening known
or suspected national security threat not only at Canada’s borders, but proactively, well
before persons and goods arrive at Canada’s borders. Activities that would result in a
person being considered a national security risk include: espionage, subversion of a
government by force or other means, terrorism, and acts of violence that could
endanger the lives and safety of Canadians. Belonging to an organization that engages
or is believed to engage in such activities will also result in an individual being
considered a risk to national security.

Canada Revenue Agency (CRA), Charities Directorate

The Charities Directorate of the CRA acts as the Government of Canada's centre of
expertise on the charities aspect of terrorist financing by preventing, detecting and
responding to the exploitation of charitable resources to support terrorism. The Charities
Directorate reviews all charitable applications, monitors charities already registered,
exchanges information when appropriate with Canada's intelligence and law
enforcement agencies and conducts compliance-related activities in support of the
Income Tax Act and the Charities Registration (Security Information) Act. In doing so,
the Directorate protects the integrity of the charitable registration system and
contributes to a whole-of-government approach to combating terrorist financing.

Canadian Food Inspection Agency (CFIA) :
The CFIA plays an important role in the federal government’
food safety emergency or a threat to agricultural or fores
bioterrorism or agro-terrorism. The CFIA is dedicated t
plants, which enhances the health and well-being of Car
economy. "

onse in the event of a
including

food, animals and
. environment and

Canadian Nuclear Safety Commission (CNSC
The CNSC regulates the use of nuclear energy an
security and the environment and to implement
the peaceful use of nuclear en to di
and regulatory information to the
regulates to protect Canadians z
infrastructure and cybersecurit
well as measures to control the |
explosive devices. Implementati
jurisdiction and responsibility r
weapons and terrorism. '
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Canadian Security Intelligence Service (CSIS)

CSIS is tasked with investigating threats to the security of Canada. To do so, CSIS
collects and analyzes information and security intelligence and reports to and advises
the Government of Canada on national security issues and activities that threaten the
security of Canada. The Security of Canada Information Sharing Act also permits CSIS
“to take, within and outside Canada, measures to reduce threats to the security of
Canada.” Moreover, CSIS conducts security screening for the Government of Canada
and for citizenship and immigration purposes.

Citizenship and Immigration Canada (CIC)

CIC is responsible for managing migration in a way that contributes to Canada’s
economic, social and cultural development, while protecting the health, safety and
security of Canadians. Under the Immigration and Refugee Protection Act, CIC works
closely with CBSA and Public Safety Canada to ensure that admissibility policies and
screening programs effectively manage the security, criminality and health risks
associated with admitting foreign nationals to Canada. CIC is also responsible

for citizenship grant decisions as well as promoting the rights and responsibilities of
Canadian citizenship. CIC works to prevent fraud and safeguard the value to Canadian
citizenship, including revoking citizenship in certain cases. CIC is also responsible for
the passport program domestically and abroad and safeguards the security, value and
integrity of Canadian passports and travel documents, through entitlement reviews and
administrative investigations in accordance with the Canadian Passport Order.
Moreover, CIC ensures that newcomers and citizens participate to their full potential in
fostering an integrated society.

Communications Security Establishment Canada (CSE)

Under the National Defence Act, CSE is mandated to collect signals intelligence in
accordance with the Government of Canada’s intelligence priorities. CSE also provides
advice, guidance and services to help ensure the protection o government’s
electronic information and infrastructures. CSE is also mand o provide technical
and operational assistance to federal law enforcement and : t
agencies in the performance of their lawful duties.

Department of Finance
The Department of Finance is responsible for a
anti-money laundering and anti-terrorist financing
responsibility for the stability of the financial secto 1cial stability
deriving from operational ri , '

Department also develops an
including with respect to the Pr
Financing Act and its regulati
Transactions and Reports An
in a number of international activi
Financial Action Task Force, the
money laundering and anti-terror

¥
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Department of Foreign Affairs, Trade and Development (DFATD)

The Department of Foreign Affairs, Trade and Development manages Canada’s
diplomatic relations with foreign governments and international organizations, engaging
and influencing international players to advance Canada’s political and economic
interests and the values of freedom, democracy, human rights and the rule of law.
DFATD delivers consular services and travel information to Canadians. The department
supports global peace and stability, addresses international security threats such as
terrorism, transnational organized crime, and the proliferation of weapons and materials
of mass destruction. DFATD also leads coordinated Canadian responses to crises and
natural disasters abroad, including the provision of humanitarian assistance.

Department of National Defence and the Canadian Armed Forces (DND/CAF)

The Department of National Defence and the Canadian Armed Forces (DND/CAF) play
a core Government role in defending Canada, keeping Canadians safe and secure, and
supporting Canada’s national security objectives, including through exercising Canada’s
sovereignty. To this end, the Canada First Defence Strategy assigns the CAF three
roles: defending Canada, defending North America and contributing to international
peace and security. The CAF carry out a number of missions and activities to deliver on
these responsibilities, including conducting daily domestic and continental operations;
providing surveillance of Canada’s territory and air and maritime approaches, including
in the Arctic, to detect and address threats to Canadian security as early as possible;
collecting intelligence and providing assessments on military threats to Canada;
providing support to major international events in Canada; responding to major terrorist
attacks; assisting civil authorities in responding to a wide range of other threats,
including chemical/biological/radiological/nuclear incidents; leading and/or conducting
military operations abroad, including against transnational threats to Canada, and;
deploying forces in response to crises anywhere in the world.

Financial Transactions and Reports Analysis of Canada (FINTRAC)

FINTRAC facilitates the detection, prevention and deterrence of money laundering and
the financing of terrorist activities, while ensuring the protection of personal information
under its control. FINTRAC fulfills this mandate by: receiving financial transaction
reports and voluntary information in accordance with the legislation and regulations;
ensuring the compliance of reporting entities with the legislation and regulations;
producing financial intelligence relevant to investigations and prosecutions of money
laundering, terrorist activity financing and threats to the security of Canada; researching
and analyzing data from a variety of information sources that shed light on trends and
patterns in money laundering and the financing of terrorist activities; maintaining a
registry of money services businesses in Canada; and enhancing public awareness and
understanding of money laundering and terrorist activity financing.

Health Canada
Health Canada leads the Feder:
rapid mobilization of federal radi
to manage the potential health ris|
=semergency. This includes seriot
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or potential threats involving radiological dispersal devices, radiation exposure devices
or other equivalent scenarios. Health Canada also operates Canada’s radionuclide
laboratory and four radionuclide monitoring stations in support of nuclear non-
proliferation activities under the Comprehensive Nuclear Test Ban Treaty.

Privy Council Office (PCO)

The National Security Advisor (NSA) to the Prime Minister is an Associate Secretary in
PCO, and is supported by three secretariats: the Security and Intelligence Secretariat,
the International Assessment Staff, and the Foreign and Defence Policy Secretariat.
The National Security Advisor serves as the principal advisor to the Prime Minister on
matters related to domestic and international security, intelligence, defence and foreign
affairs. S/he also coordinates the security and intelligence activities of federal
departments and agencies, including recommending national security and intelligence
priorities to Cabinet and overseeing their implementation.

Public Health Agency of Canada (PHAC)
PHAC's national security activities include: surveillance for diseases and events
resulting from the use of chemical, biological, radiological, nuclear and explosives
(CBRN-E) agents; coordination of public health response through activation of the
Health Portfolio Emergency Operations Centre; maintenance of the National Emergency
Stockpile System, which contains medical countermeasures against CBRN-E agents
and disaster medical supplies for use in mass casualty events; maintenance of Health
Emergency Response Teams to provide surge capacity to provinces and territories;
development of training and exercises to help prepare first responders and the health
sector to respond to terrorism events involving the use of CBRN-E agents; regulating
the importation and use of dangerous pathogens to prevent their importation and use by
terrorists; and international collaboration with public health partners on issues related to
health security.

Public Safety Canada
Public Safety Canada was established to provide coordi
departments and agencies responsible for national secu
responsible for, among other activities, managing
making passport decisions related to national sect
immigration cases, such as security certificates, id
entities that could be injurious to Canada’s nation:
Canada Act, listing terrorist.«
terrorism under the Justice foi
security strategy, coordinating
Government Operations Center

0ss key federal
safety and is

Royal Canadian Mounted Po
As Canada’s national police se
support of its national security mat
and investigating crimes related e
information and intelligence’
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intelligence with domestic and foreign agencies; preparing analyses and threat
assessments; and protecting vulnerable people, sites and infrastructure.

Transport Canada

Transport Canada is responsibie for national transportation policies and programs and
pursues a risk-management approach to ensure a safe, secure, and efficient
transportation system. The goal is to protect Canadians and the transportation system
by developing security measures designed to identify and respond to threats, mitigate
risks and vulnerabilities, while supporting the legitimate movement of people and goods,
and fostering economic growth in a manner that protects the rights and privacy of
Canadians.

Y
A0464982_15-A-2015-01294--0041




RELEASED UNDER THE AlA - UNCLASSIFIED INFORMATION
51 5(1 ) DIVULGUE EN VERTU DE LAl - RENSEIGNEMENTS NON CLASSIFIES

atio Dete DND - MDN
Bl Do Dloms s21(1)(a) SECRET CEO
s.21(1)(b)

STRATEGIC ISSUE PAPER: FUNDING FOR NATIONAL DEFENCE

HIGHLIGHTS

» The Department of National Defence (DND) and the Canadian Armed Forces (CAF)
anticipate that their existing and planned budgets are

e Despite the fact that DND/CAF has several high profile projects on the horizon to
acquire new capabilities, there is also a need to maintain core existing capabilities
and to avoid the risk of capability degradation.

 Establishing a sustainable level of funding for DND/CAF will be crucial to maintaining
its ability to defend Canadians and their interests in the years to come.

CONTEXT:

The Defence Mandate

The defence of Canada and its national interests is a core federal responSIblllty
Although successive governments have z
adjusted the size and configuration of the
DND/CAF over time, three fundamental
responsibilities have formed the foundation of
every National Defence white paper and policy
statement since the end of the Second World
War: the defence of Canada, the defence of
North America in partnership with the United
States, and the meaningful contribution to
international peace and security through the
North Atlantic Treaty Organization (NATO), the
United Nations (UN) and other multinational
coalitions and partnerships. While some of
Canada’s international military activity could be
considered discretionary, remaining capable
and active across all three of these roles :
remains critical to Canada’s ongoing security and inf

The most recent strategic pc
First Defence Strategy, expand
“core missions” for the CAF, rat
operations, to responding to a n
operation for an extended period.
conduct some or all of its six mis
onducting two or three of

]
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operations with the United States through NORAD while also contributing to
multinational security operations abroad (such as the current operations in Iraq and
Syria) and assisting civilian authorities in their response to a natural disaster at home
(such as this summer’s wildfires in Saskatchewan). On occasions, the CAF may even
be directed to conduct all or nearly all of its core missions at the same time. Such was
the case in early 2010 when the CAF simultaneously conducted major coalition
operations in Afghanistan, provided security support to the Vancouver Olympics and
responded to a massive earthquake in Haiti, all while continuing to conduct daily patrol
operations through NORAD and preparing, as always, for a possible terrorist attack.

This required level of flexibility and responsiveness necessitates that the CAF
maintain a broad range of capabilities across the maritime, land and air domains (with
increasing support from space and cyber-based capabilities as well). The CAF must be
prepared to conduct the full spectrum of military operations — from conducting
surveillance and reconnaissance, to providing engineering and logistical solutions, to
delivering humanitarian assistance, to engaging in various forms of combat with various
types of enemies. Maintaining this range of capabilities requires DND/CAF to make
ongoing investments in the acquisition, maintenance and replacement of military
equipment fleets, as well as in the training and readiness of the men and women of the
CAF.

As generating and maintaining a full range of military capabilities unfolds over many
years and decades, DND/CAF relies on a sustained commitment of resources from the
Government. This includes both annual operating funds to sustain current capabilities
and conduct military operations as well as capital funding earmarked in future budgets
for the acquisition of new and replacement equipment. As military technologies become
more sophisticated over time, investing in their acquisition and sustainment becomes
increasingly expensive.

Budgetary Resources

DND/CAF budgetary resources represent the Gov
spending amongst federal departments. The cur
sub-divided into four principal components:

5 billion is
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DND/CAF Budgetary resources
(FY 2015/16, in $B)
13 02

& Operational Funding

& Capital Funding

« Statutory Funding

® Grants and Contributions

When measured as a percentage of Gross Domestic Product (GDP), Canada’s defence
spending of approximately 1% ranks lower than that of many allies. At NATO’s Wales
Summit in 2014, allies agreed that they would move towards the 2% mark within a
decade, which will result in further pressure on Canada (see Annex A).

Commencing in 2006, to help support the most significant defence recapitalization
since the Korean War and a period of high operational tempo, funding for DND/CAF
was increased in nominal terms. This growth has included an increase in the automatic
annual growth of the Defence budget (referred to as the ‘Defence Escalator’, intended
to help mitigate the effects of economic inflation) from 1.5% to 2% beginning in Fiscal
Year 2011/12. Subsequently, a further increase of the Defence Escalator to 3%
beginning in 2017 was announced as part of Budget 2015. In addition, growth was also
achieved through the creation of an ‘Accrual Envelope’, consisting of funds earmarked
in the Fiscal Framework for the amortized cost of acquiring, s ning and operating
major new equipment capabilities approved by the Gover

Although the Defence Escalator helps mitigate the e ard economic
inflation, it does not address other defence-specific ¢

e Currency exchange rates — the increase in
depreciation of the Canadian dollar relative
| goods and services are

és in which

e Technological inflation —
equipment as it becomes
higher than standard eco

e Sustainment cost growth
operating more and
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o Lack of industry competition and substitution options — the high costs of
acquisition and sustainment imposed by the small number of companies
producing military equipment and the lack of options for subsequent maintenance
due to the manufacturer’s intellectual property rights.

DND/CAF has also supported a series of budget-balancing initiatives, resulting in
approximately $2.1 billion in funding reductions. Under Strategic Review and the Deficit
Reduction Action Plan, DND/CAF conducted a thorough evaluation to determine which
of its costs and activities represented a core part of the National Defence mandate and
which were non-core. Activities identified as low priority or non-core were ceased and
the associated funds were removed from subsequent budgets. In addition to these
efforts, close to $1 billion in additional ongoing funding was transferred out of DND/CAF
budgets to reflect the establishment of the Communications Security Establishment as a
separate entity and the delivery of some services have been centralized through Shared
Services Canada and the Canada School of Public Service.

s some operational

In recent years, DND/CAF has been able to internally adt ; ?
costs through the reallocation of personnel funding.
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Addressing Operational Cost Pressures

In 2013, DND/CAF launched an ambitious Defence Renewal initiative to strengthen
business processes and improve its culture of efficiency and good management with a
focus on the maximization of operational output. With support from the consulting firm
McKinsey and Company, DND/CAF developed a suite of 32 renewal initiatives focused
on improving performance and generating reinvestment opportunity in major business
processes (including maintenance and materiel, infrastructure, and management
systems) and on redesigning organizational practices to embrace, drive, and sustain
change over the long term (including through strategic clarity and disciplined business
execution). While the savings in operational and capital budgets are still being
validated, National Defence estimates that Defence Renewal has resulted in $158
million in ongoing efficiency savings from 2014/15. This figure is expected to grow with
the continuation of Defence Renewal in the years to come.

In addition to DND/CAF’s own cost-saving efforts, Budget 2015’s announcement of
an increase to the Defence Escalator from 2% per year to 3% per year will provide an
additional $11.7 billion in funding between 2017/18 and 2026/27. Of note, this new
funding does not apply to the Accrual Envelope.

Although the combination of Defence Renewal savings and the planned increase to
the Defence Escalator is expected to help mitigate pressures on the DND/CAF
operating budget in the short term, should a large-scale crisis emerge and/or the
Government direct a sianificant increase in CAF operations.

DND/CAF Funding Pressures — Capital Investment

Beginning in 2006, the Government directed D
large-scale procurements and other major capital |
military operations and to prepare the CAF for future c_

',ff“‘:'ongoing
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Addressing Capital Cost Pressures

To address the disparity between potential future capability demand and available
investment funds, DND/CAF initiated a detailed analysis to refine and prioritize its
investment priorities. Central to this analysis is the Capital Investment Program Plan
Review (CIPPR), which captures project information and strategic input from across the
Defence portfollo and subjects it to a rigorous and objectlve an"'IySIs to propose the

After analyzing identified capital projects, CIPPR
projects, valued at approximately for pote

DND/CAF Investment Plans i of which wou
years). It has also proposed an initial list of ‘
which are potentially at curren

1ow working
nding
Treasury

DND/CAF’s Investment and Resource Manageme
to review and refine these resuits Once IRMC sa
decisions will be taken by the ]
Board policy.

Included in the
hiah importance investment rea '
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Furthermore, DND/CAF's project analysis to date has focused on the investments
required to maintain its current levels of operational capability and readiness over the
next 20 years and beyond. It did not consider additional projects or sustainment costs
that might be required should the Government consider expanding or enhancing the
future size, capabilities and/or operational readiness of the CAF to address evolving
security threats.

CONSIDERATIONS

In developing and considering options to improve the sustainability of DND/CAF
funding, the Government may wish to consider the following factors:

§ | L
-01294--0048
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Annex A: Departmental Final Authorities and Future Supply

== Final| Authorities (Cash Basis) i
e orecasted Authorities {Cash Basis)? —¢— % Forecasted Authorities / Forecasted GDP**

== 05 Defence Spending / GDP
30

20 -~

15 k ’

* Forecasted Authorities includes

** Forecasted GDP (Budget 2015) is as follows:
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ISSUE PAPER: ARCTIC POLICY

.. 20-25% of the world’s undisco

HIGHLIGHTS

e As activity and geopolitical interest in the Arctic grow, the demand for Canadian Armed
Forces (CAF) resources will also increase, particularly with respect to CAF’s presence in
the region, safety and security operations, and its capacity to support whole-of-
government priorities.

e Canada’s North has been a policy priority for many years, with particular focus on
exercising sovereignty, promoting social and economic development, protecting the
Northern environment, and improving and devolving northern governance. With several
projects currently underway to improve CAF capabilities in the region, National Defence is
a leader in meeting whole-of-government objectives in the North.

e Several existing and emerging challenges continue to impact defence policy in the Arctic,
including a harsh operating environment

¢ Given the increasing importance of the Arctic region and its evolving security dynamics, it
is recommended that the Minister of National Defence:

(o]

CONTEXT
Why Does the Arctic Matter?

Environmental factors are gra
interest and activity in the regi
exclusive economic zone. Ann
several decades, opening up
commercial shipping, extraction
vary, it is possible that the Arctic

rational
go an
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mineral deposits. Of the undiscovered petroleum, 80% of these deposits may lie
offshore, buried beneath the seabed.

While climate change is impacting the entire region, the two main Arctic sea lines of
communication most likely affected over the coming decades will be Canada’s
Northwest Passage and Russia’s Northern Sea Route. As a result, countries like
Canada, the US, and Russia are seeking to reinforce control of their territories and
commercially develop their Arctic resources. However, non-Arctic countries as far away
as China, India, and Japan are also interested in exploring the economic potential of the
Arctic and equally seek to influence
international Arctic policy.

From a defence perspective, the
increase in human activity in the
Arctic and growing international
interest have generated greater
demand for CAF presence in the
North, including through persistent
surveillance and monitoring and
increased CAF preparedness to
conduct safety and security
operations in the region.

Approach to Date

Whole-of-Government Policy

Canada’s North has been a policy priority for many years, with particular focus on
exercising sovereignty, promoting social and economic development, protecting the
Northern environment, and improving and devolving norther ernance. Aboriginal
Affairs and Northern Development Canada (AANDC) is nent of Canada lead
on this file.

National Defence plays an integral role in exerci:
North, particularly by demonstrating visible pres
capability to operate in and defend the North, and
government departments and agencies when requ
taken a whole-of-government approach tocooper'
routinely with AANDC, the De
(DFATD), the Department of F
Environment Canada, the Roy
federal, territorial and municip
numerous whole-of-government
annual operations and exercises
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International Dynamics

National Defence plays an active role in building international relationships in the Arctic,
an issue of foreign policy importance for some years. In particular, National Defence
supports DFATD in its management of Canada’s participation in the Arctic Council, the
preeminent international forum for Arctic cooperation. While the Arctic Council has no
defence or security mandate, Arctic Council members have collectively signed
multilateral agreements related to safety and security issues such as search and rescue
and maritime oil spill responses.

National Defence also contributes to efforts to build bilateral relationships with the Arctic
states (e.g., Denmark, Finland, Iceland, Norway, Russia, Sweden, and the US) to
support Canadian interests in the region. The US is Canada’s preeminent defence
partner in the Arctic, but National Defence also has robust relationships with Norway
and Denmark.

Canada strongly believes that the Arctic requires
collaboration, not confrontation, and should
remain a region of peace.

Hortimest Passage
20T kwcap
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Canadian Armed Forces Initiatives in the North

The CAF maintains a significant presence in the Arctic, particularly by maintaining
infrastructure which supports CAF and NORAD activities in the region. In addition, the
CAF undertakes several annual sovereignty exercises, such
as Op NANOOK, NUNAKPUT, and NUNALIVUT, which
strengthen Canadian defence and emergency response
capabilities throughout the Arctic. Many of these exercises
include participation from other federal, territorial, and
international partners, as well as local Aboriginal
communities, and have in the past involved search and
rescue and environmental disaster response scenarios.

Several new capabilities will also be developed for CAF use
over the next few years. The CAF is set to receive the first

of five Arctic Offshore Patrol Ships (AOPS) in
2018, which will conduct armed sea-borne
surveillance in Canada’s Arctic waters

during the navigable season and enhance
the Government's situational awareness and
control over the Arctic.

To support the AOPS, the CAF is
establishing a berthing and refueling facility
at Nanisivik, Nunavut.

In addition to these capabilities, the CAF is planning a se
Hubs to facilitate the initial rapid deployment of troops
operations, in the event that an environmental or man
required in the North.

CONSIDERATIONS

rm Operations
lays of sustained
onse is

Key Challenges

The changing climate in the Ar
region, escalating the likelihoo
has underscored the need for p
called for increased CAF prepar
support civil authorities in their re
the potential illegal entry of peop

e
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To date, many CAF initiatives in the Arctic aim to
build CAF capacity to carry out these types of
safety and security missions. While great strides
have been made, these demands on the CAF are
only forecasted to increase as the Northern
environment continues to evolve.

Despite the steady increase in activity in the Arctic,
it remains incredibly difficult for any country to
operate in the North. Harsh terrain and climates,
sparse populations, and minimal infrastructure
present challenges even for activities that would be
considered routine in the Southern regions of Canada. Conducting military activities in
the Arctic region requires unique skills, focused training, and specialized equipment — a
dynamic that introduces significantly increased costs and longer time requirement for
nearly all activities. Moreover, building and maintaining
infrastructure in the North presents particular difficulty.

~ Canada has not yet faced a
rmaritime -oif:spill in its Arctic

Modern military operations increasingly
rely on satellite systems to communicate and
coordinate amongst land, air, maritime and special
operations forces and their respective headquarters.
Satellite capabilities are also critical to sharing digital
information and imagery instantaneously, as well as to supporting vehicle navigation
and other operational activities.

Arctic states often work closely together to
meet these types of regional safety and
security challenges,
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Through NORAD, Canada and
Warning System (NWS), which consists of 47 unr
detect potential threats entering North American a
response by Canadian and US fighter aircraft and o
system was constructed between 1986 and 1992

"he current
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Opportunities

Canada continues to leverage core partnerships to meet safety and security challenges
in the North. For example, National Defence has integrated whole-of-government
capabilities into its Northern operations, particularly its signature series of sovereignty
operations. Indeed, Operation NANOOK 2015 leveraged the expertise of over 10
government departments and agencies from federal, territorial, and local partners to
exercise a government response to

an oil spill in the Beaufort Sea.

Canada also regularly invites other

Arctic states to take part in Op

NANOOK. In 2015, the US

participated in a table-top exercise

involving an oil spill response. The

UK and France also observed this

exercise.

In addition, in its capacity as the
current Chair of the Arctic Council,
the US held a table-top exercise in October 2015 to exercise the implementation of the
Agreement on Cooperation on Aeronautical and Maritime Search and Rescue in the
Arctic, signed by all Arctic Council states in 2011. A live exercise will follow in summer
2016.

ontribution to this
operation on
se in the years

National Defence played an important role in coordinatirjg;
exercise. This event provided an opportunity to advan
incidents of this nature in the Arctic, which are only expect
ahead.

Defence Research and D
Domain Situational Awareness In
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NEXT STEPS

Cooperation with the US

Capability Development

o L
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Infernational Engagement
In terms of international engagement,

This includes the participation of
DND/CAF officials in existing fora, such as the Arctic Security Forces Roundtable
(ASFR) and the Northern CHODs, both of which focus on safety related issues. ASFR,
which includes non-Arctic nations, has continued to meet

RECOMMENDATIONS

Given the increasing importance of the Arctic region and its e
recommended that the Minister of National Defence: ,

scurity dynamics, it is

. U]
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ISSUE PAPER: CYBER

HIGHLIGHTS

e Cyberspace has become a prominent facet of the modern military
environment. Militaries are exploiting cyberspace for new opportunities to
achieve their objectives, but their increased dependence on information
technology also makes them vulnerable to cyber attacks.

®

[}

e DND/CAF

.
CONTEXT

ies and societies. In
bout 26 million

Cyberspace has become an essential enabler for modér’r:i
2013, Internet users worldwide were estlmated at 3 bil

reality. Progressively, the bene rougt
better manage and integrate military functic
military affairs”.
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The cyber threat

The rapid evolution of cyber technology makes it extremely challenging to keep pace
with the threat. There has been a steady increase in the number of countries and non-
state actors (e.g. terrorists, criminals, hackers) with the capability to conduct disruptive
cyber operations and a willingness to target Western interests. This has been coupled
with the proliferation of increasingly sophisticated cyber tools and techniques that can
be used to achieve a range of effects (e.g. espionage, theft, sabotage) with relatively
little financial investment. This is a highly complex threat environment that poses
sianificant challenaes for Canada.

erased data ¢

owned oil company) corporate
flag. The company was forced t
~ weeks to recover. The attack wa
¢ destructive against a company t

A0464995_2-A-2015-01294--0067




National  Délense
Defence nationale s.21(1)(a) SECRET

RELEASED UNDER THE AlA - UNCLASSIFIED INFORMATION
s.15(1) DIVULGUE EN VERTU DE LAI - RENSEIGNEMENTS NON CLASSIFIES
DND - MDN

s.21(1)(b)

Syrian Electronic Army of US military and media websites. North Korea has also
disrupted South Korean banking and media networks in 2013, recently targeting Sony
Pictures in the US, and continues to threaten cyber attacks against both the US and
South Korea.

Non-state actors such as terrorist groups are also
seeking to operate in cyberspace, and are already
successful in using cyberspace for propaganda,
inciting hate and terrorist activities, misinformation,
coordination and recruitment. ISIL, in support of its
broader objective to establish and expand an Islamic
State/caliphate, has declared its intention to establish
a “cyber caliphate” and conduct a “cyber jihad”
against the “Enemies of Islam”.

te s e R

s PERCAN SOLDERS,
WE ARE COMAG, WATCH YOUR BACK:

Allied approaches

Cyber security has become a top priority for countries around the world. Although
approaches differ, militaries in like-minded countries typically play a supporting role in
national cyber security, and are focused on strengthening the resilience and defences of
their military systems and providing assistance to civilian departments and agencies in
cyber incident management.
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The US, UK, and Australia are investing in new resources and integrating cyber
operations into their military activities,

OUR APPROACH SO FAR
Canada

Canada’s Cyber Security Strategy was released by Public Safety in October 2010, with
a focus on securing federal government systems, partnering to secure vital cyber
systems outside of the federal government, and helping Canadians to be secure online.
The Strategy assigns supporting roles to relevant departments and agencies, including
DND/CAF, which must: protect its own networks; work with federal partners to identify
threats and possible responses; and work with allied militaries to develop best practices
and policy and legal frameworks for military aspects of cyber security.

DND/CAF

Current defence policy recognizes that the CAF must ively respond to
asymmetric threats, including cyber, but does not pr € on cyber-
related issues. DND/CAF’s appreciation of the importance of cyber capabilities as
critical enablers of military operations has grown considerably,

Since . DND/CAF is devel ping a
DND/CAF networks and systems;

F
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strengthening cyber defences;

Also in DND/CAF released an interim policy on cyber operations,

GAPS AND CHALLENGES

£ R L
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Strategic uncertainties and complexities

National and international discussions remain nascent on issues such as norms for
responsible state behavior in cyberspace. Many nations are grappling with questions
about how to most appropriately treat cyber within their national security and defence
policies, and how to define their own thresholds as to what cyber actions against them
should be deemed unacceptable and warrant a response. Internationally, even though
there is a growing consensus that existing international law, including the Law of Armed
Conflict, applies in cyberspace, the precise application of legal concepts (e.g. self-
defence) is largely untested. Similarly, the international community is only beginning to
explore measures to increase confidence between states regarding cyber activities.

Canada’s participation in such multilateral
discussions on norms for state behavior in
cyberspace and confidence-building
measures between states is led by other
departments, such as Foreign Affairs and
Public Safety. DND/CAF provides military
and defence-specific advice in support of
these discussions, and has been supportive
of Canada’s positions that states should
use existing international law as a basis to
inform their actions in cyberspace and that
confidence-building measures are practical
first steps to promote stability in
cyberspace. As international discussions in
these areas progress, DND will likely be
expected to play more of a leadership role
as part of Canada’s engagement :

NEXT STEPS

It is critical in a modern military environ
operate in cyberspace. To this end,
efforts,

\
|
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e Continue to invest in strengthening its ability to defend DND/CAF networks
| through, for example, the development of tools to improve threat detection, and
the development of training environments;

¢ Develop career plans for its cyber workforce, and

_Jia
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They would also help Canada achieve more
coherence and influence in its participation in international discussions by
demonstrating clear positions on issues which remain the subject of considerable
international debate and uncertainty. As these discussions continue evolving,
particularly on norms for responsible state behavior in cyberspace and confidence-
building measures, DND/CAF will need to

RECOMMENDATIONS - DND/CAF SHOULD:

2A0464995_8-A-2015-01294--0073
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ISSUE PAPER: SPACE

HIGHLIGHTS

¢ While space capabilities are vital for the Canadian Armed Forces, and Canadian
society, they are increasingly threatened.

¢ In concert with allies and partners, DND/CAF has built a robust space program to
support and enable CAF operations. Space is increasingly being viewed as a domain
in its own right, and has been a focus area of significant allied cooperatlon However it
is also becoming an arena of increased competition

CONTEXT

Why does space matter?

Space is an essential enabler for Canada’s economy and society. For example, space
capabilities provide the ‘time-stamp’ function for ATMs and the New York Stock
Exchange, help coordinate air traffic control and ‘just-in-time’ dellvery, and provide
valued services like cell phones and satellite TV.

Space is also essential to national security and defence_.xT_ ; ,,;'Ff:‘y;fdfepends on the
that the CAF have the ability

-around the
otection and

world. Space-based search and rescue capabilities ¢
allow the CAF to respond more quickly to Canadians i

of
otherwise inaccessible areas i o
requirements.

As a result, space capabilities
potential

space used to be the domain o
developing space capabiliti ‘

: Ak,
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offer highly advanced space capabilities such as satellite communications and radar
and optical data on the open market, thus somewhat leveling the playing field.
Moreover,

These man-made threats join a grbwing amount of
space debris in posing a threat to allied space assets.

Approach to date

DND/CAF policy and capabilities
DND/CAF’s last space policy was released in 1998.

the 2008 Canada First Defence Strategy recognizes the need for the CAF to effectively
respond to asymmetrical threats,

DND/CAF’s appreciation ot
the Importance ot space capabilities has grown considerably, as has the recognition that
space has become an important operational domain in its own right.

Supported by an active R&D program, DND/CAF has developed a large and effective
space program — by far the largest space program in the Government of Canada — the
main priority of which is providing support to military operations. The program is
established along several main lines of operation:

Space-
1ent, including
wareness.

based ISR is important for a range of missions across govern
environmental monitoring. It is also critical for maritime

b4
a7
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o Positioning, Navigation and Timing (e.g. accessing and protecting
for a range of functions, from navigating to coordinating
attacks, to guiding ‘smart’ munitions. Given the importance of maintaining access to
the CAF is investing with allies in means of protecting this signal

o Space support to operations and decision-making through the CAF Canadian Space
Operations Cell (CANSpOC). In close coordination with our close allies and
government partners, the CANSpOC maintains a 24/7 space watch to maintain
awareness of the space environment, serve as a space point of contact, liaise with
key allies, and provide space support to Canadian Commanders and decision-
makers. CANSpOC was established as part of ongoing force structure adjustments,

( : highly-skilled
years. These

-an operational

space personnel with an additional  personnel o
efforts flow from a recognition that space is not jus!
domain and a fully integrated part of planning and

o Space Situational Awareness. As the space er
from the increasing amount of satellites and de
need to better understand what is happening
Situational Awareness (S ntial to
attacks against, critical sys
understand threats posed |
malicious activity in spac
sensor that looks outward to
launched in February 2013 t
DND/CAF is the only non-US ¢
Sapphire has been reco

; Lh r o
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at relatively low cost. DND/CAF’s planned follow-on, the Surveillance of Space 2
project (cost TBD), will also contribute to US-led SSA efforts.

lllustrative depiction of space debris problem DND’s Sapphire Satellite

o Satellite Communications (SATCOM). Satellite communications are essential for
command and control of military operations and the transmission

DND has made significant investments in protected military
satellite communications million)" and wideband satellite communications
' million). These investments have involved SATCOM partnerships with the US,
again leveraging capabilities that would otherwise be well beyond our means. DND
is also currently exploring working with potential partner governments for the
purpose of identifying and developing options for shared investment in an enhanced
satellite communications network

" All figures TBC based on latest avai
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_Types and Uses of Satellite Communications
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CONSIDERATIONS

Key challenges
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Reliance on partners

DND/CAF is particularly reliant on other departments and agencies on space issues.
For instance, while DND/CAF possesses significant space expertise, it frequently
depends on commercial space programs managed by the CSA, such as

and the for access to space-based capabilities.
As noted above,
partnership allows Canada to leverage capabilities well beyond our means.

However, in a time of

Private companies are becoming more important than militaries as the key source of
space investment and development in space. As DND/CAF becomes more reliant on
private sector capabilities, it faces the challenge of coordinating with a wider range of
partners to protect and promote national interest.

World Government space budgets

FORECAST TO 2023 (US$ billion)

Past Forecast
20
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export control, foreign direct inve:
and regulating new multi-use capabilities lik
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The lack of consensus on norms

While there is considerable international momentum to establish more widely-held
norms of behavior in space, there are significant differences in approach, reflecting
variations in national interest and ideology. And while the international community is
beginning to coalesce around certain peacetime norms — such as not causing
devastating long-lived space debris — the application of several legal concepts in space
remains uncertain and largely untested. For instance, although legal determinations will
necessarily be made on a case-by-case basis, there is currently no policy consensus
regarding whether and what types of non-kinetic counterspace measures, such as
lasing or jamming, would be considered unacceptable. The application of fundamental
legal principles (e.g. self-defence) can also be challenging from a practical perspective
given the rapid development and unique characteristics of the technologies involved,
and because the idea of the use of force in space remains underdeveloped. This has
significant implications in that it hinders operational planning and force development,
makes it difficult to establish a clear vision and level of ambition in international
partnerships, and contributes to potential misperception, strategic instability, arms
racing and unintended conflict escalation. ‘

Key opportunities

Strengthening CAF capabilities

Ji8
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Deepening international cooperation

Whole-of-government policy, pl

The whole-of-government space
the existing, largely compartme
seizing the opportunities and add
combination of whole-of-governm
comprehensively and coherent|

activities. DND and the Dep:
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Looking further abroad, influencing international norm development requires a more

strategic and proactive approach that leverages a wide array of policy, legal,
operational, scientific, technical expertise.

 RECOMMENDATIONS
DND/CAF should:
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ANNEX

Space Backgrounder

¢ Different orbits are particularly useful for different tasks. For instance, low-earth orbit
is frequently used for intelligence, surveillance and reconnaissance due to quick re-
visit times, semi-synchronous (or mid-earth) orbit is particularly good for Global
Positioning (GPS) navigation systems, and geostationary orbit is useful for Satellite
Communications (SATCOM) and missile warning because satellites at this orbit
travel at the same speed as the earth, which means they essentlally hover directly
over a given spot on the Earth.

Kilometres

- 650

~ 815 Space Shuttle
maximium acthveved
altitude {(Hubble
Space Telescope
Servicing Mission)

Geostationary ortit
{SATCOM, missile
warning and others).

Semi-synchronous
orbit {GPS and other
sateflite navigation

systems). ) ‘,v ) ~ 340 Imternational

Space Station

Low-earth orbit {aimost /
all spacefiight) is here,
~ 120 Virgin Galactic
\ ~ BO-80 V-2 missile
g -~ 40 Red Bull Stratos jump
» ~15 Combat aircraft

g 9-10 Airliner

{The Moon wouild be about 1m
from the Earth at this scale)

e The unique physical qualities of space have a variety of important military
implications. For example, the paths of satellites are entirely predictable, and
satellite manoeuvrability is highly limited, making satellite nerable to attack. For
the same reason, if one misses an opportunity to use a o take an image for
example), one must often wait hours or days for that opp 0 come again.

e Importantly, used rocket bodies, dead satellites an : 5 stay in
space (sometimes for decades) and pose a t tes. The
United States is currently tracking around 22,00 J or bigger
than a softball, and es’umates that there are appt naller pieces.
Considering that space de ny pieces
can be highly destructive. k of paint
nearly shattered the spac : ;
‘cascading’ collisions with

e States can freely fly satellites
enemy territory, because spat
international waterways ora
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that space should be a sanctuary free from conflict; that it should be used for the
benefit of all human kind; and that it should be something that unites rather than
divides us. On the other hand, there is an increasing recognition that space is also
an important military domain, along with sea, air, land and cyberspace, and that it
should be exploited and protected for purposes of national security. There is a
constant tension between these conceptions.

g | L
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ISSUE PAPER: BALLISTIC MISSILE DEFENCE

SUMMARY

e The strategic importance of ballistic missile defence (BMD) has grown considerably in
recent years, particularly given the increase in countries with access to ballistic missile
technology.

¢ In accordance with its 2005 decision, Canada does not participate in the US BMD
system for the defence of North America.

However, Canada has been involved in discussions on the
development of the NATO BMD system for the protection of NATO European territory,
populations, and forces, and contributes financially to elements of the system that are
eligible for NATO common funding.

including within the NATO

Alliance. !

CONTEXT

Why Does It Matter?

NA U esuma
missile technology that could b
cases, weapons of mass destr

' Please see ‘Annex I:
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Approach to Date: Canada’s 2005 Decision

In 2005, the Government of the day decided that C
would not participate in the US missile defence s
North America. ‘

At the time, given the limited mis
adversaries, the system was cc
unnecessary and too costly, pat
reporting of the system’s many te:

? Please see Annex Iil: Global Bal
missile threat
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The system was also seen as detrimental to global arms control efforts,

Since 2005, advances in ballistic missile technology have led to a shift in international
opinions towards greater support for the establishment of BMD systems.

CONSIDERATIONS

Continental BMD:

In addition to bolstering its capability to defend the US
homeland, the US also works closely with regional allies
both within and outside of the NATO context to develop
cooperative solutions to ballistic missile threats.

Respecting Canada’s 2005 decision not to part|C|pate in
continental BMD, the US assigned responsibility for th
execution of BMD for the continental US to US Str.
Command (USSTRATCOM) and US Northern
Command (USNORTHCOM) rather than the bi-na
NORAD.
North America and the Wamin

a joint Canada-US effort througt
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NATO BMD

In 2010, NATO Allies decided to develop a BMD capability as part of the Alliance’s
core task of ensuring collective defence. Since then, NATO members have been
engaged in active discussions regarding
the development of the NATO BMD
system, including the coverage and scale
of this system.

system distinguishes between te;
and theatre ballistic missile defe
on the purpose of the assets deploy
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However, as Canada does not participate in
missile defence for the protection of North America, Canada considers the NATO
system to be solely for the protection of NATO European territory, populations, and
forces.

Growing International Collaborations on BMD:

Due in large part to the US emphasis on collaborat
the Obama Administration, there are now more p
NATO, other BMD-capable nations are also grad
partners on missile defence to contribute to over:

The US has been open to Canad
events, which has led to a better Ca
systems.

Jud
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ANNEX |: ABOUT BALLISTIC MISSILES

A ballistic missile is made up of an air frame, a rocket engine, a guidance and control
system, and a warhead that can be nuclear,

chemical, biological or conventional in nature. In Basic Components of a Ballistic Missile
general, BMs are launched vertically and follow
a ballistic trajectory that needs to be calculated
beforehand in order to reach the desired target. Warhead i

Unlike cruise missiles or other “air-breathing”
platforms, ballistic missiles are powered by
rockets that do not require an external source of
oxygen to function. It is this design element that
allows a ballistic missile to leave the atmosphere
and reach speeds that can approach 7
kilometers per second — the longer the range,
the greater the speed of the missile. The key
attributes of the ballistic missile that makes
defensive measures difficult include short flight
times over long distances and high terminal
velocities. Their main drawbacks are very visible
launch signatures and low accuracy unless
terminal guidance is used.

., (uidance
J System

Engine e

Ballistic missiles are categorized according to their maximum ranges:

Close Range Ballistic Missile (CRBM) - <300km :
Short-Range Ballistic Missiles (SRBMs) — 300-1,000km

Medium-Range Ballistic Missiles (MRBMs) — 1,000-3,000km
Intermediate-Range Ballistic Missiles (IRBMs) — 3,000-
Intercontinental Ballistic Missiles (ICBMs) — >5,500km

Missile Launchers

Ballistic missiles are very large and cannot be Iaui
launched from fixed installations or mobile launch:
designed submarines at sea. On land, these missil

o 10 ohtally and
then erected into a vertical position prior to launch -
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Ballistic Missile Trajectory

The trajectory of a ballistic missile consists of three phases before impact — boost,
midcourse, and terminal phase. Ballistic missiles are only guided and powered during
| the boost phase, which begins at launch and lasts until rocket engine is spent. Once
| the missile enters the midcourse phase, it relies on gravity to determine its course, or
trajectory. At terminal phase, the warhead detaches from the body of the missile and
re-enter the atmosphere to continue its downward trajectory towards the intended
target.

A0464997_10-A-2015-01294--0095
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ANNEX [I: INTERCEPTING A BALLISTIC MISSILE

Once in its trajectory, a ballistic missile can only be stopped or destroyed by a
successful intercept.

Ballistic missiles have significant signatures that are readily detected and tracked once
launched, but their hypersonic velocity (up to 7 km/s) presents a significant problem for
defensive systems. The problem is often described as 'hitting a bullet with another
bullet', and the problem increases in difficulty as the range of the missile and hence its
terminal velocity increase.

There are three possible strategies for the interception of ballistic missiles. A boost-
phase intercept sees the threat attacked when it is slow moving with a highly visible
exhaust plume. A midcourse phase intercept sees the threat attacked around the apex
of its trajectory, usually outside the atmosphere. A terminal phase intercept involves
engagement of the threat as it dives on to its target.

Of the three, the mid-course phase is the longest in both time and space,

and thus affords the most opportunities for intercepts. It
also limits the contamination by WMD warhead debris since it will be burnt up during
re-entry.
PHASES OF BALLISTIC MISSILE TR ECTORY

18
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3 A threat is defined in term
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ANNEX IV: US COOPERATION WITH INTERNATIONAL PARTNERS ON BMD

Europe

‘Middie East

israel Brrow Degloyed, Srow Systemn Improvemen

Frogram developmen: of David's Bing Weapon
Systary bon Doms

Kuwerait htiszie defense diztussions

Latar Miszie defense dizoussions

Saudi Wiszie defernse discussipns FAD-D purchase
Arabia

United Arab Foreign Wilery Salescazes oy THALD and PAD-Z
Erirates
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ISSUE PAPER: GLOBAL ENGAGEMENTS AND ALLIANCES

CONTEXT

As articulated in current defence policy, the defence mandate comprises three enduring
roles: defending Canada, defending North America in cooperation with the United States,
and contributing to international peace and security. Defence engagement enables the
execution of this mandate while at the same time promotina broader national securitv.
foreign and trade policy objectives

National Defence employs a broad spectrum of tools in support of its engagement agenda,
including defence cooperation agreements, high-level engagements abroad, joint exercises,
and capacity building activities such as military training (Annex A provides an overview of
the principle tools of engagement). Canada possesses a strong and professional military
with valuable expertise in a number of areas, such as military training and capacity building.
With an internationally respected reputation, Canada routinely provides effects that “punch
above the weight” of its contributions in international engagements.

To guide defence engagement activities in a way that maximizes finite resources and
promotes overall policy/programming coherence, regional engagement strategies are being
developed to articulate specific defence interests and objectives (see below). These
strategies outline the parameters for defence engagements and identify areas where
defence resources should be targeted for strategic effect. In all cases, the evergreen
strategies are planned and executed in line with Government of Canada priorities and
principles, and defence-specific needs and modaiities: Canadlan ‘sovereignty; Canadian
prosperity; regional and international stability; primacy of a rules based international order:
network of defence partners; mobility and reach; and access to advanced capabllltles

CANADA’S STRATEGIC INTERESTS AND OBJECTIVES o

Key Allies and Alliances

United States — Strategic Interests The United States IS Canada s most |mportant ally and
defence partner. Canada’s relatlonshlp with the United States directly contributes to
Canadian sovereignty and prosperity, reglonal and international stability, and the primacy of
a rules-based international order. Engagement and cooperatlon at various levels are
regularly sought by both countries, and new areas of potenﬂal cooperatlon contmue to be
explored. e -~ ~

BEE T | L |
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The current Canada-US bilateral defence relationship is characterized by a high degree of
military-to-military cooperation, overlaid with regular strategic-level engagements by
Ministers and policy dialogue across geographic and thematic areas (i.e. Americas, Asia
Pacific, Middle East, Russia, cyber defence, space, nonproliferation and NATO). Practical
cooperation is supported by a range of bilateral arrangements including the Civil Assistance
Plan (CAP), which enables Canada or the US to provide military assets to assist with civil
emergencies, as well as the Combined Defence Plan (CDP) which synchronizes military
efforts from both countries into one coherent bilateral military defence plan to face
continental defence challenges.

Canada’s defence cooperation with the United States is most notable through the work of
North American Aerospace Defense Command (NORAD), which directly enhances the
security of Canadians as our nations continue to work together to effectively counter new
threats to the continent. Canada and the US are engaged on issues impacting the ability of
NORAD to fulfill its missions,

The United States is also Canada’s premier partner in the Arctic. Under the auspices of the
Agreement on Cooperation on Aeronautical and Maritime Search and Rescue in the Arctic,
negotiated by Arctic States in 2011, Canada and the United States work closely with other
Arctic States — namely Denmark, Norway, Iceland, and to some extent Russia — to enhance
interoperability and coordination of national search and rescue capabilities, and to exercise

collective responses to emergencies in the Arctic region. The United States is also a regular
participant to Canada’s annual Operation NANOOK, which aims to enhance interoperability
between Canada and its Arctic partners as one of its operatlonal objectlves

Strategic Objectives:

NATO - Strategic Interests: NATO is an essential collective defence organlzatlon that -
serves as the key transatlantic link, which is critical to the se urity of Canada. Membershlp
s strong relations| with both the Unlted

M 1
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States and with European Allies. In an ever-evolving security environment, NATO provides
both a forum for dialogue among Allies and access to high quality interoperable capabilities
from 28 military forces, which constitute both a deterrent against threats to Allies’ security,

and a force multiplier for military operations. Due to
Canada’s continued demonstration as well as the deployable
and interoperable capabilities that CAF brings to the Alliance, NATO Allies proactively seek
CAF participation in NATO initiatives, exercises and operations.

Among other effects, the institutionalized network of NATO Allies and Partnerships
countries enables the global reach of the Canadian Armed Forces (CAF); provides
opportunities to assist Canadian defence industry exports and business development
activities; and facilitates access to the advanced capabilities required for the CAF to
implement its mandate. Moreover, as a hub for engagement on defence and security
issues, NATO provides a forum to complement bilateral engagements with Canada’s
closest Allies, or, in cases where relations are more modest, augment limited bilateral
cooperation. It similarly provides access to decision-makers and the potential to leverage
the multilateral forum to advance an agenda favourable to Canadian interests. Finally, as an
instrument for interoperability and standardization, NATO is a force multiplier that affords
the CAF with access to Allied capabilities, defence and security training, and expertise.
Although the nature and the scope of threats faced by Canada and our NATO Allies have
changed over time, the basic tenets of solidarity, dialogue and cooperation continue to
uphold the Alliance's approach to defence and security.

In light of recent events in Ukraine
Canada has committed a broad range of capabilities to the Alliance’s efforts to reassure
Eastern and Central European Allies of NATO’s resolve

Canada also supports NATO’s adaptation to improve the readiness of its forces
to address other potential threats to its territory.

Strategic Objectives:
o Sustain NATO as a relevant and effective trans-Atlantic institution

e Enhance NATO as a fit-for-purpose military alliance that is flex1ble interoperable and
fully deployable g :

Strategic Objectives:

SECRETCEO |
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Regional Snapshots

Latin America and the Caribbean — Strategic Interests: Latin America and the Caribbean is
a region characterized by significant diversity, made up of countries with very different
histories, cultures, aspirations, challenges and capacities. Consequently, defence
engagement in the Americas must address a range of disparate relationships, interests,
policy opportunities and challenges. As the Americas are of growing importance to regional
prosperity, security and well-being, the Government has declared the region a foreign policy
priority for Canada.

There is a genuine interest from countries in Latin America and the Caribbean in
collaborating with Canada on defence and security issues. Our hemispheric partners
recognize that Canada possesses a modern and professional militarv. and that CAF has
valuable expertise to share.

I'hus, by capitalizing upon the nature and reputation of the CAF,
Defence is uniquely suited to engage substantively with countries in the region and open
doors for Canada’s whole-of-government team.

Strategic Objectives:

Broadly put, Canada takes a multifaceted approach to promotlng securlty in the
hemisphere, playing an active role in helping modernize the hemlsphenc security
architecture and ensuring that multilateral efforts to address threats are effective. To this
end, focussing on key bilateral relations and conducting engagements with regional
institutions (for example, the Regional Security System, Conference of Defence Ministers of
Americas, and the Inter-American Defence Board) are important to the realization of
DND/CAF strategic objectives in this region. Canada is also committed to working with
Mexico and the United States to advance trilateral defence cooperatlon

Asia-Pacific — Strategic Interests: The Government of Canada has |dent|ﬂed Asia as a
foreign policy priority, with a focus on expanding Canadian prosperitv throuah enaagement
in the reglon

DND/CAF efforts to
eepen relauonships with regional militaries will help demonstrate Canada’s increased

e [ 0 SN | L |
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focus on Asia Pacific, with the follow-on benefit of promoting trade initiatives such as the
Trans-Pacific Partnership. Furthermore, to the extent that a stable security environment
promotes economic growth, Asia’s economic and strategic rise means that Asian security
concerns will have an increasingly direct impact on an array of Canadian interests.
Canada’s partners and allies seek Canadian expertise in areas such as maritime
security, peace support operations, and humanitarian assistance and disaster relief.

DND/CAF strategic interests in the region are also shaped by the recognition that the CAF
has been called upon to deploy to the region, particularly as part of disaster
response missions in the aftermath of natural disasters.

Moreover, for the strategic effects of defending Canada and Canadians against the
persistent threats of international terrorism, proliferation of weapons of mass destruction,
and human trafficking, it is required that CAF improves its understanding of — and ability to
act in — this reaion.

Strategic Objectives:

e Support capacity-building and the promotion of a rules-based international order

In addition, the Environmental Commands also take part in other regional groupings such as
the Western Pacific Naval Symposium. Finally, DND/CAF participates in a number of high-
level special events (e.g., Shangri- La Dialogue, PACOM Chief of Defence Staffs), which
are often viewed by Asian partners as a bell-weather ofCanad‘a’s édmmitment to the region.

Europe — Strategic Interests: Europe and the European Umon (EU) plays mgmﬁcant roles in
international peace and security, and Canadian engagement w:th Europe remains critical to
the advancement of Canadian strategic interests. Europe enjoys a high concentration of
relatively wealthy states fielding modern militaries with advanced capabilities. Some
European countries are the source of Canada s most capable and reliable partners in the
region and across a wide range of areas, and they can be valuable partners given the
strategic location of Europe as a power projection hub to facnlltate CAF deployments in Africa
and the Middle East. As European Allies also appreciate our contribution as a defence
partner,

Y ‘Il*l
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Many of Canada’s most mature and enduring defence relationships are with European
countries, while cooperation with some newer European powers has grown significantly.

With support from key EU member countries the EU has demonstrated a
renewed interest in establishing itself as an important player in defence and security.
Canada has an interest in addressing security challenges that impact Europe and by
extension the Euro-Atlantic area. From in Eastern Europe to the
challenges facing Europe from the south, in the Mediterranean, North Africa and the Middle
East, there threats directly or indirectly affect Canada. Canada is one of the EU’s top ten
“strategic partners”, a status that will be formalized under the Canada-EU Strategic
Partnerships Agreement, once ratified by the EU and Canada. This legally binding
agreement calls for cooperation in international peace and security, and effective
multilateralism.

Moreover,
Canada has stood alongside Ukraine and taken a number of important steps to support the
Ukrainian Government, including by pledging support to help stabilize its economy and
promote economic and social development, and by providing non-lethal security assistance
and training for the Ukrainian defence force.

Strategic Objectives:
o Strengthen relations with key European partners
e Promote cooperation and stability in the wider European region
®

Middle East — Strategic Interests: Given the significant diversity of the constituent states in
the Middle East, the depth and nature of Canada’s defence and security interests vary
significantly. Canada shares with Israel a

With Jordan, Canada shares an

Kuwait continues
and now hosts DND/CAF’s Operational Support Hub. '
the Defence Team is in the early stages of expanding
defence relations, with partner interest i ln Canadlan tralmng opportumtles and materlel o

6/9 . NA0464998_6-A-2015-01294--0106



) : RELEASED UNDER THE AlA - UNCLASSIFIED INFORMATION
S 1 5(1 ) DIVULGUE EN VERTU DE LAl - RENSEIGNEMENTS NON CLASSIFIES
DND - MDN

Bl Do oo s.21(1)(a) SECRET CEO
| s.21(1)(b)

} exports and DND/CAF interest in maximizing access to the region. DND/CAF is
responding to a call for operational support against a militant threat.

The primary strategic interests for DND/CAF in the Middle East are broad, and include:
contributing to regional peace and stability through the professionalization of national armed
forces; reducing the threat of terrorism; and countering the proliferation of weapons of mass

; destruction. In addition, partnerships in the region are vitally important to enabling CAF to

| effectively carry out operations, in particular by providing regional footholds through which to
support such needs as ship re-supply, materiel trans-shipment, and aircraft over-flight.
There are also significant defence industrial trade interests in the region, facilitated by
DND/CAF cooperative arrangements and regional personnel presence.

Strategic Objectives:
o Participate in United Nations and other multinational security efforts, including
through Operation PROTEUS and Operation CALUMET
¢ Provide capacity building and training to key partners
e Ensure CAF mobility and access

Africa — Strategic Interests: Africa’s geopolitical importance is derived largely from its
potential to supply the global economy with an array of natural resources, including oil and
gas, and from the evolving threat of Violent Extremist Organizations. African economies are
among the fastest growing in the world and Canadian commercial engagement with Africa
has similarly expanded.

international order that contributes to increased prosperity for both Canadians and Africans.
DND/CAF’s role in Africa supports Canada’s foreign policy priority issues, including the
protection of civilians, delivery of humanitarian and development assistance, sexual and
gender-based violence, mass atrocities, as well as broader dlscussmns on peacekeeping
policy in the United Natlons .

|
Defence engagements promote regional and international stability and a rules-based

Strategic Objectives:
e Address threats to Canada at the source L ;
| e Promote and support the maintenance of a rules-based mternatlonal order
1 e Ensure mobility/access for DND/CAF assets : 5

NEXT STEPS

Regional Strategies: Regional engagement strategles WhICh gurde m—year programmlng
(currently in development) are to be revrewed regularly and kept evergreen

United States: To advance Canada s defence objectlves wrth the Umted States the
Defence Team should continue to maintain the momentum of high-level v13|ts and strateglc
policy dialogues, in particular, via the Defence
NORAD Steering S
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Operations, joint exercises, functional and sector engagements as well as
personnel exchanges and placements, should also be key to maintaining the unique level of
communication and military interoperability.

NATO: It is recommended that

Latin America and the Caribbean:

Asia-Pacific:

Europe:

Concrete examples of engagement activities could include:
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ISSUE PAPER: FLASHPOINTS OF FOCUS

HIGHLIGHTS

e Canada and its allies are currently faced with two complex, enduring crises in
Ukraine and Irag/Syria that pose a threat to our security interests. Both have far-
reaching implications for international security beyond the immediate theatre of
operations, and there is no end in sight to either conflict.

¢ The Canadian Armed Forces (CAF) are engaged in responding to both crises,
through efforts to bolster the readiness and responsiveness of the North Atlantic
Treaty Organization (NATO) as well as through coalition operations in Iraq and
Syria.

CONTEXT

The global security environment has been characterized by increasing volatility in recent
years. Not only do transnational threats from terrorism, cyber attacks and proliferation
continue to pose security challenges, but more conventional threats have also
resurfaced. 2014 witnessed the outbreak of two major conflicts that continue to
threaten international security.

in June 2014, the Islamic State of Iraq
and Syria (ISIS) swept through large parts of lraq: and took Mosul :

Y i
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contrast, ISIS — despite its claims to the contrary and its attempt at establishing the
basis of a Salafist state — remains a non-state actor. It uses terrorist tactics, and its
recruitment of would-be jihadists from around the world gives it a multinational identity.

Nonetheless, pose similar challenges. SIS have
shown a sophisticated ability to use the internet for propaganda and subversion
purposes, and demonstrated skill in spreading their narrative.

on irregular ground forces. Although ISIS uses terrorist tactics to control the
| local population and propagate its narrative online, in its fight against forces in Syria and
Iraq it uses conventional ground-based capabilities,

Why Does It Matter?

flashpoints pose potential threats to Canada’s security interests and have
led to the involvement of the Canadian Armed Forces in military operations.

The North Atlantic Treaty, signed 4 April 1‘949 Wasyhingyton D.C.

Article 5: “The Parties agree that an armed attack agamst one or more of them in
Europe or North America shall be considered an attack against them all; and
consequently they agree that, if such an armed attack occurs, each of them, in exercise
of the right of individual or collective self-defense recognized by Article 51 of the Charter
of the United Nations, will assist the Party or Parties so attacked by taking forthwith,

- individually and in concert with the other Parties, such action as it deems necessary, -
including the use of armed force to restore and maintain the security of the North

Atlantic area.” ,
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At the same time, the focus of the
North Atlantic Treaty’s Article 5 on Hybrid Warfare

Canada'’s involvement in Coalition

efforts to defeat ISIS is motivated by a number of domestic and international factors.
The rise of ISIS poses a threat to Canada through its recruitment of Canadian foreign
fighters and its online incitement for Canadians to conduct attacks on home soil. The
threat it poses to stability in the wider region also negatively impacts Canadian interests
in the Middle East and international security more generally.

Approach to Date

in Ukraine ':h‘as;“be‘e‘h ‘three—fold:‘

SECRETCEO T T
3119 SN  A0465038_3-A-2015.01294--0112




National Défense
Defence nationale s.21(1)(a)

s.15(1)

s.21(1)(b)

While in line with the approach of
our NATO Allies,

Canada remains one of
the strongest supporters of the
Ukrainian government.

In Iraq and Syria, Canada has
joined the international coalition to
counter ISIS. The CAF contribution
includes approximately 600
personnel and an air task force (six
fighter jets, one air-to-air refueller
and two surveillance aircraft) tasked
to strike ISIS targets in Iraq and
Syria. Canada also deploys up to

SECRET CEO
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conducting their military operations against ISIS. -

CONSIDERATIONS
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Challenges

The Minsk agreements brokered by Germany and France in February 2015 began to

take hold in late August and the situation on the ground in eastern Ukraine has been

relatively calm since. An agreement on the withdrawal of heavy weapons, signed by
leaders in October, has furthered progress on the conventional frontline. While there
remains a risk that violence could re-emerge, the situation has become a “frozen
conflict”.

|

\

|

however.
Some countries within Europe

called for an early lifting of sanctions,
but the EU agreed to extend sanctions until January 2016.

Syria and lraq

There are a number of complex and intertwined issues a't'playklyn Iraq én'd Syria, which
have led to widespread instability and provided the condmons that have allowed ISIS to
flourish. : s

Syria is embroiled in a bitter conflict that started when the wave of popular uprisings
sweeping across the Middle East reached the country in Marc 1. Protests agalnst
President Bashar al-Assad, fuelled by gﬁrlevances over repress ?corruptlon
unemployment, low wages and hlgham ation, were met with creasmgly violent
governmental responses. The c0nﬂ t has since metastasized into somethmg far more
complicated, with various forces pursuing disparate goals. The armed opposmon =
made up of a spectrum of actors from more secular nationalists to the al-Qaeda
affiliated al-Nusra Front — and the Assad regime see each other as the main ‘
adversaries. Kurdish forces, supported by Iraqi Kurds, are worklng to secure greater

N [l
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autonomy, clashing primarily with ISIS. After long targeting almost exclusively
opposition and Kurdish groups in its goal of carving out a safe haven in Syria, ISIS has
recently begun to fight the regime for certain strategic resources such as border
crossings and oil fields in eastern Syria. Nevertheless, these relationships only reflect
current trends, and the conflict has frequently seen various groups fall into or out of
alignment with one another.

Neither Assad'’s forces nor any of the various armed factions have been able to gain a
definitive advantage in Syria, resulting in a protracted conflict with no end in sight. The
UN estimates that there are 7.6M e e , ——
Internally Displaced Persons inside
Syria, half of whom are children.
Almost 4 million Syrian refugees have
fled to neighbouring countries and
more than 210,000 are estimated to
have lost their lives in the conflict. The
Syrian conflict has also generated a
refugee crisis across many parts of
Europe, the likes of which have not
been witnessed since the Second
World War.

The various forces in the conflict also
have different backers beyond Syria,
which gives the conflict broader
geopolitical significance,

Iran,
another key player in the conflict,
provides its own fighters and supports
others from Hezbollah and Iraqi Shia
militias. Most members of the
international community, from Canada,
the US and the UK to Turkey, Saudi
Arabia and Qatar have called for
Assad to step down.

SECRET CEO
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n Iraq in the last year, including a severe
humanitarian crisis, a financial crisis caused by low oil prices and increased security
expenses N S S

It is still too early to predict the impact of the recent nuclear agreement between Iran
and the P5+1 (the United States, the United Kingdom, France, Germany, Russia,
China) on the crisis in Syria and Iraq. However, important diplomatic relationships have
been formed as a result of the deal and these mav enable discussions to occur in the
weeks and months ahead.

Islamic State of Iraq and Syria

There are three broad dimensions to the ISIS threat;

e The territorial-based campaign in Iraq and Syria;

¢ Its regional reach, which has seen a number of organlzatlons across Africa and Asia
declaring allegiance as ISIS affiliates; and

o |Its global reach through the internet that attracts forelgn flghters and inspires
homegrown attacks abroad. :

i 1m
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ISIS has exploited the chaos created by the ongoing revolt against Assad in Syria as
well as Sunni grievances in Iraq to violently establish control of large stretches of
territory. It uses particularly brutal tactics, including public and mass executions,
abduction and sexual violence, reprisals against potential opponents and instituting
harsh shar’ia laws across the territory it has conquered. '

The speed with which ISIS advanced into Irag and took Mosul in June 2014, coupled
with reports of the humanitarian plight of populations persecuted by ISIS, mobilized
international support and led the US to launch airstrikes in Iraq in August 2014. In
September 2014, the US led the formation of an mternatlonal‘coalltlon against ISIS that
currently comprises over 60 partners and focuses on whol iernment efforts
across six discrete lines of effort: supporting mllltary partn e region; stopplng the
flow of foreign fighters; countering ISIS financing and fund ddressmg humanitarian
crises; delegitimizing I1SIS’s ideology; and supporting stabihza 1 efforts in the region.

Although the CAF’s military contrlbutlon is currently Canada s it visible line of effort,
Canada is also a top tier humanitarian donor to Iraq and Syri “has contributed to
international efforts to aid those affected by the conflicts, In ad , Canadais
delivering stabilization and development assistance in 1 s taking action to
reduce the risk of individuals who have gone abroad to errorist-related
activities or training. It is also working to cut off ISIS fundin es while cooperating
with allies and supporting international initiatives to counter ISIS propaganda, thwart

SECRET CEO
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recruitment efforts and reduce radicalization.

A Regional and Global Threat

« ISIS poses a threat fo stablhty in the broader Mlddle East/North Afnca reglon ﬁrstly because it

- creates large refugee flows and 'secondly because it inspires and attracts allegiance from other
terrorist groups. Groups aligned with [SIS have threatened attacks in Jordan and attempted

. attacks in Lebanon. In North Africa, groups in Morocco, Algena Egypt and Tunisia have pledged
“allegiance to ISIS, but of most concern is the group s expansion into Lnbya ‘where persistent
mstabmty prowdes fertile ground for ISIS’s expansuon ISIS has also stated its intention to “invade

- Europe” via Libya; a risk that cannot be discounted glven the |arge ﬂows of refugees seeking to
cross the Medrterranean to Europe o :

- " Further afield, Boko Haram in N;gena has pledged alleg:ance to ISIS and some groups in
Afghanistan, Pakistan and Southeast Asia claim to belong to its network as well ISIS also
clalmed responsrblllty for attacks in Yemen in March 2015 '

& n addmon ISIS has global reach through its sophlstlcated use of the internet and social media,
_and it poses a potential threat to Canada and its allies in two ways. Flrstly, ISIS can inspire
~ radicalized individuals to conduct homegrown attacks in the West, as has been witnessed in.
Canada, Australia, France and Denmark in recent months. Secondly, ISIS has proven adept at
attracting foreign fighters to Iraq and Syria, including an estimated 3,400 from the West. There is
a risk that these fighters will return home, trained and battle—hardened to spread ISIS'’s ideology
and plot attacks on home soil, as was the case in the thwarted plots in Belgium in January 2015.

Challenges

The campaign against ISIS will not be successful without addressing its presence in
both Iraq and Syria. Although some coalition members, including Canada, are
conducting airstrikes in Syria,

The coalition strategy is focused 'ontraininqlraQi forces to confront the threat posed by
ISIS,

SECRET CEO
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advance its objectives.
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In the fight against ISIS, given the reluctance by outside countries to commit ground
forces to the fight

We should also expect that both conflicts will continue to feature prominently in high-
level international discussions, including at NATO leading up to the Summit of Heads of
State and Government in Warsaw in July 2016.

Despite the apparent intractable nature of these conflicts, we' need to make an effort to
look past current challenges and think about how best to defend Canada'’s interests.
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As the crises in Ukraine and Iraq/Syria are expected to persist for the foreseeable
future, Canada will have to continue assessing the extent of its involvement in the
| international community’s efforts to deal with these challenges. In the lead-up to the
| 2016 NATO Summit in Warsaw,

SECRETCEO
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ANNEX A: RELEVANT ACTORS
IRAQ/SYRIA

Coalition Forces: The US-led international Coalition against ISIS comprises over 60
countries conducting whole-of-government operations across multiple lines of effort
including supporting military partners in the region; stopping the flow of foreign fighters;
countering 1S1S’s financing and funding; addressing humanitarian crises; delegitimizing
ISIS’s ideology; and stabilizing areas recovered from I1SIS. Canada and a number of its
closest Allies are taking part in the military aspects of the Coalition campaign. The
Coalition is currently focused on halting the advance of ISIS through an air campaign
and enabling the lraqi forces, including the Iraqi Security Forces and the Kurdish
Security Forces.

Russia: On 30 September Russia's Federation Council approved President Putin's
request for authorization to use Russian Armed Forces outside the country and
airstrikes began in Syria later that same day. public statements have indicated
that the military goal of this operation is exclusively to provide air support to the Syrian
government in their fight against ISIS,

ISIS: The Islamic State in Irag and Syria (ISIS) announced its “Caliphate” on 29 June
2014 and aims to consolidate or maintain an Islamic State in Iraq, the Levant and
beyond, based on an extreme interpretation of Islam. Despite its origins as an affiliate of
Al Qaeda in Iraq (AQlI), ISIS has evolved into more than just a terrorist organization. It
now strives to operate as a state, governing some 8 million cmzens and controlling
territory roughly the size of Britain.

Government of Iraq: Shia-led governments have held power |n lraq since ousting
President Saddam Hussein in 2003. The current Prime Mmlster of Iraq is Haider al-
Abadi who holds most of the executive authority and who appoints the Council of
Ministers.

Iraqi Security Forces: The Iraqx Armed Forces con3|st of an army, an air force and a

navy and have a combined strength of over 271,000 personnel. The Interior Mlmstry

controls the various paramilitary forces which currently number over 531,000 personnel.
$Combined, they are referred to as the Iraqgi Security Forces. The United States and

M 1=
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allies are investing significantly in their preparedness and training but the Iraqi Security
| Forces
Iraai Shia Militias: _

Most Shia fighting groups are linked either to Iran, powerful Iragi Shia
clerics, or factions of the Shia-dominated government.

Assad Regime: The regime of President Bashar al Assad remains powerful in and
around the capital city of Damascus, and throughout much of western and southern
Syria. Assad has been able to count on the support of Syria’s Alawite population — a
Shiite group of which the Assad dynasty is a part — concentrated in western Syria along
the Mediterranean coast. However, the Assad regime is stretched both militarily and
economically, though it retains the strongest, most cohesive armed forces and steady
foreign backing from Russia and Iran.

Al Nusra Front: Al Nusra Front seeks the overthrow of the Assad regime in Syria and
the establishment of an Islamist government in its place. It opposes ISIS as well as
many elements of the Free Syrian Army that includes defectors from the government's
forces. The group also supports the wider jihadist goals of al Qaida and the eventual
creation of an Islamic caliphate. Al Nusra Front has recruited heavily from the Syrian
countryside and quickly established itself as a skilled fighting group of local Syrians that
has steadily been augmented by foreign fighters.

Syrian Opposition Groups: There is a wide spectrum of groups (at least hundreds)
that operate under the banner of the Syrian Opposition. Many are small and operate at
the local level, although some have emerged as powerful forces with affiliates across
the country. Several of these groups face internecine dIVISlonS as well as funding and
supply issues and remain beholden to the diverging agendas of thelr external backers.
Political opposition also remains fragmented

While some espouse a secular outlook many more
support a strong Islamist model of governance. : :

The Kurds: The Kurds of Turkey, Syria, Iraq and Iran all have longstanding aspirations
for their own Kurdish state. Syrian Kurds have gained S|gmﬁcant political and military -
power because of the Syrian civil war, while Iragi Kurds have benefitted from the
security vacuum left by the Iragi Secunty Forces

There are 15 million Turkish Kurds and their asplratlons for
independence are strongly opposed by the Turklsh government
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UKRAINE
Ukrainian Government Forces: Following and
mounting unrest in eastern Ukraine, the Ukrainian government launched an “Anti-
Terrorist Operation” (ATO) to counter separatist forces.

he Ukrainian National Guard, under the Ministry of the Interior, as well as
volunteer territorial defence battalions have quickly taken a prominent role in the ATO.
To further support Ukraine security, the current president, Petro Poroshenko, supports
Ukraine joining NATO.

International Partners: A number of international partners have provided and continue
to provide support to Ukraine. The US, the UK and Canada, which together with Ukraine
form the Multi-national Joint Commission, have provided non-lethal military equipment
and sent troops to Ukraine to train Ukrainian forces. Poland is also training Ukrainian
military personnel on its territory.

Pro-Russian Separatists: Pro-Russian separatist forces are organized under the self-
proclaimed “Donetsk People’s Republic” and “Luhansk People’s Republic”. Since the
beginning of the conflict in eastern Ukraine

The separatist forces have recently become more organized as a result

Although separatist leaders have initially

sougnt to detach the territories under their control from Ukraine, they have aligned their
objectives lo attain a special status for the breakaway republics
within a federalized Ukraine. S
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ANNEX B: CANADIAN CONTRIBUTIONS
IRAQ/SYRIA
Airlift of military supplies from donor countries to Iraqi security forces in Northern Iraq

o The CAF deployed the following capabilities to the UK airbase in Cyprus to deliver
military supplies from donor nations to Iraq:
o 1x CC-130J Hercules
o 1x CC-177 Globemaster lil
o Approximately 100 Canadian Armed Forces (CAF) aircrew, technicians and
logistics specialists.

s Between 28 August and 26 September 2014, 25 flights were successfully
completed, delivering more than 1,600,000 pounds of military supplies donated by
Albania and the Czech Republic to Irag. This line of effort is now completed.

Advise and Assist Iraqi security forces

o Approximately 70 members of the CAF have been deployed to Iraqg to advise and
assist the Iraqgi security forces in effectively countering ISIS.

Air Operations

o The CAF deployed up to 600 personnel as part of the US-led Middle East
Stabilization Force (MESF) to:

o Support and conduct air strikes against ISIS in Iraq
» 6x CF-188 Hornet fighter aircraft, aircrew and Ioglstlcal support elements
= 1x CC-150T Polaris air-to-air refueller

o Provide intelligence, surveillance and reconnalssance capabllltles
= 2x CP-140 Aurora surveillance aircraft .

o Provide planning and liaison personnel to work W|th the U .S.-led Coalition

headquarters e .

e As of 20 October 2015, Air Task Force-lraq conductéd Hiiés,,; including 304
reconnaissance missions and 286 refuelling missions,  some 17,128,000
pounds of fuel to Coalition atrcraft The Canadlan flgh " jets conducted 1053
sorties. : Sl e

UKRAINE/NATO

Assistance to Ukrainian Armed Forces

o In support of the Ukrainian securlty serwces Canada has

o o L 1|-|
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Enhanced DND’s Military Training and Cooperation Programme (MTCP) with
Ukraine to provide language, professional development, and peace support
operations training in addition to training exercises

Provided $5 million in non-lethal materiel assistance to the Ukrainian Border
Services (helmets, body armour, sleeping bags etc)

Provided $22 million in winter uniforms (sufficient for about 30,000 troops) to the
Ukrainian armed forces

Pledged a further $6 million in non-lethal assistance to the Ukrainian Armed
Forces (optics, radios, medical and engineer equipment) to be delivered in 2015;
and

Joined the US/Ukraine Joint Commission (now the Multi-national Joint
Commission, comprised of Ukraine, the US, Canada, and the UK) on capacity-
building and signed a Declaration of Intent with a view to providing further
capacity-building assistance to Ukraine beginning in 2015

Training assistance to Ukrainian security services (Op UNIFIER)

e On 14 April 2015, then-Prime Minister Harper announced that Canada would
conduct a mission to provide training assistance to the Ukrainian security services.
This training mission will provide support along the following Lines of Effort:

O

0O 00 0O

(@]

Individual and small unit tactical training

Explosive Ordnance Disposal and counter-Improvised Explosive Device
Military Police professionalization

Flight Safety

Medical support

Logistical system professionalization

Enhanced MTCP

e The majority of these commitments are currently being deliVered.

Contributions to NATO’s Assurance Measures (Op REASSURANCE)

On 16 April 2014,

the NATO reassurance package has been the following:

o]

Canada s contrlbutlon to

Canada deployed six CF-18 fighter jets, along with 200 support staf'f to Romania
to train with NATO Allies between April and August 2014 September four of
these aircraft redeployed to Lithuania and parhmpated in NATO’s Baltic A|r

Policing mission through to the first week of January 2015.

HMCS REGINA was re-tasked to join Standmg NATO Mantlme Group Two inthe
Eastern Mediterranean and was replaced by HMCS TORONTO in August. In ‘
early January 2015, HMCS FREDRICTON relleved TORONTO and on 7 July
2015 HMCS WINNIPEG reheved FREDERICTON

SECRETCEO
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Canada sent 13 Canadian Armed Forces operational planners to NATO's
Supreme Headquarters Allied Powers Europe in Casteau, Belgium, and four to
Joint Force Command in Naples, ltaly to reinforce planning functions and monitor
events in the region. The 20 personnel in Belgium returned to Canada in mid-
September 2014.

Initially, approximately 120 Canadian Army soldiers deployed to Eastern and
Central Europe to participate in a series of training events in airborne operations
and infantry skills alongside Polish, American and NATO Allies with a view to
enhancing Alliance interoperability and readiness.

The Land Task Force now totals approximately 200 soldiers. They have been
conducting bi- and multi-lateral training activities in Poland, Germany, the Baltics,
and Eastern Balkans. Their mandate (along with the rest of Op
REASSURANCE) expires in mid-2016.

SECRELSEQ .~ o g e
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ISSUE PAPER: ASIA-PACIFIC

HIGHLIGHTS

o Despite fluctuations, long-term trends will likely see the Asia-Pacific region continue
to rise in economic, geopolitical and military importance.

e For Canada, Asia represents a growing source of goods, investment and markets.
However, it also poses challenges. Asia is home to a host of security concerns that
can and do have serious implications for Canada and the world more generally.

¢ A conflict in the region arising from miscommunication or miscalculation related to
territorial or maritime boundary disputes could have serious consequences

CONTEXT

Asia is home to sixty percent of the world’s population and is becoming more urban and
affluent. It overtook Europe as the largest trading region in the world in 2012. Ernst and
Young predicts that by 2030, two thirds of the global middle class will live in the Asia-
Pacific region. The implications of these trends are enormous. The world has seen the
effects of a rising China on the global economy and geopoli e have yet to see
the apex of growth in other large Asian states such as Indi nesia. As Asia’s
middle class becomes more established and sophisticate
governments to ensure markets meet its needs; to bjectives of a
clean environment and continued economic growth , regional
and global governance mechanisms meet their e any Asian
states face numerous development challenges tha i i
including social and economic inequality, a Iack of
unemployment, as well as a lac
demands of both the affluent an
become more responsive and e
legitimacy.

L]

Nationalism is a prevalent feature
numerous and complex factors, in¢
ppression, state-sponsored ed
chievements, a growing mids
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regional governments, notably when negotiating on issues such as integration, trade or
territorial disputes, as important portions of their respective publics would see such
transactions as a political sellout.

Within this setting, the rise of Asia is shifting the geopolitical balance from the West to
East.

Beijing wishes to lessen US influence and
power in Asia to consolidate control over
what it considers its sphere of influence.

The two countries are also
enmeshed in a territorial dispute along their
shared border. However, this rivalry does
not prevent cooperation. Bilateral trade

MABINI REEF {13 MARCH 2012) MABIN REEF {28 FEBRUARY 201%)

AABINE REEF (25 FEBRUARY 14) MAGINI REEF (11 MARCH 14)
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reached more than $66B in 2012. Furthermore, Beijing and New Delhi conducted a joint

Army exercise for the second consecutive
year in March, and the Indian Navy
participated in a multilateral exercise in
Qingdao, China, during the Western Pacific
Naval Symposium in April 2014. Finally,
India and Pakistan are both acceding states
to the Shanghai Cooperation Organization
(approval for them to join was granted on
10 July 2015).

Pyongyang’s
provocations against South Korea have the
potential to undermine regional stability and

The key to
solving these issues lies in regional
cooperation,

Several regional countries are also
challenged by separatist movements and
Islamic extremism that has been
reinvigorated by the Islamic State in Iraq
and Syria (ISIS). Renewed interest in Jiha
has fractured the existing extre '
networks in Southeast Asia as st
pledged allegiance to ISIS, while
remain loyal to Al Qaeda. This pt
challenges for regional governm
monopolizing the use of force and
the rule of law.
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In the past,

illegal migration has had direct security implications for Canada.

The dynamic security
environment in Asia has
led regional countries to
invest heavily in their
militaries in recent
years. The International
Institute for Strategic
Studies (11SS), a
London-based think tank
that reports on military
affairs, confirmed in
2013 that Asia had, for
the first time, outstripped
Europe in military
spending.

| Global Defence Expenditure 2014 and 2020 [USD

ot America m 804 938
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Finally, the Asia-Pacific straddles the “Pacific Ring of Fire” an
disasters, including earthquakes, tsunamis, and volcanic ¢
Large coastal areas, dense populations and madequate
impact of these events can often be horrific.

Why Does It Matter?

The Asia-Pacific is important'
develop relations with increasing!

India

Moreover, t

Importance

nd South Korea

lose partners, both In the region an

rone to natural
well as typhoons.
sures mean the
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Regarding security dynamics, the Asia-Pacific has a number of challenges that, if
escalated, would have serious implications for Canada.

As previously noted, the region is susceptible to natural disasters and many countries
have inadequate infrastructure and response capabilities to deal with large-scale
disasters alone. Therefore, Canada will continue to be called upon to provide support in
the wake of such disasters as it did in the Philippines (2013) and, more recently, in Nepal
(2015).

The rising Asia-Pacific also has
| significant implications for the future of
Canada’s economy, which increasingly

Feed the World

While Asia accounts for nearly 40 percent of global
output, it contributes nearly two-thirds of global growth,

relies on Asian markets. (PPY based; peroent)
5’{) A1 Prajection
4.0 ‘ : :
30 A
20 ¢ :
10 :
00 |
-1.0
The US has soughtto %9 o © o o o = szs52ze¢s
strengthen its economy through the 222222 2RK 2 g2 88
Trans Pacific Partnership (which has = Ching wsJjapan = Rest of Asia == Others — World

been agreed to in principle but has yet Seurces: IMF World Evonomic Dutlnok database; and IMF staff projectians.
to be ratified, including by Canada) et
and Canada will have to align its

economy to these changes accordingly.

Source: The Economist

Finally, the rise of Asian countries is having conse

For example
states may lead to a shift away from Western-domir
mechanisms (take for example China’s establishme
Investment Bank or AlIB). In such a scenario, Canada’s interr
would further decline.

Approach to Date

- Jisk
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Canada has therefore aimed to bolster its economic and political engagement in Asia,
notably by expanding targeted economic (e.g. Canada’s free trade agreement with South
Korea), security and governance partnerships; advancing market access plans with Asian
markets, including China and India; further developing Canada’s partnership with
Southeast Asia and Association of Southeast Asian Nations (ASEAN), and the Asia
Pacific Economic Cooperation Forum (APEC). Canada has also indicated its desire to
join the East Asia Summit (EAS) and ASEAN Defence Ministers Meeting Plus (AMM-
Plus). This
defence ministerial body was formed in 2010 to address regional security concerns and
includes Canada’s Five Eyes partners, as well as other key regional partners like Japan
and South Korea.

Based on these high-level objectives, the Defence Team is pursuing several strategic
interests and engagement objectives in the region, notably:

e Enhancing Canada’s reputation as a contributor to stability in Asia-Pacific;

o Mitigating security risks to Canada and Canadians, including through capacity-building
and the promotion of a rules-based international order;

o Expanding opportunities for Canada through increased regional engagement and
interaction; and,

e Supporting Canadian prosperity and the retention of domestic defence industrial
capability by assisting whole-of-government efforts to identify opportunities for
Canada's defence suppliers in the Asia-Pacific market.

To achieve this the Defence Team has worked in and with multilateral institutions (such
as the ASEAN Regional Forum), key partners (US, Australia, New Zealand, Japan and
Korea), ASEAN core countries (Indonesia, Malaysia, Singapore) and nsmg powers (India
and China). ;

Canada’s defence engagement in the Asia-Pacific, to dat
principles of being modest, reciprocal and enduring, an
made some progress in regional engagement. This
Cooperation Plan Initiative that provides a framewo
China. Moreover, as of 2011, Canada was the first

ased on the
Defence has

National Defence, through the"* il
support to Indonesia’s Peace Su;
the region. The Canadian Armed
and fora in the region (See Anne
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CONSIDERATIONS

Recognizing the critical importance of the Asia-Pacific, many of our closest partners and
allies have recently adopted deliberate strategies for the region. Since 2009, the Obama
administration has been advancing Asia-Pacific

Strategy formalized as the “Asia-Pacific Rebalance”, which was announced in 2012. The
East Asin

Partnership),
liances and

ma
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Main Challenges

China will
be increasingly important to Canada’s economic future as a source of manufactured
goods, investment and capital as well as a market for Canadian exports.

The broader region also poses a challenge as a source 0
mass destruction.

 of weapons of

Korea
ate actor.

Press reports, in particular, ofte
could dehberately transfer its nuclear technology to

Some media reports |
material as high.

described the

Historical legacies will also complic

isf
M anadAY
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Opportunities

The numerous and complex challenges that affect the Asia-Pacific mean that Canada
has a range of options to bolster its engagement.

A0465039_9-A-2015-01294--0137
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Currently, the Defence Team is well positioned to meet the potential operational
requirements that it may face in Asia. This includes the ability to respond to humanitarian
crises and natural disasters as well as short-term episodic requirements to deploy to the
region.

National Defence could develop a number of options to
contribute to such efforts.

In doing this, the Defence Team could draw from the opportunities that were identified in
the previous section.

Stability is essential for the continued economic
dynamism that Asia currently enjoys. An important element in building regional security is
the Shangri-la Dialogue. The Dialogue occurs at the end of M arly June each year.
Also known as the International Institute for Strategic Studi Asia Security
Summit, the Shangri-la Dialogue is attended by defence minis rmanent heads of
ministries and military chiefs of twenty-eight Asia-Pacific mmit serves to
cultivate a sense of community among the most important policymakers in the region’s
defence and security community.

- A0465039_10-A-2015-01294--0138
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ANNEX A: ASIAN MULTILATERAL ORGANIZATIONS

APEC: The Asia-Pacific Economic Cooperation Forum or APEC is the premier Asia-
Pacific economic forum. Its primary goal is to support sustainable economic growth and
prosperity in the Asia-Pacific region. APEC consists of 21Asia-Pacific Rim countries that
seek to build a dynamic and harmonious Asia-Pacific community by championing free
and open trade and investment, promoting and accelerating regional economic
integration, encouraging economic and technical cooperation, enhancing human security,
and facilitating a favorable and sustainable business environment.

ASEAN: The Association of Southeast Asian Nations, or ASEAN, was established on 8
August 1967 in Bangkok, Thailand, with the signing of the ASEAN Declaration (Bangkok
Declaration) by the Founding Fathers of ASEAN, namely Indonesia, Malaysia,
Philippines, Singapore and Thailand. Brunei Darussalam then joined on 7 January 1984,
Vietnam on 28 July 1995, Lao People’s Democratic Republic (PDR) and Myanmar on 23
July 1997, and Cambodia on 30 April 1999, making up what is today the ten Member
States of ASEAN.

In their relations with one another, the ASEAN Member States have adopted the following
fundamental principles, as contained in the Treaty of Amity and Cooperation in Southeast
Asia (TAC) of 1976

¢ Mutual respect for the independence, sovereignty, equality, territorial integrity, and
national identity of all nations;
e The right of every State to lead its national existence free from external
interference, subversion or coercion;
Non-interference in the internal affairs of one another,;
Settlement of differences or disputes by peaceful manner;
Renunciation of the threat or use of force; and
Effective cooperation among themselves.

As set out in the ASEAN Declaration, the aims and purpose
others) to accelerate the economic growth, social progr:
the region through joint endeavours in the spirit of ¢
strengthen the foundation for a prosperous and pe: st Asian
Nations; to promote regional peace and stability thr ice and
the rule of law in the relationship among countries
principles of the United Nations Charter and top
assistance on matters of common

scientific and administrative field:

ASEAN Regional Forum: The

foster constructive dialogue an
interest and concern; and make si
building and preventive diplomacy

include (among
development in

2 7aks)
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The current participants in the ARF are as follows: Australia, Bangladesh, Brunei
Darussalam, Cambodia, Canada, China, Democratic People's Republic of Korea,
European Union, India, Indonesia, Japan, Lao PDR, Malaysia, Mongolia, Myanmar, New
Zealand, Pakistan, Papua New Guinea, Philippines, Republic of Korea, Russia,
Singapore, Sri Lanka, Thailand, Timor-Leste, United States, and Vietnam.

ADMM-Plus: The ASEAN Defence Ministers Meeting-Plus (ADMM-Plus) is a platform for
ASEAN and its eight Dialogue Partners (namely Australia, China, India, Japan, New
Zealand, ROK, Russian Federation, and the United States) to strengthen security and
defence cooperation for peace, stability, and development in the region. The Inaugural
ADMM-Plus was convened in Ha Noi, Viet Nam, on 12 October 2010. The Defence
Ministers then agreed on five areas of practical cooperation to pursue under this new
mechanism, namely maritime security, counter-terrorism, humanitarian assistance and
disaster management, peacekeeping operations and military medicine. To facilitate
cooperation on these areas, five Experts' Working Groups (EWGSs) are established.

East Asia Summit (EAS): The East Asia Summit (EAS) is a regional leaders' forum for
strategic dialogue and cooperation on key challenges facing the East Asian region. The
EAS is a significant regional grouping with an important role to play in advancing closer
regional integration and cooperation at a time of particular dynamism in East Asia.
Australia participated, as a founding member, in the inaugural EAS held in Kuala Lumpur
on 14 December 2005. Membership of the EAS comprises the ten ASEAN countries
(Brunei, Cambodia, Indonesia, Lao PDR, Malaysia, Burma, the Philippines, Singapore,
Thailand, Vietnam), Australia, China, India, Japan, New Zealand, the Republic of Korea,
the United States and Russia. The 18 EAS member countries represent collectively 55
per cent of the world’s population and account for around 56 per cent of global GDP.

Shanghai Cooperation Organization (SCO): The main goals of the SCO are
strengthening mutual confidence and good-neighbourly relations among the member

countries; promoting effective cooperation in politics, trade andﬁ : nomy, science and
technology, culture as well as education, energy, transpo , environmental
protection and other fields; making joint efforts to maintai peace security
and stability in the region, moving towards the estabhshm democratlc just
and rational political and economic international or
Kazakhstan, Kyrgyzstan, Russia, Tajikistan, Uzbek
acceding states.

Multinational Planning Augmentatlon Team (MP
cooperative multinational military ‘
Command and the Chiefs of Def
November 2000, following obsen

arrangements in the region to be
of the program is to facilitate the ra

ordination mechanisms.
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Currently, there are 31 nations that participate in MPAT activities (Australia, Bangladesh,
Brunei, Cambodia, Canada, France, Fiji, Germany, India, Indonesia, Italy, Japan, Korea,
Malaysia, Maldives, Mongolia, Nepal, New Zealand, Papua New Guinea, Philippines,
Singapore, Solomon Islands, Sri Lanka, Thailand, Timor Leste, Tonga, Tuvalu, United
Kingdom, United States, Vanuatu and Vietnam).
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ANNEX B: DEFENCE TEAM ACTIVITIES IN ASIA FOR 2015/2016

Engagement based in North America
Halifax International Security Forum

e The Forum provides an excellent opportunity for Canada to reach out to important
Asian partners to discuss the most pressing defence and security issues of the day. A
number of invitations have been issued to Asian partners; so far the Minister of
Defence for New Zealand and Vice Minister of Defence for South Korea have
confirmed their participation.

United States

¢ US Pacific Command’s Chiefs of Defence Meeting: an annual meeting of Chiefs of
Defence from over 20 Pacific Rim countries allows military leaders to discuss regional
security issues. The meeting was held in September.

¢ Asia-Pacific Orientation Course: Offered by the Asia-Pacific Centre for Security
Studies (APCSS) in Hawaii, the course provides an introduction into the security
dynamics of the region. The APCSS annually provides a limited number of seats to
Defence Team members.

Engagement with Northeast Asian countries
China

e China receives language training through the Military Tralnlng Cooperatlon Program
on a pay per use basis.

Pol-Mil/Mil-Mil Talks and Canad
Security Symposium

0465039_14-A-2015-01294--0142
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Mongolia

e The Canadian Armed Forces participate annually in Mongolia's multilateral exercise
Khan Quest. Mongolia is also a member of Canada’s Military Training and
Cooperation Program.

e Members of the CAF and the Mongolian Armed Forces undertook a joint Arms Control
Verification Mission to Georgia from 6-9 July 2015.

¢ The Senior Associate Deputy Minister hosted the Mongolian Secretary of State in
September 2015.

Republic of Korea

o The Republic of Korea and Canada hold annual staff talks at the Director General-
level to enhance defence relations and explore areas of collaboration. South Korea is
also a member of the Military Training and Cooperation Program.

¢ Canada also participates annually in South Korea’s main military exercises, Ulchi
Freedom Guardian and Foal Eagle. These exercises are aimed at maintaining peace
and stability on the Korean Peninsula.

¢ Additionally, Canada participates in the Seoul Defence Dialogue (Deputy Minister-
level) and its associated Cyber Working Group (Director-level), as well as the

Engagement with Southeast Asian Countries
Brunei

e The Royal Canadian Air Force offers pilot training to the Brurjei military.
Indonesia

* Indonesia will host the Pacific Armies Chiefs Conference (ho
regional participants). Canada is a regular attendee

ing rotates among

e Canada is also a regular participant in the Jak
forum that aims to build trust and cooperation
addressing various security-related themes (th

o The Defence Team also s
through the Military Training
trains militaries throughout t

Malaysia

Canada participated in ASEA
chaired by Malaysia and Ct
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countries in coordinating effective responses for disaster management and
emergency response.

o Canada also cooperates with Malaysia in capabilities
through joint training and exercises. Finally, Malaysia is a member of the Military
Training Cooperation Program.

Philippines

e The Philippines is also a member of the Military Training Cooperation Program. MTCP
hosted a course for the Philippines on gender, peace and security.
Singapore

e The inaugural meeting of the Singapore-Canada Joint Working Group is scheduled for
2015.

e The Canadian Army provides Leopard 2 training at Suffield and the RCAF hosts the
Singapore Air Force for training at Moose Jaw. Singapore is also a member of the
Military Training Cooperation Program.

¢ Canada has been a regular attendee at the Shangri-la Dialogue and its associated
Fullerton Forum held in Singapore, which aim to build trust and understanding of
regional security issues at the Ministerial-level.

Thailand

Others

o Excepting the activities of assigned Defence A
significant defence relations with Vietham, Burma,

- A0465039_16-A-2015-01294--0144
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Engagement with South Asian Countries
e Canada does not have defence relations with Bhutan or the Maldives.

e The Royal Canadian Navy will participate in the Galle Dialogue in Sri Lanka (Nov
2015).

o Afghanistan, Bangladesh, Nepal and Pakistan are members of the Military Training
Cooperation Program.

India

e Canada will participate in India’s International Fleet Review in February 2016.
Defence relations with India are limited but growing, including through high-level
dialogue.

Engagement with the countries of Oceania
Australia

e The Canadian Navy participates in Australia’s Sea power Symposium and the
Canadian Army participates in Australia’s annual Patrol Competition.

e Canada also has regular ADM-level policy talks and members of the Canadian military
regularly go on academic exchanges in Australia.

East Timor
e East Timor is an associate member of the Military Training Cooperatlon program.
New Zealand

and the
o participated in
rability,among

e Canada will participate in New Zealand'’s International Fle

New Zealand’s Exercise South Kapito that alms to imp
allies in the southwest Pacific. ;

Others
e Canada also participates in
Croix du Sud.

A0465039_17-A-2015-01294--0145




hd |

- RELEASED UNDER THE AlA - UNCLASSIFIED INFORMATION
s.1 5(1 ) DIVULGUE EN VERTU DE LAI - RENSEIGNEMENTS NON CLASSIFIES
: DND - MDN

National  Défense s.21(1)(a)
Oelence  nationale s.21(1)(b) UNCLASSIFIED |

ISSUE PAPER: DEFENCE PROCUREMENT

HIGHLIGHTS

¢ National Defence oversees a multi-billion dollar budget to acquire and sustain
equipment for the Canadian Armed Forces (CAF). The CAF’s ability to operate |
as a modern military is dependent on having the right equipment to fulfill its |
missions.

e The vast majority of procurements projects are less complex and move through
the various phases of the procurement process without any issues.

e However, Canada is facing challenges as it implements
the largest recapitalization of the military since the Korean War.

e The need for trade-offs between cost, capability, schedule and benefits for
Canadian industry results in inherent tension and often differing and competing
objectives among implicated government departments.

¢ National Defence, in partnership with all members of the defence procurement
system, is addressing these challenges through a number of initiatives, including
the Defence Procurement Strategy, the National Shipbuilding Procurement
Strategy and internal measures, including Defence Renewal.

¢ While these initiatives are still in the early phases of implementation, several
upcoming reviews will help to determine whether they are having a positive
impact on the procurement process.

¢ In the meantime, there are key decisions on major procurement projects that
must be made over the coming year.

CONTEXT

The CAF must be prepared to conduct the full sp
conducting surveillance and reconnaissance, to
solutions, delivering humanitari
range of capabilities requires N
maintenance and replacement
acquisition and integration of n
requirements change.

Acquiring technologically sophist
home and abroad — often intend
hallenging. For major procur
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work required to move from concept to contract to ensure the right capability and value
for money. In addition, as military technologies become increasingly sophisticated,
investing in their acquisition and sustainment becomes increasingly expensive.
Moreover, as the materiel support does not end with the acquisition but extends over the
life cycle of the asset, significant investment in new equipment requires proportional
investments in project management personnel, as well as maintenance and repair.

For these reasons, National Defence relies on a sustained commitment of resources
from the federal government. This includes both annual operating funds to sustain
current capabilities and conduct military operations as well as capital funding earmarked
in future budgets for the acquisition of new and replacement equipment.

With the end of the federal government’s debt reduction strategy of the 1990s and a
return to balanced budgets, the Government reintroduced significant increases to the
National Defence budget. Beginning in 2006, the federal government directed National
Defence to invest in a number of large-scale procurements and other major capital
projects, both in support of ongoing military operations and to prepare the CAF for future
challenges. This is supported by $100 billion for military procurement over the next 20
years.

A level of sustained and substantive
investment is necessary to maintain a
modern military with the broad range of
capabilities necessary to operate
effectively in a constantly evolving
security environment. In the maritime
domain, the modernization of the
Halifax-class frigates and the planned
procurement of the Arctic Offshore
Patrol Ships, Joint Support Ships, and
the Canadian Surface Combatants, will
significantly revitalize the Royal
Canadian Navy. Improvements to
Canada’s Army fleets, such as the
purchase of armoured patrol vehicles,
and the introduction of Chinook
helicopters have allowed the Canadian
Army to more effectively move supplies
and personnel in operations at home a
increased capacity of the airlift fle
Canada and around the world.

The most significant of the proje
18 fighter jets and the acquisition
Royal Canadian Navy. As of 20
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budget over the next 20 years (2014-2034) has already been committed, while several
major capital projects will be delivered in the years to come.

Last year, the National Defence Materiel
Group invested $5.6 billion in recapitalizing
and providing in-service support for military
equipment fleets. A little over half of this
budget ($3.0 billion) was used to fund the
approximately 200 ongoing projects to
acquire new equipment and to
upgrade/modify existing fleets, including C-
17 strategic lift aircraft, Heavy Logistics
Trucks, CH-147F Chinook helicopters, and
modernized frigates.

The rest ($2.6 billion) was used to sustain the ships, aircraft, and vehicles, and to
purchase the ammunition, spare parts and common materiel that enable CAF
operations. This represented a total of over 10,000 contracts across a full spectrum of
commodities and services, including the overhaul of fighters, ships and vehicles and the
procurement of deployable camps, sea containers, small arms such as rifles, and food -
for deployed operations.
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Though the large scale, multi-million dollar procurements receive most of the attention
and can pose challenges for the government, the vast majority of procurements are less
complex and move through their various phases without any issues. The CAF’s ability to
operate as a modern military is dependent on having the right equipment to fulfill its
missions.

ROLES AND RESPONSIBILITIES

Defence procurement is a complex process involving several federal government
departments and agencies beyond National Defence, including Public Works and
Government Services Canada (PWGSC), Industry Canada, the Treasury Board of
Canada Secretariat and the Privy Council Office (PCO). Each department and agency
is responsible for different elements of the defence procurement process.

e The CAF defines the operational requirements. National Defence is engaged
(with PWGSC) in the procurement process, obtains expenditure authority, and is
responsible for post-delivery inspections/certifications, maintenance and repair,
and end of life disposal.

e PWGSC is responsible for the solicitation of bids, the contracting process, and
the administration of contracts. In addition to its role as centralized purchasing
agent across government, the Minister of PWGSC has additional authority under
the Defence Production Act to act as the exclusive authority to buy or otherwise
acquire defence supplies. This arrangement is unique to National Defence.

Industrial and Technological Benefits program, which allows the federal
government to leverage industrial and economic benefits for the Canadian
defence industry and to generate economic activity across Canada.

¢ Industry Canada is responsible for the coordination and administration of the

| ong other things,
d guidelines, the
ve been accepted

e The Treasury Board of Canada Secretariat is respo
for the Government S overall procurement pollcres

by Cabinet, granting expenditure and co 1
oversight.

» The PCO provides advice to the Prime M| ;
Privy Council on key p | ‘
on major defence procu
monitoring and coordina
related policies and stra

e Other federal government
stages of the defence pro
Foreign Affairs, Trade
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Coordination between all departments is important to ensure a smooth procurement
process.

CHALLENGES

The Government faces a range of challenges as it undertakes major defence
procurement projects. At the heart of every major defence procurement project is the
need to find the right balance between cost, capability, schedule and benefits for
Canada. No project, no matter how well designed, can deliver equally in all four areas.
For example, projects that must be completed quickly often cost more whereas those
designed to maximize Canadian industry involvement often take longer to deliver.

Currently, all players in the procurement process, are
constrained by available manpower and expertise. In light of the technical expertise
required to implement a major procurement project, the ebb ﬂow of investments in
military equipment has significant implications. Injection of  purchase assets
requires sufficient capacity across the defence procureme The technical
expertise is not always available and it can take tlmet * deliver. . Similarly,
the withdrawal of funding as a result of changes to [ugh the
system — manpower is reallocated to other priori ‘major
procurements across several government departm capacity.

There are also several externa
challenging. First, defining the
the challenge of predicting wh
future security environment.

procurement in the civilian secto k
and uses cutting edge technolog
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the equipment can be years, sometimes decades. For example, the last of the Royal
Canadian Navy’s new class of warship, the Canadian Surface Combatantwon’t be
delivered until around 2040. The design phase alone requires a series of competitive
processes to source the required equipment, systems and sub-systems. In addition, the
CAF operates its equipment for decades; In this context,
planning for the costs and resources needed for equipment that will be operated for
such an extended period of time is complex.

Third, defence procurement is expensive. This is due both to the quantities purchased
(e.g. National Defence is acquiring 500 Tactical Armoured Patrol Vehicles with an
optional purchase of up to 100 additional vehicles) as well as cost per unit. Per unit
costs are directly linked to the requirement that military equipment be technologically
advanced and constantly evolve in response to changes in the strategic context and
adversaries’ capabilities. As a result, manufacturers must make significant upfront
investments in research, development and manufacturing equipment. In addition, the

defence market is limited to government customers, all of who have unique

| requirements for their military capabilities for reasons of geography, climate and budget.
This means that some equipment will be produced for only a short period of time for one
customer, driving up costs. It is important, however, to put defence procurement
expenditures into context. Canada spends approximately 1% of its Gross Domestic
Product on the military and, of that, only 15% is allocated to capital acquisitions.

There is also much uncertainty

the value of the Canadian dolla
the defence industrial sector can
initial cost estimate can be quite
rough-order-of-magnitude cost e
ost of a project. The public di
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acknowledge that initial cost estimates are developed before final decisions are made
around requirements, schedule and industrial benefits and therefore include a significant
margin of error (often +/- 50 percent). This increases pressure on the Government to
stay close to the initial estimate,

Fourth, the complexity of the technology involved and the rapid pace of change of that
technology also pose challenges. The exact technology to be purchased may not be
known at the time the Government initiates a procurement project and the length of time
between requirements development and the delivery of the equipment may be such that
technological updates are required. In addition, this technology must be kept up to date
for the life of the fleet, at times 40 to 50 years.

ADDRESSING THE CHALLENGES

There are a number of measures and initiatives that have been undertaken to address
the challenges associated with defence procurement. These include the Defence
Procurement Strategy, the National Shipbuilding Procurement Strategy, and several
measures internal to National Defence, including through Defence Renewal.

Defence Procurement Strategy (DPS). Announced in February 2014, the DPS seeks
to streamline and coordinate decision making for major military procurements through a
new defence procurement governance regime. This includes a permanent working
group of Ministers that works towards ensuring the shared accountabilities for defence
procurement are exercised in a more efficient, joined-up manner and acting as a forum
for discussion, advice and to resolve issues in the implementation of major procurement
projects. :

This Ministers working group is mirrored by
similar bodies at the Deputy Minister and
Assistant Deputy Minister level which acts as
key decision makers for implementing the
DPS and will attempt to ensure timely and
balanced decision-making among competing
objectives. A permanent DPS Secretariat
operating within PWGSC was established to
support these committees...

The DPS also provides for a ni
function within National Defenc
resource allocation. Establish
Defence Acquisition reviews th
beginning of the process and pro
the objective of greater up-front

validate military requirements a
$Additional information on the g
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In addition, as part of the DPS, PWGSC from
$25,000 to above which National Defence needs to request that PWGSC act
as the contracting authority for the procurement of goods. As contracting authority,
PWGSC often repeated much of the preparatory work National Defence had already
done as part of the project approval process. Increasing National Defence’s contracting
authority will remove this duplication and overlap for thousands of files every year,
freeing up PWGSC employees to focus on higher value, more complex projects.

, i o which will have a
significant impact as the vast majority of National Defence procurement contracts are
below which is over of all defence equipment contracts.

Finally, recognizing that defence industry is a key partner in the defence procurement
system and must be engaged early and continuously throughout the process to ensure
sufficient capacity to deliver the right equipment in a timely manner, National Defence
publishes the Defence Acquisition Guide (DAG) which identifies future potential CAF
requirements and associated procurement projects over of a period of five to 20 years. It
is anticipated that the DAG will better position Canadian industry to deliver equipment
and services for the CAF, help Canadian industry to be better positioned to compete for
future Canadian and international defence procurement opportunities, and enable
Canadian industry and potential bidders to make informed research and development
investments and strategic partnering decisions. This initiative complements ongoing
efforts by National Defence to engage with industry early and often throughout the
procurement process. The inaugural edition of the DAG was published in June 2014
and received its first update in June 2015. Given the nature of the document, feedback
from industry has been mixed. While industry would always like more information on
upcoming procurement projects, the information in the DAG is a significant step forward.

National Shipbuilding Procurement Strategy (NSPS). Following several
unsuccessful Request for Proposals to procure ships for the CAF and the Canadian
Coast Guard, in 2008 the Government put all major ship procurement projects on a two-
year strategic pause while it reconsidered its approach t g in Canada. In
June 2010, the Government announced the NSPS, mov. ect-by-project
basis to a long-term strategy that supports the dkevelopm t domestlc
shipbuilding industry. The intent of the NSPS is ‘ ork flow
in the shipbuilding industry to sustain highly skillec
Canadians. Under the NSPS, the Government es onship with
two Canadian shipyards for the renewal of large v
and Canadian Coast Guard: frvi i [ ‘
and Vancouver Shipyards to

The NSPS addresses the challe
system’s capacity and maintaini
and stable environment for gov
decisions.
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Defence Renewal and other internal measures National Defence is currently
implementing a comprehensive renewal initiative focused on minimizing inefficiency,
streamlining business processes and maximizing operational results. As part of this,
National Defence is renewing its maintenance and materiel program from end to end,
resulting in changes to how business is conducted both at headquarters and at units,
bases, and wings. The focus is on optimizing inventory management, right-sizing
warehousing and distribution, and implementing best practices for both maintenance
program design and departmental procurement.

Already, better inventory management has generated savings that are currently being
used to buy operational spare parts. In addition, improved maintenance forecasting has
allowed the CAF to use lower cost ground and rail transportation for moving spare parts
around the country. Through the Project Approval Process Redesign project, National
Defence is streamlining the decision making process for approving and delivering major
equipment to reduce cycle time and maximize the purchasing power of procurement
dollars.

Finally, over the next few years,
National Defence will work with PWGSC and Industry Canada to rationalize
maintenance programs and improve the way it contracts for goods and services,
including by simplifying specifications, matching the buy to the minimum operational
requirement, understanding the total cost of ownership, and consolidating purchases.

to bring bud
procurement process with firmer three year business plan notio

stability to the
al allocations.

INTERNATIONAL CONTEXT

This multi-departmental approach that assigns responsn ‘ctlng to one
department and responsibility for defining requirem )
and presents unique challenges. That said, Canada
ways to improve its defence procurement processt
in major procurements, many of Canada’s allies
and streamline their defence ¢
procurement models used by
categories: procurement by in
government organizations and p

o reform
defence

! Auger, Martin, Defence Procuremen
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e Individual Armed Services. In several countries, including the United States,
defence procurement is decentralized and each service (army, navy and air
force) is responsible for procuring its own weapon systems and military
equipment. Overarching policies and regulations are developed and managed
by the defence department.

e Centralized Government Organizations. Other countries, including the United
Kingdom and, until recently, Australia, have established centralized government
organizations responsible for acquiring all weapons systems and military
equipment. Most of these organizations operate within the purview of the
defence department (although they generally remain independent of the military
with separate budgets) while others act as independent agencies.

¢ Independent Civilian Corporation. And finally, in countries such as Sweden
and Switzerland, defence procurement is contracted to civilian organizations,
either state owned or part of the private sector.

NEXT STEPS

| The DPS, the NSPS and Defence Renewal are all in the early stages of implementation
and, while their success has yet to be determined, it is expected that they will continue
to yield dividends over the coming years. While the NSPS is in its fifth year and has

| now entered the implementation phase with construction beginning this summer on the
first class of combat ships, the DPS is still in early days and more time is needed to
understand the various processes, as well as to build capacity in the system.

1ld be available in
vision for an

December 2015. The Defence Procurement Strategy inc
evaluation every five years to determine whether the stra
In addition, Ministers provide a yearly update to.the Pri

Result of the review sh
implementation.
|
|

decisions that must be made over
projects. These decision points a
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ANNEX A

INDEPENDENT REVIEW PANEL FOR DEFENCE ACQUISITION

The Panel brings together the right combination of knowledge, experience and expertise
to help validate the requirements for major military procurement projects and to provide
independent, third-party advice to the Minister of National Defence.

The Panel is chaired by Mr. Larry Murray. Mr. Murray has held a number of senior
positions in the Canadian Armed Forces and Public Service. During his career with the
Canadian Armed Forces, he served at sea in a variety of ships and held several senior
positions, including as Deputy Chief of the Defence Staff, Commander of Maritime
Command, Vice Chief of the Defence Staff and, finally, Acting Chief of the Defence Staff
from October 1996 until September 1997. Mr. Murray retired from the Canadian Armed
Forces in 1997 and joined the Public Service as Associate Deputy Minister of Fisheries
and Oceans. He was appointed Deputy Minister of Veterans Affairs Canada in 1999 and
Deputy Minister of Fisheries and Oceans in 2003. He retired from the Public Service of
Canada in 2007.

The Governor in Council has appointed the following panel members:

e Mr. Martin Gagné. Mr. Gagné spent 17 years at CAE before retiring in 2012.
During his career with CAE, he served in various roles such as: Vice-President of
Visual Systems, Vice-President of Military Marketing and Sales, and Executive
Vice-President of Civil Simulation and Training. Prior to joining CAE, Mr. Gagné
acquired extensive management and leadership experlence during his 23 years
as a member of the Canadian Armed Forces.

hc Service in 2014 as
Public Works and
al Defence first as

+ Ms. Renée Jolicoeur. Ms. Jolicoeur retired from the Pt
the Associate Deputy Minister of PWGSC. Before joinin
Government Services Ms. Jolicoeur was an executi
Director Internal Audit and Review, and following
responsible for administering CAFmembers’ pay :

« Mr. Philippe Lagassé. Mr. Lagassé is ass
international affairs at the University of Otta ,
completed consultancy contracts with the te General
and the Office of the ; ‘ ier of the
evaluation of options to r | ;
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ANNEX B

PROJECTS REQUIRING NEAR-TERM GOVERNMENT OF CANADA
APPROVALS/ACTION

The Interim Auxiliary Oil Replenishment (iAOR) procurement will provide an at-sea
replenishment service to the RCN. The RCN relies on the capability provided by AOR
ships to supply fuel, ammunition, water, spare parts and food to individual ships or naval
task groups, as well as to support task group helicopters.

The RCN has announced the retirement of the Protecteur-class, and its AOR capability
will be replaced with the Joint Supply Ships (JSS). JSS is not expected to reach Full
Operational Capability until late 2021,

While the path forward for the CAF remains the JSS project,

and provision of services with industry to sustain Canadian
warships at sea.

Under the service contract, expected to be awarded in late 2015, the contractor will
convert a commercial container ship into an interim AOR ship; own, operate, and
maintain the vessel; and deliver at-sea replenishment services to the RCN. The service
will be required for a period of five years, plus two one year options, until the second
JSS is operational. The iIAOR ship will provide a more modest capability than provided
by the JSS and will not conduct full-spectrum military operations in in high-threat
environments.

On 31 July 2015, the Government of Canada signed a Letter of Intent (LOI) with
Chantier Davie Canada Incorporated and Project Resolve Incorporated (a management
company created by Chantier Davie to deliver the service) to nue discussions on
pursuing an at-sea support services contract. The LOI provi hantier Davie and
Project Resolve with the ability to start limited activities t he schedule. It will
also provide some financial protection to the shlpyard fol es, should a
service contract not be awarded. L

The Canadian Surface Com
combatant fleet through repla
destroyers and the Halifax-class
integrated logistics support for t
magnitude project budget is $26.2
of the next decade. In 2015, the P
Shipbuilding Incorporated wa
mplementation of the project,
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Approvals for Expenditure and Contract Authority. The design, build and delivery of
naval warfighting ships are a magnitude more complex than other commercial or military
procurements. Naval warships are typically large, complex, highly specialized in design
to meet Canada’s national strategic objectives and geo-political operational
requirements. As the Canadian Surface Combatant project progresses through the
definition phase, it is refining the operational requirements and confirming the technical
requirements in order to reconcile capability and cost.

The project is currently in definition phase. Work is ongoing with Irving Shipbuilding
Incorporated to reconcile and then confirm, through the Independent Review Panel for
Defence Acquisitions, the operational and technical performance requirements. Work is
also underway to refine and then validate, by the Chief Financial Officer and an
independent third party, the estimated cost of definition design work to support a policy
update and Treasury Board submission.

The potential for a construction gap between the Arctic/Offshore Patrol Ship and the
Canadian Surface Combatant is a schedule risk identified by Irving Shipbuilding Inc. that
is being actively managed by the National Shipbuilding Procurement Secretariat and the
Project Management Office. All parties are examining options to advance schedule for
the Canadian Surface Combatant in order to minimize this risk.

SAR) project will
ing provided by the

The Fixed-Wing Search and Rescue Aircraft Replaceme
replace the fixed-wing Search and Rescue capability current
CC115 Buffalo and CC130H Hercules aircraft. This repl
operational deficiencies of the current capability while eli
affordability difficulties associated with the older alrcrafti
competitive, capability-based procurement strategy;
number and type of aircraft and where the aircra
allowed) in order to meet required search and resc
budget that was established |n 2011 is

for 20 years of in-service
aircraft delivery in 2019 and fu

the first

Between 2012 and 2015, exten:
Proposals. In March 2015, the R
bidders are Airbus Military (C29

The three active bidders requ
015, and an extension to 1
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The main potential challenges facing the project are
as follows:

Over the next year, the main decision points will be to appr:
implementation and approve the award of a contract to the

defence of Canada and North America, and for C
expeditionary operations. On 3 April 2012, the Go!
comprehensive response to Chapter 2 of the 201

recommendation for replacing
Fighter Procurement Secretari
among the Departments involv
key part of the Seven-Point Pla
available fighter aircraft. The Ro
options, which has been reviewe
been made on the replacement
Options Analysis. To ensur
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to a new fleet, National Defence is extending the life expectancy of the CF-18s to 2025.
In the meantime, Canada remains in the United States Joint Strike Fighter Program to
keep that option open and to provide companies in Canada the opportunity to compete
for contracts on the F-35 aircraft. As reported in the 2014 Annual Update, the
acquisition envelope for this project remains frozen at $9B. Additional information on this
project is included at in Book 2.
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ANNEX B: Summary of the Evaluation of Options

In April 2012, the Government of Canada undertook a comprehensive review of the
process to replace Canada’'s CF-18 fleet. Point 4 of the Seven-Point-Plan called for the
Department of National Defence (DND) to evaluate options to sustain a fighter capability
well into the 21! century. From November 2012 to April 2014, the Royal Canadian Air
Force (RCAF)-led Evaluation of Options reviewed and assessed four fighter aircraft
currently in production, or scheduled for production. The work resulted in a detailed and
comprehensive analysis using the best available information about each of the options
considered, including information provided by potential suppliers on follow-on
development growth paths for their fighters. This work was informed by a broad range of
subject matter experts drawn from across the DND/CAF, supported by the National
Fighter Procurement Secretariat, and guided by an independent review panel external
to government.

The CFDS, which specifies the three roles and six core missions for the CAF, was the
Government of Canada policy foundation for the Evaluation of Options. The evaluation
resulted in a mission-risk-based analysis of options that assessed the individual ability
of four fighter aircraft (Boeing F/A-18 Super Hornet, Dassault Rafale, Eurofighter
Typhoon and Lockheed Martin F-35 Joint Strike Fighter) to carry out fighter missions
over two timeframes (2020-2030 and 2030+).

The high level work plan was comprised of a Mixed Fleet study, a Threat Analysis, a

. Mission Needs Analysis, a Fighter Capabilities Analysis, a CF-18 Estimated Life
Expectancy Update, an Operational Capabilities Risk Assessment, a Critical Enabling
Factors Risk Assessment, and the Integrated Risk Assessment.

The purpose of the RCAF evaluation was not to compare the
meant to identify the best option. Rather, it was to present a
assessment of each aircraft’s ability to successfully complet
missions. Throughout the assessment process, the RCAF
for mission risk identification: Low (L), Medium (M), Sigr
High (VH). The assessment of each aircraft began wit
which dealt with individual aircraft performance capab
enabling factors assessment which dealt with m
fighter’s full operational capabilities over its enti
provide a summary of the Integrated Risk Asse
mission risk for each aircraft, over two timefram
missions: o

ur aircraft, nor was it
mmary of risk-based

e CFDS assigned

five scale risk rating
High (H) and Very
level assessment
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ANNEX C: The Joint Strike Fighter Program and Canada’s History of Participation

The F-35 has been developed by Lockheed Martin and partners through the Joint Strike
Fighter (JSF) program, a multinational effort to build and sustain an affordable, multi-
role, next generation stealth fighter aircraft. Partners in the program include: the United
States, Canada, the United Kingdom, the Netherlands, Italy, Turkey, Denmark, Norway,
and Australia. JSF is the single largest fighter aircraft program in history. The total
value of the program is expected to exceed US$383 billion; JSF partners are anticipated
to acquire more than 3,100 aircraft.

Canada has been an active participant in the JSF program since 1997. Canada joined
the Concept Demonstration phase with a contribution of $15.2 million.

Canada also joined the second phase, System Development and Demonstration, in
2002 by contributing an additional $139.4 million. Additionally, Canada invested $77.9
million in Canadian aerospace industries through Industry Canada’s Strategic
Aerospace and Defence Initiative (SADI), formerly Technology Partnership Canada.
Contributions made under the SADI program are repayable to Canada by Industry.
Canada’s participation in these early phases of the Joint Strike Fighter Program
provided Canada with access to technolcgies and data, new management and
engineering approaches, and increased opportunities for Canadian industry to bid for
Joint Strike Fighter contracts.

In 2003, the United States invited the current partners to participate in the Production,
‘ Sustainment and Follow-on Development phase of the program. In December 20086,
Canada signed the Production, Sustainment and Follow-on Development Memorandum
of Understanding (PSFD MOU). The contributions made under this MOU are used to
pay for costs shared by Joint Strike Fighter Program participants, such as program
administration and the development of future modifications and upgrades to the aircraft.
The PSFD MOU documents the maximum contribution for e participant nation. In
20086, the total lifetime cost of participation in this phase of rogram (out to 2052)
was estimated for Canada at $551 million USD. Howev m estimates are
continuously refined to reflect unanticipated changes i 2quirements, tooling,
or infrastructure. Most recent estimates (Septembe t the total lifetime
cost will increase. In exchange for contributing its e ncial and
non-financial costs of the program, Canada will f the results
of the program. These include having an active re of the
program, access to opportunities for Canadian |n‘, es or levies
on sales of F-35 aircraft to thi [ ‘
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ISSUE PAPER: CANADA’S MARITIME CAPABILITIES

e Canada requires a strong navy in order to protect its sovereignty and its interests.

o However, in recent years, the Royal Canadian Navy (RCN) has experienced a decline
in capability and capacity as a result of the retirement of several ships and the impact
of removing frigates from service to undergo the Halifax-class Modernization project.

e The RCN is addressing these challenges and is in the midst of the most intensive and
comprehensive period of fleet modernization and renewal in peacetime history.

e Canada’s maritime capabilities are in the process of being renewed through a number
of programs, including the National Shipbuilding Procurement Strategy.

CONTEXT

Canada is a maritime nation. We have the world’s longest coastline, stretching 243,000
kilometres across three separate oceans. Canada’s ocean estate (which includes
internal and territorial waters as well as Canada’s Exclusive Economic Zone (EEZ) and
continental shelf) covers almost 4% of the Earth’s surface, with a quarter in the Arctic.
Much of our economic prosperity depends upon seaborne trade and free access to the
maritime global commons. For example, marine transport carries 20% of Canada’s
trade with the United States (US), and 97% of Canada’s expor , and 73% of
Canada’s imports from, countries other than the US.

The Royal Canadian Navy’'s most fundamental responsibil
safeguarding and upholding our sovereignty in Canad
extending the writ of Canadian law and authority
government departments. At the same time, the R fending the
maritime approaches to North America in partners

:feynd the nation by

However, the requirement to d dC : d maritime
approaches. As a trading na : ‘
secure global maritime environ
global economic power, and a
has a deep and abiding stake i
international maritime environme
globally-deployable, multi-purpose
. Of our ocean estate, exert our pr
ield latent or actual force a
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The maritime security environment is evolving, becoming less certain and more
dangerous. The economic, political, and demographic centre of gravity of the world is
shifting towards the Asia-Pacific region — an essentially maritime domain. Some states,

have begun to articulate a different interpretation of international
maritime law with regards to EEZ rights. This is creating ongoing instability, insecurity,
and tension, as witnessed in the South and East China Seas. The states of the region
are building qualitatively and quantitatively bigger navies. It is in Canada’s interests to
play its part in enabling the security and freedom of the seas.

as evidenced by the development of ‘blue water’ capabilities and
doctrine, as well as its interest in developing economic and military infrastructure well
outside its borders.

Finally, challenges to a safe a
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and criminals engaged in piracy, and illicit trafficking of people and narcotics, pose
distinct threats to the international rule of law. The influx of illegal migrants to European
nations, especially by sea, has recently become a maritime security issue for our NATO
allies. Issues such as competition among maritime states for undersea resources,
including valuable minerals, hydrocarbons, and seafood, have the potential to spark
conflict in the future. Climate change is likely to only increase this potential for conflict
by changing the nature of the world’s coastlines and seabed, thereby increasing the
competition amongst states, as well as the number and scale of humanitarian disasters
requiring a maritime humanitarian response.

ROYAL CANADIAN NAVY: ROLES & CAPABILITIES

The RCN operates several classes of vessel in support of Canada’s maritime
sovereignty and defence, for example: Halifax-class frigates; Kingston-class Maritime
Coastal Defence Vessels (MCDVs); Victoria-class submarines, and an /lroquois-class
destroyer. The multipurpose Halifax-class frigates are the backbone of the RCN, and,
with their embarked maritime helicopters, provide a highly capable surveillance,
presence, and response capability within Canada’s waters. Their anti-submarine
capabilities, as well as defence against surface and air threats, make them especially
valuable when deployed in task groups. The ships are currently undergoing
modernization which will enhance their capability to conduct defence and sovereignty
missions by improving, among other things, their radars and other above water sensors.

The Kingston-class MCDVs'’ primary missions are
coastal surveillance and sovereignty patrols. The
RCN'’s Victoria-class submarines are an essential
component of the RCN’s maritime sovereignty and
defence missions. Stealthy by design, the
submarines are capable of covertly conducting
surveillance and protection of Canadian and foreign
maritime approaches, as well as anti-submarine
warfare, and support to Special Operations Forces.
Submarines are a vital capability for the RCN and a
strategic asset for Canada, both for their deterre
impact and operational effect upon the rest of th ,
fleet. Also, one Iroquois-class destroyer remains ery limited
capabllltles The RCN also has to manage the maj
requiring both a significant physi
management system of traini

The RCN has several core role
and maintain combat-capable, g
Canada and further Canadian int
conducted with other governmen
domestic crisis, or with the US N
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international law (such as enforcing United Nations Security Council resolutions), to
provide a response to humanitarian or natural disasters, to reassure allies, to build trust
among states in regions of strategic interest, to deter those would act against our
interest, and ultimately, should deterrence fail, to prevail in combat. The majority of
these international operations are conducted alongside our key allies within a coalition.
Accordingly, it is vital that Canada’s navy be interoperable with the US Navy, and other
allies, to ensure seamless integration when working together and to further leverage our
capabilities.

In support of Canadian sovereignty, all RCN vessels while at sea contribute to providing
the Government of Canada with a fulsome picture of Canada’s maritime domain, in
conjunction with their primary tasks. The RCN participates in several recurring domestic
operations, including support to Fisheries and Oceans Canada and the Royal Canadian
Mounted Police, Arctic sovereignty operations such as Operations NANOOK and
NUNALIVUT, and support to the Canadian Coast Guard in maritime search and rescue
operations when necessary.

Internationally, RCN assets have deployed to European waters in support of Operation
REASSURANCE, the military activities undertaken by the Canadian Armed Forces
(CAF) to support NATO assurance measures in Central and Eastern Europe, in
response to Russian aggression and provocation in Ukraine. Over the past year,
frigates HMCS Regina, HMCS Fredericton, and HMCS Winnipeg have joined Standing
NATO Maritime Forces and conducted patrols in the Mediterranean, Baltic, and Black
Seas. The RCN also regularly deploys on humanitarian assistance missions, including
to Haiti in the aftermath of the 2010 earthquake when HMCS Athabaskan and HMCS
Halifax arrived within days to provide disaster relief. Naval assets also contribute greatly
in a defence diplomacy role around the world through port v13|ts which provide
opportunities for Whole of Government engagement. g

Until recently, the RCN played a key role in international cou
security operations across the Red Sea, the Gulf of Ade
Indian Ocean. Through Operation ARTEMIS, Canada h
with partners and allies in the greater Middle East egl
the world’s busiest and most important shipping I
multinational efforts to combat terrorist organisatio
smuggling weapons and illicit cargo, and piracy at
lawful merchant shipping through the area.

errorism and maritime
of Oman and the
wn |ts solidarity

In addition, the RCN participate
multinational campaign against
crime in the Caribbean Sea and
assets — destroyers, frigates,
deployed since Operation CARI
locating and tracking vessels of in
the interception of more than 800
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CONSIDERATIONS

Current challenges and the renewal of the fleet. In recent years, the RCN has
experienced a significant decline in capability and capacity. The RCN was forced to
accelerate the planned divestment dates for the /roquois-class destroyers and the
Protecteur-class Auxiliary Oiler Replenishment (AOR) ships to 2015 due to a number of
unforeseen events such as the 2013 collision between Algonquin and Protecteur, the
2014 fire in Protecteur, and inspections that showed higher than expected levels of |
corrosion and degradation of structural integrity within the aging ships. These |
divestments have caused limitations in fleet capacity and, in the case of the AORs, have
left the RCN without a critical Replenishment at Sea capability. While the Navy had
anticipated a manageable gap between the retirement of the two AOR vessels and the
entry into service of the Joint Support Ships, their sudden withdrawal from service last
year Together, the

Furthermore, Canada’s latitude to conduct international
operations
' or their willingness to permit Canadian warships more frequent access to
their territorial waters and ports in order to replenish.

In addition, the requirement to remove frigates from operational service in order for
them to undergo the Halifax-class Modernization Project initially reduced their
availability, requiring the RCN to rely more heavily on the Kingston-class for domestic
and continental operations. However, this year has seen the final frigates enter the
modernization program and the first operational deployment of modernized ships. Under
the auspices of the National Shipbuilding Procurement Strategy (NSPS) and other
programs, the RCN is poised to address these challenges and is in the midst of the
most intensive and comprehensive period of fleet modernization and renewal in
peacetime history

National Shipbuilding Procurement Strategy. In June
Canada announced the NSPS. The intent of the NSPS i
efficiently to the RCN and the Canadian Coast G ard, v nd el
the Canadian marine industrial sector and enabling vorkflow in
Canadian shipbuilding that sustains highly-skilled PS will
- deliver:

Arctic Offshore Patrol S

purchase a fleet of Arctic
| provide the RCN with the fle
offshore environments. The
including domestic surveilla
government departments.
unprecedented capability to ¢ o
have a persistent Arctic prese
employ AOPS mostly d

In 2007, the Gov
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be capable of maintaining three knots of forward progress through up to one metre
of continuous first-year ice. Full production commenced in September 2015 on the
first AOPS and delivery of the first ship is scheduled for 2018.

The Canadian Surface Combatant. The Canadian Surface Combatant Project will
recapitalize Canada’s surface combatant fleet through replacement of the
capabilities of the lroquois-class destroyers and the Halifax-class frigates, along
with the provision of the necessary integrated logistics support for the ships and
physical infrastructure. It is the most complex component of the NSPS. The surface
combatant fleet is critical to the CAF’s ability to control and defend Canada’s
maritime approaches, defend North America, fulfill alliance commitments, and lead
across a wide range of international operations, from disaster response to high-
intensity combat operations. The proiect is currently in the definition phase. and as
this phase progresses,

Estimated initial delivery 1s scheduled from 2026, with one
ship delivered every 18 months subsequently, and an estimated hull life of 30 years.

Joint Support Ship. The Joint Support Ship (JSS) Project is designed to replace
the capabilities of the AOR ships that were retired last year. The project will deliver
ships capable of supplying fuel, ammunition, water, food, and spare parts to
individual ships or naval task groups. The project will acquire two new support ships
with an option for a third vessel if it is affordable or if additional funding becomes
available. The project is currently in the definition phase, working with Vancouver
Shipyards Co. Ltd. These ships will be built to the design of the German navy’s
BERLIN class tankers, and the important initial design review activity has just been
completed. National Defence anticipates delivery of the first ship in 2019/2020.

Halifax-class modernization. The Halifax-Class Modernization program is delivering
upgrades to Canada’s fleet of 12 Halifax-Class frigates including a new Combat
Management System, new radar capability, a new electronic warfare system, and
upgraded communications technologies, to ensure they remain operationally relevant
until the new Canadian Surface Combatants are delivered 020s. These
upgrades will allow the ships to meet new challenges, S| faster and
stealthier threats that have emerged since the fri ]
as operate more often in littoral environments. T
and is on schedule and on budget for completion |
completed or are in the process of being refitted. .

Interim Auxiliary Oil Repl

Preserver resulted in a larger th
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services contract. Under the service contract, the contractor will convert a commercial
container ship to an interim AOR ship; own, operate, and maintain the vessel; and
deliver at-sea replenishment services to the RCN. Of note, the iIAOR would not be
capable of performing full-spectrum military operations in high-threat environments. The
delivery of an interim at-sea replenishment capability service will be required until the
Joint Support Ships reach their full operational capability.

AUGMENTING THE FUTURE MARITIME CAPABILITIES OF THE CAF

Given the recent, and foreseeable global rise in naval power across the world, and the
uncertain evolution of the strategic maritime situation, the CAF is considering additional
capabilities. One of these potential additions which had been under consideration was
the French Mistral-class vessel. However, on 23 September, France announced that the
two vessels originally built for sale to Russia will be sold to Egypt, with initial delivery
due for March 2016.

There are two other issues potentially requiring decision over the long-term, and not
included in the NSPS. As the demand for coastal surveillance and at-sea presence
platforms will likely only grow in the decades to come, planning for the life extension
and/or suitable replacement for the MCDVs to complement the AOPS and Canadian
Surface Combatants will be important. Finally, while the Victoria-class submarine fleet is
now operational and at a steady state, the fleet will reach the end of its estimated life
expectancy between 2026 and 2031. The RCN is examining options for extending the
service life of the vessels, as well as an eventual submarine replacement project.

CONCLUSION

Canada needs a strong navy in order to protect its own sovereignty, contribute to the

defence of North America, and play its part in international ope
than anticipated retirement of several key ships and the ongoir
modernisation program have temporarily reduced the R

ons. While the earlier
allfax-class
ities, National

Defence is undertaking a comprehensive renewal progra snsure the CAF has

the maritime capabilities it needs to fulfil its roles and

the future.

Canada’s naval doctrine is very much focused o perability for

joint and combined operations with Allied forces. Ma
than the sum of its parts” principle, with groups o
increasing their power when i
in the maritime arena are co
navies means that Canada wil
challenges. The current and u
to remain an internationally rel
maritime nation.
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Victoria-class
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ISSUE PAPER: MILITARY PERSONNEL

ISSUE

o Military personnel management touches on virtually every component of
military service. This includes recruitment and selection, planning for
relocations across Canada and around the world, and offering training and
education programs that provide the skills required to fulfill the CAF’s
mandate. The CAF also looks after members’ physical, psychological, and
spiritual well-being, negotiates rates of pay, provides compensation and
benefits that are commensurate to service, and assists with the transition out
of the military.

e National Defence effectively manages this complex and diverse array of
personnel issues, directly supporting the CAF’s ability to maintain the
readiness it requires to fulfill its roles, missions and tasks.

o While challenges do arise given the breadth and depth of the subject matter,
the CAF remains flexible and ready to respond to ensure that CAF members
are well supported throughout their careers.

CONTEXT

The Canadian Armed Forces (CAF) is a small, but highly professional force
representing the full spectrum of skills and professions — from doctors to mechanics to
IT specialists — and deployed across Canada and around the globe. Managing
personnel in such a diverse organization is a complex undertaking. Effective
management is crucial to ensure that the CAF maintains the readiness required to
respond to the roles, missions and tasks assigned by the Government of Canada.

Personnel management issues often garner significant med|a and parliamentary
attention as well. The sacrifices of the CAF in Afghanistan, the ecent media reporting of
military suicides and increased awareness of post-traumatic stress disorder, and the
contribution to other international and humanitarian missic as well as the targeting
and killing of two CAF personnel in the fall of 2014, serv e attention of
Canadians on the work of the CAF and its impact on CAF personnel. Sustained
parliamentary engagement, including reports and studies aken by Parliamentary
committees and reports by the Auditor General of Canad iell as lobbying efforts by
groups such as Canada Company and the True Patriot ti
contributed to keep the spotllght on these issues and
continue. Wy :

National Defence successfully manages. these diverse issues that are fundamental to
the CAF’s ab|l|ty to fulfill its assngn]ed‘ roles and mnssrons and* s to take act:on on
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procedures, and are educated to improvise and to adapt to constantly changing threats
and opportunities, including new and emerging security and defence challenges, such
as those in the area of cyber and space. CAF members are also provided with one of
the best health care systems in Canada. For example, the CAF are advancing mental
health research and are exploring a research partnership with the Royal Ottawa
Hospital focused on brain imaging technology that will help to better detect and
diagnose mental illness. A commitment to continuous improvement is further supported
by and reflected in the comprehensive Defence Renewal Initiative launched in 2013,
which includes specific initiatives aimed at optimizing recruiting, training, and
management of personnel.

Still, with such a diverse and wide-ranging portfolio, issues and challenges arise. The
CAF continues to address key personnel management priorities, such as sexual
misconduct in the CAF; compensation and benefits for Regular and Reserve Force
personnel; the transition to civilian life; continuous improvements to health care and
social support services for CAF personnel; housing for military personnel and their
families; and recruitment.

Deschamps Report on Sexual Misconduct in the Canadian Armed Forces

A highly critical article published by Maclean’s magazine in May 2014 focused on and
brought to the forefront the issue of inappropriate sexual behaviour within the CAF. In
response, the Chief of the Defence Staff (CDS) commissioned an independent external
review, led by former Supreme Court of Canada Justice Madame Marie Deschamps, to
look into sexual misconduct and sexual harassment in the CAF. Released in March
2015, the Report of the External Review of Sexual Misconduct in the Canadian Armed
Forces identified inappropriate sexual behaviour as a serious problem that exists in the
CAF and proposed 10 specific recommendations focused principally on changing
institutional culture and increasing awareness in the CAF, support to victims,
accountability, clarity of policies and enabling incident reporting

In line with the Government’s platform commitments, Natronal Defence is committed to
a workplace free from inappropriate sexual behaviour. The CDS has initiated
OPERATION HONOUR to provide unequivocal direction to the CAF on the
implementation of the Deschamps Report’s recommendatrons engagrng with and
calling upon senior leaders at all levels to address the issues identified in the report.
The independent Sexual Misconduct Response Centre (SMRC) as recommended by
the External Review Authority (ERA), became operatronal on September 15, 2015. The
remaining recommendations erI be |mplemented by September 2016 through an action
plan. : ; S

The CAF’s continued operatlonal success depends on a strong professronal ethos and
unwavering trust and cohesion amongst all of its members. In addition, public,
parliamentary, and media attention is expected to continue on the flndlngs of the
Deschamps Report and on how the CAF addresses the problem of lnapproprrate sexual
behaviour in the military.
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Compensation and Benefits

The compensation and benefits framework for Regular and Reserve personnel
recognizes and addresses the unique requirements associated with military service.
With a direct impact on both recruitment and retention, this issue has generated
significant public attention. Most notably, in the context of the mission in Afghanistan,
Reserve Force members who filled similar roles to their Regular Force counterparts |
were not afforded the same benefits. The issue resurfaced with the death of Cpl Nathan
Cirillo during the attack on Parliament Hill on October 22, 2014. As a Reservist, Cpl
Cirillo’s death benefits were not the same as a Regular Force member.

Compensation and benefits for CAF personnel are based on the terms and conditions of
their service as either Regular or Reserve Force members. However, to address any
potential inequities, the CAF initiated a study in December 2014 to review and
harmonize where appropriate Reserve and Regular Force policies. This work is
expected to result in a model that better reflects the current realities of Reserve service
and particularly those instances when Primary Reservists are performing comparable
duties to the Regular Force. Upon completion of this review, requests for changes to
benefits will be submitted to Treasury Board for approval and implementation.

National Defence has also been criticized for the time that it takes for Veterans to begin
receiving pension payment. To improve this process, in response to the 2014 Report of
the House of Commons Standing Committee on Veterans Affairs (ACVA), the Canadian
Forces Members and Veterans Re-establishment and Compensation Act (the New
Veterans Charter) was amended to provide Veterans Affairs with the authority to
adjudicate a CAF member’s application for benefits prior to the member’'s actual release
from the military. This is expected to reduce the time it takes for new Veterans to
receive payments. Furthermore, as outlined below as part of facilitating the transition to
civilian life, a pilot initiative was launched in fall 2015 that involves the integration of
Veterans Affairs personnel within National Defence. It will have a direct and positive
impact on reducing the overall processing time for payment edically releasing CAF
members.

benefits
am (SISIP)

The ACVA Report also noted inconsistencies b tweel
provided by the National Defence Service Inc '
and those provided to members by Veterans A
As such, National Defence and Veterans Affairs

Government to ensure CAF r
anticipated that this review w
collaboration by National Def:

The CAF relocates over 10,0
of Canada’s Integrated Relocat
expire in November 2016. The
. heavily scrutinized by the Off
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provided to the incumbent. To avoid such a situation in the upcoming process, National
Defence is working closely with Public Works and Government Services Canada to
ensure that the Smart Procurement Process will be strictly applied to the new
procurement process in 2016.

Similarly, the Canadian Forces Ombudsman raised concerns in an October 2014
Report that Post Living Differential (PLD) rates may not adequately compensate CAF
members. This benefit helps ease financial strain and stabilize the cost of living for CAF
members who are posted to areas with a higher cost of living. Frozen by Treasury
Board Secretariat at their 2008 levels, regional costs of living have changed
considerably since then, resulting in inequitable PLD rates and rising program costs. A
new cost of living survey has been completed to ensure CAF members are fairly
compensated and the results have been provided to Treasury Board Secretariat.
National Defence continues to work closely with internal and external partners with
respect to how these benefits are allocated, and will eventually bring forward a proposal
for Treasury Board approval.

Transition to Civilian Life

The transition from military to civilian life is a stressful time for CAF members and their
families. Reports by the Auditor General of Canada, the Veterans Affairs and National
Defence Ombudsmen, and Parliamentary Committees have criticized National Defence
and Veterans Affairs’ complex processes and the often lengthy delays during the
transition. Specifically, criticism was targeted at insufficient assignment of case workers
leading to delays in receiving benefits and in transferring individual's files (including
medical records), and inconsistent policies and benefits.

National Defence and Veterans Affairs continue to strive towards a seamless transition
for military personnel when they return to civilian life. A number of initiatives have been
introduced that seek to improve the transition process for members and their families,
which will be implemented within the next 12 months. For example, National Defence
and Veterans Affairs will launch a trial project to expand access to the Military Family
Services Program, including seven Military Family Resource Centers, to medically
releasing personnel and their families to provide them with support and services in a
familiar setting. National Defence is also working to hire an | 15 personnel to
process medical files and facilitate their timely transfer to Vete airs for medically
releasing CAF personnel. In addition, while the wait time for t ication of a
transitioning member’s eligibility for Veterans Affairs bene en srgmflcantly
reduced over the last 12 months (from 71 to 21 days), a tr ct*to embed additional
Veterans Affairs analysts within National Defence was Iaunched in September 2015 in
order to accelerate the process even further ' e

Releasing members may also experience challenges in obtai ilian employment.
To support them in this transition ,’nal Defence and“V ffairs work closely
with the private sector or third party organizations to ensure g “embers are weH ,
supported and have multiple opportunities at their dlsposa 'lth‘estabhshmg a
successful second career.
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Health Care and Social Support Services

The CAF are supported by one of the best health care systems in Canada at a directly
comparable cost to the civilian health system. Together, these facilities deliver a wide
variety of programs to military personnel and their families, catering to their specific
needs arising from the demands placed on them as a result of their service to Canada.

Maintaining the excellence of this health care system is critical to care for the physical
and mental health of military personnel.

In response, the CAF has introduced a robust plan that
Includes specialist medical recruiters actively engaging civilian Health Care Practitioners
to attract them to the Defence Team. The CAF also leverages contracted health care
providers to address shortfalls that cannot be mitigated by military or public service
professionals.

The importance of this system has been reinforced recently as a result of a period of
high operational tempo, during which, in particular, the experiences of CAF personnel in
Afghanistan focused attention on the mental injuries of war. An important minority of
CAF personnel are suffering from mental health issues, with studies showing that CAF
members have almost double the general population’s rates of depression and anxiety
disorders. Suicide is also an important public health issue facing the CAF. As is the
case for society at large, most military members who die by suicide have an underlying
mental illness with an acute trigger, like the breakdown of an interpersonal relationship.
After each suicide, a Medical Professional Technical Suicide Review is conducted to
better understand the associated factors and find ways to reduce future suicide. Suicide
awareness is covered in CAF training programs as well, as outlined in the Mental
Fitness and Suicide Awareness and the Road to Mental Readiness training. Superiors
are also provided with additional tools to help identify people risk and help them seek
care. Attention on suicides in the CAF is expected to persist, 1 tably as the CAF will
soon release an updated Annual Report on Mllltary Surc;des to examlne the relationship
between deployment and suicide.

As such, National Defence has developed a comprehen‘ ive appr ";eh to improve
mental health treatment and to e—stlgmatlze mental line with the
g C | ensuring that they
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The system has proven effective in a number of areas. The CAF health system provides
specialized mental health care at 31 locations across the country. Seven of the largest
clinics have dedicated Operational Trauma and Stress Support Centres (OTSSCs) that
have specialized expertise to diagnose and manage complex Operational Stress Injury
(OSI) patients. At the same time, the Joint Personnel Support Unit (JPSU) provides
support to more than 5,000 ill and injured CAF members, veterans, and their families.
More than 1,500 of these members are posted to the JPSU and provided an opportunity
to focus on recovery and rehabilitation with a view towards returning to active duty, or
with a focus on transition to civilian life. Work continues to ensure that CAF members
receive the best mental health care possible and that they feel more comfortable
speaking openly about mental iliness.

Housing

With the potential to be posted across the country on very short notice, ensuring CAF
members and their families have timely access to suitable accommodations is key to
support the overall readiness of the CAF. It is also a key factor in supporting the overali
welfare and morale of CAF members and their families, with direct impact on the
retention of skilled and trained personnel over the long-term.

To meet this need, National Defence holds approximately 12,000 homes at over 30
locations across the country; these are managed by the Canadian Forces Housing
Agency (CFHA). Over the past 10 years, more than $730 million has been invested to
build new and renovate existing housing units. Notwithstanding this investment, the
quality and availability of military housing has come under scrutiny in recent years. In
particular, the majority of housing units as of July 2014 were assessed as being in either
poor or fair condition.

Improvements are being made. In fact, over the past three years the condition of
housing has been improving, in part due to the implementation of lifecycle replacement,
recapitalization, new constructions, and disposal projects. CFHA has received
$102.75M of National Defence’s allotment of the Federal Infra ructure Investment Plan
to be invested in improving housing at 10 specific sites ove ext 2 years. Atthe
same time, the CFHA is working to determine where ex s housing stock
exists. With this, the CFHA will be able to reduce invent re 1
demand for housing and potentially channel those resoi
where there is more demand and longer wait times. DN
housing service delivery strategies tailored to local reali
focused on where the private sector can be leveraged o
accommodation requirements directly or through a num|
such as partnerships or service provision agreements.

: strategies will be
JE _toj_s,u’pport CAF
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potential initiatives to ensure the continued quality and availability of housing for CAF
members.

Recruitment

To ensure the CAF remains a first-class, modern military, the CAF must focus on
recruiting a knowledge-based workforce that is able to adapt to evolving roles, missions,
and tasks. This is particularly difficult in a tight labour market and is exacerbated by a
number of internal challenges. In fact, the Auditor General Report of 2002 and follow-up
audit of 2006 on Military Recruiting and Retention highlighted a number of areas for
improvement, including addressing delays in the recruiting process and shortages in
specific occupations, as well as a more strategic approach to manage attrition. The
Auditor General has initiated work on a follow-up audit, to be released in the fall of
2016. As such, it is important to maintain momentum and continue to identify innovative
ways to address these, and other, challenges.

Attrition is a key driver in determining recruitment requirements. The attrition rate for
Fiscal Year 2014/2015 was higher than anticipated at 7.9%. This was caused by a
deliberate effort to clear a backlog of medical release files that had accumulated while
CAF resources were diverted to support the mission in Afghanistan — attrition rates are
expected to return to their historic average of 7% per year. Still, this increase meant that
the CAF was required to recruit and train over 600 additional personnel to maintain its
target strength. Data has also shown that attrition rates are higher in the early years of
service as members are receiving initial training and are adjusting to the demands of
military life, further compounding the challenges to the recruiting system as it seeks to
take in the required personnel.

In fiscal year 2015/2016, the CAF will seek to recruit 4,200 new Regular Force (full-
time) personnel and 5,500 Reserve Force personnel. These recruitment efforts focus on
maintaining a skilled force across the broad range of tasks, as well as on targeting
specific occupations that may be facing shortages, particularly in certain specialized
occupations, such as medical officers (doctors), dentists, pharmacists, and social
workers. Each of these occupations are all short at least 10% of their target Regular
Force strength. CAF recruiting aims to focus on recruiting a range of skill sets, including
in emerging domains such as cyber and space, and on recrumng a dlverse workforce
reflective of the Canadian population. ~ e

Meeting these needs and achieving the target strength of the CAF requ1res a robust
recruiting system which allows the CAF to process the h|gh volume of applications it
receives each year and to introduce high caliber recruits into the ranks. In fact, although
the CAF receives approxnmately 35,000 to 40,000 appllcatlons each year through
recruiting detachments located in communities across Canada or through online
applications, only about 9,700 WI|| be enrolled in the. Regular and Reserve Force after
undergoing a series of medical, physmal aptltude and other screenlng tests to ensure ,
the quality of the applicant. ; : :
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§ 38000 electronic applications to join the CAF

26000 applicants take the aptitude test

17000 pass the aptitude test
11000 interviews and medicals

Full ime apglicants

Jmmp 4200 Full ime

@ 5500 Part time

700 envolied in
the CAF in 108
careers

Part time applicants

As indicated by the Auditor General, however, there are a number of internal systemic
challenges that result in long processing times and, during this period, many recruits
lose interest or find other jobs.

The Canadian Forces Recruitment Group (CFRG) plays an integral role in ensuring
CAF recruitment needs are met, exercising an important centralizing function that helps
ensure common standards are maintained. CFRG is currently conducting a review of
the recruitment process to identify where steps can be eliminated, combined or
reversed to establish a more streamlined and standardized recruiting framework.
Regarding Reserve Force recruiting, they have also devolved some tasks to individual
units or local recruiting centres to improve responsiveness. This is expected to result in
reduced timelines and increased throughput.

Further supporting these efforts, as part of National Defence’s commitment to continual
improvement and to modernize the CAF recruiting process, CFRG has introduced, as
part of Defence Renewal efforts, improved tools for online applications, and is
leveraging social media to better communicate opportunities across the country. A new
recruiting information management system has improved file management and
significantly reduced processing times, and enables recru:ters to select the best
candidates for service. ~

NEXT STEPS
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National Defence remains committed and will
continue to provide CAF personnel with the comprehensive support and care they
require to fulfill their mandate in an evolving security environment, and to afford a
rewarding military career to CAF members.
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FACT SHEET: MILITARY PERSONNEL MANAGEMENT BY THE NUMBERS
Regular Force Total Strength Snapshot (As of June 2015)

Regular Force Snapshot (As at June 2015)
Royal Canadian Navy 9,012

Canadian Army 22,822

Royal Canadian Air Force 13,625

Others 20,322

Total 65,781

Reserve Average Paid Strength Snapshot (As of August 2015)

Primary Reserve Strength (As of August 2015)

Naval Reserve 2,746

Army Reserve 15,270

Air Reserve 1,848

Other 1,682

Total 21,546

Other Reserve Force Elements (As at August 2015)

Supplementary Reserve 15, 586
Cadets Organizations Administration and Training Service (COATS) 8,083
Canadian Rangers 5,282

CAF Health Care System

o 37 primary care clinics and detachments (of which 31 have specialized mental health
services)

* 44 dental clinics, seven Operational Trauma Stress Support Centres

e 32 Military Family Resource Centres (although outside of the system, the MFRCs play a
critical role in caring for and supporting CAF personnel and their families)

e 24 Integrated Personnel Support Centers

Authorities and Structure
The Chief of Military Personnel (CMP) provides functional direction and guidance to the CAF on
all military personnel management matters and monitors compliance with CAF personnel
management policies. Responding to the diverse needs of both Regular and Reserve Force
members, CMP develops strategies, policies, and programs that foster and maintain the
profession of arms as an honourable and desirable career. As part of this function, CMP is
responsible for the effective management of the CAF personnel management system, ensuring
that it is operationally-focused, reactive to CAF members’ requirements, and reflective of the
priorities of the organization. The system focuses on five. Imes o) ely, to Recruit, Train
and Educate, Prepare, Support, and Honour and Recognl S

More specifically, the system is designed to optimize rec ent, training, and professional

development for the CAF by ensuring the efficient selectio ates by ensuring
that the right person is in the right position at the right time and skills. The system
also provides care to military personnel and their families, pi
stakeholders by provndmg programsf d rvklce to mem
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