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Introduction
The Privacy Act (the Act) gives Canadian citizens and people present in Canada the
right to have access to information about them that is held by the federal government. It
also protects against unauthorized disclosure of that personal information. In addition, it
strictly controls how government will collect, use, store, disclose, and dispose of any
personal information.
Section 72 of the Act requires that the head of every government institution submit an
annual report to Parliament on the administration of the Act during each fiscal year. The
Canadian Environmental Assessment Agency (the Agency) is pleased to table in
Parliament its 2016-2017 Annual Report on the Administration of the Act.

About the Canadian Environmental Assessment Agency
Led by the President, who reports to the Minister of Environment and Climate Change,
the Agency delivers its mandate within the framework of the following instruments:





The Canadian Environmental Assessment Act, 2012 (CEAA 2012) and its
accompanying regulations;
The Canada-Wide Accord on Environmental Harmonization, including the SubAgreement on Environmental Assessment, and bilateral agreements with
provincial governments that establish arrangements for cooperative
environmental assessments; and
International agreements containing environmental assessment provisions to
which Canada is a party, principally the United Nations Economic Commission
for Europe's Convention on Environmental Impact Assessment in a
Transboundary Context.

Consistent with the Cabinet Directive on the Environmental Assessment of Policy, Plan
and Program Proposals, the Agency also supports the Minister of Environment and
Climate Change in promoting the application of environmental assessment processes in
strategic-level decision-making, by providing training and guidance to federal authorities.
The Agency is responsible for conducting federal environmental assessments for most
major resource projects, as mandated under CEAA 2012. The Agency also integrates
the Government of Canada's Indigenous engagement and consultation activities into the
environmental assessment process for these projects, in accordance with the Cabinet
Directive on Improving the Performance of the Regulatory System for Major Resource
Projects and its Memorandum of Understanding. The Agency is the Crown Consultation
Coordinator for Indigenous consultation, with the exception of projects under the
authority of the National Energy Board and the Canadian Nuclear Safety Commission.
The President of the Agency is designated by an Order in Council as the federal
administrator of the environmental and social protection regimes set out in Chapters 22
and 23 of the 1975 James Bay and Northern Quebec Agreement.

2

Delegation of Authority
For the purposes of the Act, the Agency’s “head of the institution” as defined in section 3
of the Act is the President of the Agency.
The responsibilities associated with the administration of the Act are delegated to the
senior executive officers reporting directly to the President (Vice-presidents and General
Counsel), as well as the Access to Information and Privacy Coordinator as deemed
appropriate by the President for the effective administration of the program. The
decision-making responsibility for the application of the various provisions of the Act is
formally established and outlined in the departmental Delegation of Authority Instrument
which can be found under Appendix A.

About Access to Information and Privacy
The administration of the Act at the Agency is delegated to the Access to Information
and Privacy (ATIP) Division. Their provision of ATIP services is included under the
general responsibility of the Information Services Division, reporting to the VicePresident and Chief Security Officer, Corporate Services.
The Information Services Division is sub-divided into an Information Management (IM)
unit, an ATIP unit, and an Information Technology (IT) unit. The ATIP function is the
direct responsibility of the ATIP Coordinator and a team of three ATIP Officers.
The ATIP team administers the Act by:
 Receiving requests under the Act, creating Privacy request files and tracking the
processing of Privacy requests using AccessPro Case Management software;
 Sending statutory notices to applicants, to third parties, and to the Information
and Privacy Commissioners;
 Conducting consultations;
 Processing records for disclosure under the Act, in response to requests;
 Responding to requests for correction of personal information held by the
Agency;
 Providing advice and training to Agency officials on interpretation and application
of the legislation;
 Negotiating the resolution of formal complaints;
 Advising applicants, third parties and complainants of their rights and obligations
under the legislation;
 Managing and reporting on privacy breaches;
 Annually updating and publicly reporting the Personal Information Banks under
the Agency’s control;
 Conducting/securing Privacy Impact Assessments in support of the Act and
associated Regulations, Policies and Directives of Justice Canada and the
Treasury Board Secretariat (TBS);
 Compiling statistics; and
 Preparing the Agency’s annual report on the administration of the Act.
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Statistical Report – Interpretation and Analysis
Appendix B provides a summarized statistical report on Privacy Act requests processed
by the Agency from April 1, 2016, to March 31, 2017.

Privacy Act Requests Received
As indicated in the statistical report, the Agency received no requests under the Act
during the 2016-2017 fiscal year. The table below demonstates that the Agency has
received a declining number of Privacy requests over the past few fiscal years.

Number of
Requests Received

2013-2014

2014-2015

2015-2016

2016-2017

3

2

0

0

Disclosures under Paragraphs 8(2)(e), (f), (g), and (m) of the Privacy Act
There were no disclosures pursuant to paragraphs 8(2)(e), (f), (g), and (m) of the Act
during the 2016-2017 reporting period.

Complaints / Investigations / Appeals to the Court
There were no complaints filed with the Office of the Privacy Commissioner of Canada
during the reporting period. As well, there were no investigations and no appeals to the
Federal Court of Appeal.
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Privacy Impact Assessments
One Privacy Impact Assessment (PIA) for the Environmental Assessment Delivery,
Facilitated by the Environmental Assessment Management System (EAMS) was
completed on January 25, 2017.
The Risk Analysis for this PIA identified five medium and two high risks related to the
management of personal information through EAMS. These risks have been addressed
by a mitigation strategy involving the following:


Augmentation of the Agency’s Privacy Management. This includes updating
the following documents: The Privacy Notice, the Privacy Impact Assessment
Directive, the Privacy Breach Policy, and the Privacy Protocol. Final approval is
ongoing for the implementation of some of these policy instruments.



Training. The Agency is developing a communication strategy to promote staff
awareness of the importance of the above mentioned policy instruments. The
Agency is also developing a training strategy for the implementation of EAMS.
Both strategies will enhance observance of the privacy protection requirements
within the Agency and surrounding the use of EAMS.



Protected B certification of the EAMS hosted platform. The Agency has
secured certification that the platform is cleared for Protected B.



Establishment of Records Disposition Authorities (RDAs). The Agency is
working towards establishing RDAs with Library and Archives Canada.



Registration of a new Personal Information Bank (PIB) to replace an
existing Class of Records. A new PIB has been included in this PIA, and has
been submitted to the Treasury Board Secretariat of Canada (TBS) for
registration.

It was posted to the Agency’s external website on February 9, 2017 and more
information can be found at https://www.canada.ca/en/environmental-assessmentagency/corporate/transparency/executive-summary.html
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Data Matching and Sharing Activities
There was no data matching or sharing activities undertaken during this reporting period.

Policies, Guidelines and Procedures
There were no policies, guidelines or procedures implemented during this reporting
period.

Training and Awareness
Agency employees are provided with training and guidance to assist them in fulfilling
their duties under the Privacy Act. The ATIP Coordinator provides advice and support on
an as-needed basis.
Employees have been directed to take the Privacy-related training offered by the
Canada School of Public Service. Training and reference materials are also made
available to employees on the Agency’s Intranet site.

Monitoring and Reporting
The Agency continues to ensure compliance with the Act through effective reporting and
monitoring mechanisms. Weekly ATIP reports are provided to the Executive
Management Committee. These reports include depersonalized status of any individual
requests, as well as compliance statistics. Special reports are also submitted to provide
justification for any time extensions.

Privacy Breaches
The Agency had three (3) privacy incidents during the reporting period. These breaches
were not significant and therefore were not reported to the Office of the Privacy
Commissioner.
To mitigate the effects of these breaches and to prevent recurrence, the employees were
reminded and referred to the Agency’s Privacy Policy as well as the TBS Policy on
Government Security.
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Appendix A: Designation Order
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Appendix B: Statistical Report on the Privacy Act
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