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Why We Need To Be “Al Ready”

Through 2022, over 75% I
of organizations will use

, Al grew 270% in the past
four years and tripled in

{ )
machine learning If yo u r d ata i s b a d , | the past year

your machine learning

S — tools are useless excesdingly wel, bt f she

already implemented Al

in some form - Dr Thomas Redman, Harvard Business Review, April 2018

GDPR requires
explanation of automated
decisions involving people

Government of Canada
funded $125 million toward

the Pan-Canadian Al Strategy
and S950 million for the
Superclusters initiative

Sources : Gartner & ACM (Association for Computer Machinery)

conditions of the task

change only a bit, it fails

« ... and potentially harmful » Systems buit on

immature and rapidly
evolving technology such as

- Hubert Laferriére, IRCC AAL, September 2018 machine learning will have

spectacular successes and
dismaying failures

A key mechanism for
delivering ethical Al is being
open and transparent.

- Alex Benay, Canada CIO

Al & ML systems should
be developed and
deployed with special

care !




Develop and implement analytics based risk triage
TRV Context to automate TR applications decision processes

to manage:

Incomplete and restrictive | - . ) Unclear / undefined processes
R o Data Dictionary not available

No agreed upon standard of

Incorrect matching - Model Explainability
naming derived fields

of client’s UCls « Algorithm Trustability
- Model Robustness

q Inability to explore beyond | q Lack of inheritance in ) * Model Certificability

a small subset of data models and scripts

Some data points not
collected for all applicants

Textual Unstructured
Data stored in SQL dbs

Busi Data Acquisiti
Ll ata Acquisition Modeling Validation Deployment

Understanding & Understanding

Some data pOintS CO”ected, Flags creation should Undefined / unclear processes to
but not available for AAL be pushed to Netezza demonstrate:
Generic fields used Standard keywords not . ; ;
q for data entry ] o used by the Visa Officers ] . E{L\?ig}lc%;epﬁ?arr'ge

IMPACTS OF DATA ISSUES

Limits capacity to Can make decision
- .y . Impacts trust in Impacts IRCC
automate application capability to challengeable and

algorithm results e as
approvals extend analytics exposed to litigation




TRV Context

Incomplete and restrictive
access to data

N

We lack an approved Accessibility
Rule; we lack clear processes and
responsibilities to enforce it

Business
Understanding

Data Acquisition
& Understanding

Modeling

Develop and implement analytics based risk triage
to automate TR applications decision processes

Unclear / undefined processes
to manage:

«  Model Explainability
« Algorithm Trustability
Model Robustness

Model Certificability

Generic fields used
for data entry

\

We lack an approved Data Entry
Validation Rule; we lack clear processes
and responsibilities to enforce it

We lack approved
Algorithm Robustness Rules;
we lack clear processes and
responsibilities to enforce them




What It Means To Be “Al Ready”

It means ensuring that the required

rules, processes and responsibilities
related to the management of your data are

defined, approved, enforced
and monitored




The Required Rules, Processes & Responsibilities

UNDERSTAND ENSURE QUALITY USE / SHARE

BUSINESS LANGUAGE DATA ENTRY ETHIC SECURITY
External Data Source Privacy
2 Calculation & Formulas Data Validation Business Purpose Sensitivity
E DATA LINEAGE DQ MANAGEMENT Machine Learning Security
I'|I_'I Data System Lineage Metrics & Thresholds Sensitive Data Usage USAGE
E Data Process Mapping Error Processing TRANSPARENCY Retention
TECHNICAL LANGUAGE INTEGRATION Audit
Data Models Authoritative Source
Data Dictionary Matching & Survivorship

Business Data Acquisition

' idati Deployment
Understanding & Understanding BT Validation ploy

Al DATA UNDERSTANDING Al KNOWLEDGE DISCOVERY Al DEPLOYMENT & MONITORING
(O
E Pata .Sgurc.e Algorithm Robustness FeaFure . Tes.ting.& Scoring
(@) Identification Engineering Validation Performance
LLl
% Algorithm Certifiability Model Creation Handoff Monitoring
Explicability & Model Training Re —Train & Re —

Operationalize

Interpretability & Evaluation Score



The Required Rules, Processes & Responsibilities

Key Issues: Impacts:
=Data Points inconsistently collected Can make decision challengeable, exposes the department to litigation
=Standard key words not used by Visa Officers and increases the risk of refugee claims

Business Terms
Client

Business
I_}-
Glossary Temporary Residence Visa

DM Rules

_} Robustness to Senseless
Data Rule
Framework 4 DMR Category DMR Category _}
< Value Group Business _’ Algorithm Robustness - D AHEESRE
Understanding Management
—)‘ Understand
R
Data Algorithm — to (?:au:t:(::Ie
Understanding Certifiability
DM Rules l‘ Knowledge Explicability & Hardening of Algorithm by
+ Improve » Discovery Interpretability - Data Set Enrichment

—’{ Use/Share =P IAD:np;z\i{tr:::;and - Privacy by Design

da

oo



The Required Rules, Processes & Responsibilities

Key Issues: Impacts:
=Data Points inconsistently collected Can make decision challengeable, exposes the department to litigation
=Standard key words not used by Visa Officers and increases the risk of refugee claims

Process to define & approve outliers patterns & thresholds

ENFORCEMENT
PROCESSES

Processes to define & approve data quality criteria
(e.g.: completeness, consistency, accuracy, precision, relevance,...)

Process to detect & approve new outliers patterns

DM Rule

Robustness to Senseless SUSTAINMENT
Data Rule PROCESSES

Process to approve new data quality criteria

Process to approve modifications to outliers & thresholds

I A

Process to approve modifications to data quality criteria

+

Process to ensure outliers & thresholds relevance on a recurrent basis
DMR Processes

Implementation Status

AUDIT

PROCESSES
- Implemented

Partially Implemented

- Not Implemented

Process to ensure data quality criteria relevance on a recurrent basis

+

+

Process to confirm review of risk appetite on a regular basis

0'0'¢® 0006 @0




Temporary Resident Volume Management
DATA MANAGEMENT IMPLEMENTATION DASHBOARD

FILTER CRITERIA

DATA MANAGEMENT RULES

Criticality Ownership Status
DRAs | TRVM-AA V]
Value Groups | (All) V] Mandatory Approved
Very High
Data Rule Categories | (All) W
7 | High )
Data Rule Types | (All) W 12 | Validated
3 | Medium
Data Rule Criticality | (All) W 4| Low Assigned
Draft
Policies enforced | (All) W
Data rules | (All) W 12 | Not Required Not Assigned Does not exist
Roles Responsibilities Competency Enforcement  Sustainment Monitoring
Implemented
Defined Acquired Implemented
Partially
Assigned Implemented
Partially Partially Implemented
Defined Acquired

Partially
81 | Assigned

Not Not
Defined Not Assigned Acquired

Partially
Implemented
Partially
Implemented
Not Not

Implemented Implemented

Operational

Partially

Operational
Not Not
Implemented Operational




How to make it happen ? — TRV context

| 1. ASSESS

Gaps & Priorities

Clear understanding of what you need
to implement to meet your goals

Data Readiness Assessment

Y

Iterative Process

| 3. GOVERN

Enforcement / Compliance

Ability to enforce DM rules and
respond to regulators' requests
based on concrete evidence

) S

2. IMPLEMENT

Implementation Tasks

Ability to actively manage your DM
program globally, from a business
transformation perspective
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Key Takeaways

Al readiness is critical

* Being Al Ready means that

The rules, processes and responsibilities specifically required

by Al processes must be defined, approved, implemented
and monitored

e Al Governance can be achieved, incrementally, by

1. Assessing the gaps between your current and target state

2. Implementing the identified priorities

3. Governing the implemented rules, processes and
responsibilities

12



Are you Al Governed ?




