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Th e  C i t i z e n  L a b  i s  a n  
i n t e r d i s c i p l i n a r y  l a b o r a t o r y  
b a s e d  a t  t h e  M u n k  S c h o o l  o f  
G l o b a l  A f fa i r s  a n d  P u b l i c  P o l i c y  
a t  t h e  U n i v e r s i t y  o f  To r o n t o  
f o c u s i n g  o n  r e s e a r c h ,  
d e v e l o p m e n t ,  a n d  h i g h - l e v e l  
s t r a t e g i c  p o l i c y  a n d  l e g a l  
e n g a g e m e n t  a t  t h e  i n t e r s e c t i o n  
o f  i n f o r m a t i o n  t e c h n o l o g i e s ,  
h u m a n  r i g h t s ,  a n d  g l o b a l  
s e c u r i t y .

Th e  I H R P  a d v o c a t e s  f o r  t h e  m o s t  
d i s e n f r a n c h i s e d ,  b o t h  i n  C a n a d a  

a n d  a b r o a d .  Th e  P r o g r a m  h a s  
e s t a b l i s h e d  a n  i m p r e s s i v e  t r a c k  

r e c o r d  f o r  a d v o c a t i n g  f o r  t h e  
r i g h t s  o f  m i g r a n t s ,  r e f u g e e s ,  

w o m e n ,  c h i l d r e n ,  s ex u a l  
m i n o r i t i e s ,  I n d i g e n o u s  P e o p l e s ,  
e t h n i c  m i n o r i t i e s ,  i m m i g r a t i o n  

a n d  c r i m i n a l  d e t a i n e e s ,  
j o u r n a l i s t s ,  h u m a n  r i g h t s  

a c t i v i s t s ,  a n d  i n d i v i d u a l s  w i t h  
m e n t a l  h e a l t h  i s s u e s .

P E T R A  M O L N A R L E X  G I L L



!4

M I G R AT I O N

H U M A N   
R I G H T S

T E C H N O L O G Y

T H I S  R E P O R T

C I T I Z E N  L A B

I H R P



!6

T H E S E  T E C H N O L O G I E S  
A R E  A L R E A D Y  I N  U S E  

A N D  I N  D E V E L O P M E N T

1



!7

T H E S E  T E C H N O L O G I E S  
A R E  A L R E A D Y  I N  U S E  

A N D  I N  D E V E L O P M E N T

T H E  S H E E R  S C A L E  O F   
P O T E N T I A L  I M PA C T  I S   

E X T R A O R D I N A R Y

1 2



!8

T H E S E  T E C H N O L O G I E S  
A R E  A L R E A D Y  I N  U S E  

A N D  I N  D E V E L O P M E N T

T H E  S H E E R  S C A L E  O F   
P O T E N T I A L  I M PA C T  I S   

E X T R A O R D I N A R Y

T H E  R I S K S  T O  H U M A N  
L I V E S  A N D  H U M A N   
R I G H T S  A R E  R E A L

1 2 3



!9

T H E S E  T E C H N O L O G I E S  
A R E  A L R E A D Y  I N  U S E  

A N D  I N  D E V E L O P M E N T

T H E  S H E E R  S C A L E  O F   
P O T E N T I A L  I M PA C T  I S   

E X T R A O R D I N A R Y

T H E  R I S K S  T O  H U M A N  
L I V E S  A N D  H U M A N   
R I G H T S  A R E  R E A L

I M M I G R AT I O N  L AW  I S  
H I G H L Y  D I S C R E T I O N A R Y ,   
W I T H  W E A K  S A F E G U A R D S  

A N D  O V E R S I G H T  

1 2 3

4



!10

T H E S E  T E C H N O L O G I E S  
A R E  A L R E A D Y  I N  U S E  

A N D  I N  D E V E L O P M E N T

T H E  S H E E R  S C A L E  O F   
P O T E N T I A L  I M PA C T  I S   

E X T R A O R D I N A R Y

T H E  R I S K S  T O  H U M A N  
L I V E S  A N D  H U M A N   
R I G H T S  A R E  R E A L

I M M I G R AT I O N  L AW  I S  
H I G H L Y  D I S C R E T I O N A R Y ,   
W I T H  W E A K  S A F E G U A R D S  

A N D  O V E R S I G H T  

A  L E G A L  A N D  P R A C T I C A L  
N E X U S  W I T H  N AT I O N A L  
S E C U R I T Y  L AW  M E A N S  

E V E N  W E A K E R  O V E R S I G H T

1 2 3

4 5



!11

T H E S E  T E C H N O L O G I E S  
A R E  A L R E A D Y  I N  U S E  

A N D  I N  D E V E L O P M E N T

T H E  S H E E R  S C A L E  O F   
P O T E N T I A L  I M PA C T  I S   

E X T R A O R D I N A R Y

T H E  R I S K S  T O  H U M A N  
L I V E S  A N D  H U M A N   
R I G H T S  A R E  R E A L

I M M I G R AT I O N  L AW  I S  
H I G H L Y  D I S C R E T I O N A R Y ,   
W I T H  W E A K  S A F E G U A R D S  

A N D  O V E R S I G H T  

A  L E G A L  A N D  P R A C T I C A L  
N E X U S  W I T H  N AT I O N A L  
S E C U R I T Y  L AW  M E A N S  

E V E N  W E A K E R  O V E R S I G H T

“ A . I .  H Y P E ”  A N D  
T E C H N O S O L U T I O N I S M   
C A N ’ T  F I X  A  G L O B A L   

H U M A N I TA R I A N  C R I S I S  

1 2 3

4 5 6



!14

A S S O C I AT I O N ,   
R E L I G I O N ,   

E X P R E S S I O N
F R E E D O M  O F   
M O V E M E N T

L I F E ,  L I B E R T Y ,  
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HUMAN RIGHTS IMPACTS



!15

E Q U A L I T Y  A N D   
F R E E D O M  F R O M   

D I S C R I M I N AT I O N

HUMAN RIGHTS IMPACTS

D i r e c t  v e r s u s  i n d i r e c t   
d i s c r i m i n a t i o n

R i s k  o f  c r e a t i n g  f e e d b a c k  
l o o p s  a n d  e x a c e r b a t i n g   
e x i s t i n g  p a t t e r n s  o f  b i a s  
i n  a  h i g h l y  d i s c r e t i o n a r y   
s y s t e m

A I  a n d  m a c h i n e  l e a r n i n g   
a l r e a d y  h a v e  a  p r o b l e m a t i c  
t r a c k  r e c o r d  —  e s p e c i a l l y  
w i t h  r a c e  a n d  g e n d e r
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HUMAN RIGHTS IMPACTS

P R I VA C Y  R I G H T S   
A N D  D ATA   

P R O T E C T I O N

P r i v a c y  r i g h t s  i n  b o t h  
“ i n p u t s ”  a n d  “ o u t p u t s ”

A c c u r a c y  o b l i g a t i o n  m a y  
b e  c a s e  a n d  a p p l i c a n t   
s p e c i f i c  ( s e e  E w e r t )

Te n s i o n s  b e t w e e n  n e e d  
t o  m i n i m i z e  a n d  m a x i m i z e  
d a t a  i n  o r d e r  t o  p r e v e n t   
h a r m s  
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( in practice, they all intersect)
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ADMINISTRATIVE LAW ISSUES

PROCEDURAL 
FAIRNESS

STANDARD  
OF REVIEW
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A lack of technical capacity within government can lead to a 
potentially inappropriate reliance on the private sector. 
Adopting emerging and complex tools at the bleeding edge of 
scientific development without in-house talent capable of 
understanding, evaluating, and managing these technologies is 
not responsible from an engineering perspective (as well as a 
legal and ethical one).

L A C K  O F  T E C H N I C A L  C A PA C I T Y

Private sector businesses have an independent responsibility 
to ensure that the technologies they develop do not violate 
international human rights. They also have clear legal 
obligations to comply with Canadian law, including privacy 
and human rights legislation, in the development of their 
products and services.

P R I VAT E  S E C T O R  A C C O U N TA B I L I T Y

OTHER SYSTEMIC CHALLENGES
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Automated systems may streamline services, increase 
accessibility, and shorten delay. However, they may also 
exacerbate existing barriers to access and create new ones.

A C C E S S  T O  J U S T I C E

Canada has a unique opportunity to develop international 
standards that regulate these technologies in accordance with 
domestic and international human rights obligations. It is 
essential to set a clear example for countries with more 
problematic human rights records and weaker rule of law.

G L O B A L  I M PA C T S

Automated systems may strengthen the transparency, 
regularity, and explainability of administrative decision-
making in some cases. Yet if the public believes that these 
technologies are coloured by bias or operate arbitrarily, the 
impact on public confidence in the administration of justice 
will be difficult to repair. 

P U B L I C  C O N F I D E N C E
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1
A u t o m a t e d  d e c i s i o n  s y s t e m s  
a d o p t e d  b y  g o v e r n m e n t  m u s t  
r e s p e c t  i n t e r n a t i o n a l  h u m a n   
r i g h t s  l a w  a n d  t h e  C h a r t e r  

I m m i g r a t i o n  a n d  r e f u g e e  l a w   
i s  a  p a r t i c u l a r l y  h i g h - r i s k   
l a b o r a t o r y  f o r  e x p e r i m e n t s   
w i t h  t h e s e  t e c h n o l o g i e s  

T r a n s p a r e n c y  r e g a r d i n g   
c u r r e n t  p r a c t i c e s ,  i n d e p e n d e n t   
o v e r s i g h t ,  a n d  n e w ,  b i n d i n g   
s t a n d a r d s  a r e  u r g e n t l y  n e e d e d

2

3



Q U E S T I O N S ?




