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SAMPLE

[bookmark: _Hlk197703654]Information sharing arrangement between federal institutions
[In this document, text in black is content. Text in light blue and in square brackets is instructional text or text that needs to be modified. Delete the square brackets and instructional text and change the font colour to black when you’re done entering the information requested.]

[Title describing the service(s) or program(s) to which the arrangement applies]
(the Arrangement)
between
[Name of institution]
(Disclosing institution directly collecting and disclosing the personal information in the case of a one-way disclosure or First Party in the case of a two-way disclosure or multi-party exchange)
Represented by [Title of Signatory] of [Name of Program or Branch, and Institution] and herein referred to as [Disclosing Institution or First Party]
and
[Name of the institution] (Receiving institution indirectly collecting and using the personal information in the case of a one-way disclosure or Second Party in the case of a two-way disclosure or multi-party exchange)
Represented by [Title of Signatory] of [Name of Program or Branch, and Institution] and herein referred to as [Receiving Information or Second Party]
Collectively referred to as “The Parties”
Effective date:
Expiry date (when applicable):
1. Preamble
The preamble should:
· separately describe the mandate of all parties (institutions) to this arrangement
· [bookmark: _Hlk49771714]outline the reasons for the Arrangement, explain why information is being shared instead of proceeding with direct collection, describe the potential outcomes that the Arrangement seeks to achieve, and provide relevant background information
· reference legislation under which each party is authorized to collect and disclose personal information, as applicable
· Indicate whether information is to be subsequently disclosed to a third party, for example to a service provider (can only be for a consistent use for which it was collected initially). 
2. Provisions
2.1 Type of Arrangement
This Arrangement involves [include one of the following options]:
· one-way disclosure
· two-way disclosure
· multi-party one-way disclosure
· multi-party two-way disclosure
2.2 Duration of Arrangement
This Arrangement is for [include one of the following options]:
· one-time disclosure 
· determinate period disclosure
· unspecified period disclosure
Details on the frequency of transmission between parties are presented in Annexes A and B.
3. Legal authority for collection and disclosure 
3.1 The legal authority for the collection and a detailed list of the types of personal information subject to disclosure under this Arrangement is presented in Annexes [A and B and/or C] of this Arrangement. 
4. Accuracy of personal information and compliance with standards
Accuracy
4.1 Each Party must take all reasonable measures to maintain complete, accurate and up-to-date personal information for disclosure under this Arrangement.
4.2 Each party agrees to notify the other Party when an individual requests a correction to their personal information in accordance with the process presented in Annexes [A and B and/or C].
Applicable standards
4.3 Institutions must make every reasonable effort to ensure that all personal information disclosed – which includes all associated metadata used to describe it – is relevant and meets applicable standards (such as for quality).
4.4 (If applicable) Each Party agrees to list, under Annexes [A and B and/or C] any international and/or GC data and information standards (for example, to enable interoperability) applied to the personal information shared as part of this Arrangement.
4.5 (If applicable) Annexes [A and B and/or C] include details pertaining to standards.
5. Use
5.1 [“The Parties” [if a two-way or multi-party sharing Arrangement] or “the Receiving Institution” [if a one-way sharing Arrangement] must not, in respect of any personal information that they collect under this Arrangement, use the personal information for a purpose other than that for which it was collected. Annexes A, B, and/or C describe the uses of the information.
Secondary use
5.2 However, the Parties may use personal information that they have collected under this Arrangement for a purpose other than that for which it was disclosed, if:
i. they provided advance notice to the Disclosing Institution or First Party and 
ii. they have the written consent of the individual to whom that information relates and
iii. the secondary use is then documented in Annex B
6. [bookmark: _Hlk125115036]Disclosure
6.1 [“The Parties” (if a two-way or multi-party sharing Arrangement) or “the Receiving Institution” (if a one-way sharing Arrangement)] must not, in respect of any personal information received under this Arrangement, disclose the personal information to any individual or institution for a purpose other than that for which it was collected.
Secondary disclosure
6.2 However, the Parties may disclose personal information that they collect under this Arrangement to any individual or institution that is not party to this Arrangement (third party), if:
i) they provide advance notice to the Disclosing Institution or First Party and
ii) they have the written consent of the individual to whom that information relates
or if both of the following conditions are met
iii) they are authorized by legislation to do so and
iv) there is an arrangement between the receiving institution and the third party with equivalent security and privacy safeguards
If applicable, complete Annex I where a research undertaking under section 8(2)(j) of the Privacy Act is part of the program of the Receiving Institution or Second Party.
7. Access rights
7.1 In the event of a request under the Access to Information Act or Privacy Act, the Parties agree to consult each other if the institution that received the request for access requires more information for the proper exercise of discretion or intends on disclosing the information.
8. Method of exchange and frequency of sharing
8.1 Personal information covered by this Arrangement will be provided by the Parties in a mutually agreed format, protocol, and technology, as defined in Annex D.
8.2 The Parties will make all reasonable efforts to ensure that the personal information they provide to each other under this Arrangement is provided in a timely and secure manner.
9. Information management
9.1 The personal information exchanged under this Arrangement shall be collected, used, maintained, stored, retained, disclosed, destroyed or disposed of and otherwise administered and protected in accordance with the Privacy Act, the Library and Archives of Canada Act, and any regulations made under those Acts and any other applicable federal legislation, Treasury Board Policy on Service and Digital, the Policy on Privacy Protection, their supporting policy instruments, and Annexes D and F. 
10. Security management
10.1 The personal information shared under this Arrangement shall be released, transmitted, handled, used, stored, destroyed or disposed of and safeguarded in accordance with the Treasury Board Policy on Government Security and its supporting policy instruments, the Standard on Systems that Manage Information and Data and other related policies, standards and directives, as well as all applicable departmental policies, protocols, operating directives, and guidelines covering the administrative, technical and physical safeguarding, and disposal, of the personal information, and Annexes D and E.
10.2 [“The Parties” (if a two-way or multi-party sharing Arrangement) or “the Receiving Institution” (if a one-way sharing Arrangement)] will treat information they receive, at minimum, according to the security designation as assigned by the institution responsible for the initial collection. 
10.3 The Parties must ensure that only authorized personnel have access to and use of the personal information exchanged under this Arrangement and only to carry out the purpose(s) specified in this Arrangement and annexes.
10.4 In the event of a court order to disclose personal information obtained under this Arrangement and its annexes, the Parties agree to notify each other prior to disclosing information.
10.5 This Arrangement meets security requirements under section F.2.3 of the Mandatory Procedures for Security in Contracts and Other Arrangements Control in the Directive on Security Management, which are described in Annex D and attested for in Annex E.
11. Addressing suspected security incidents and privacy breaches
11.1 In the event of a suspected security incident or privacy breach, the affected party must immediately notify the other Party[ies] and provide a detailed written report of the circumstances of the incident or breach and of any remedial actions undertaken in response to said incident or breach as soon as possible.
11.2 On receipt of the notice of a suspected security incident or privacy breach, the Party so notified shall review the steps proposed by the other Party to address or prevent a recurrence of an incident or a breach.
11.3 On receipt of the notice of a suspected security incident or privacy breach, the Party so notified may do any of the following:
a) recommend that any additional specific steps be taken to prevent a recurrence
b) suspend the disclosure of personal information under this Arrangement until satisfied that the other Party has complied with the arrangement and any directions issued under sub-clause b
c) terminate this Arrangement in accordance with clause 21 (Termination)
11.4 Institutions must follow their established security incident or privacy breach management plans, including notifying the Office of the Privacy Commissioner and Treasury Board of Canada Secretariat where required for a privacy breach.
11.5 Annex G details each Parties’ procedures that must be followed in a security incident or privacy breach investigation, as well the title of officials to be notified in case of suspected security incidents or privacy breaches. 
12. Retention period and disposition
12.1 The Parties will retain the personal information they provide to each other under this Arrangement for a period specified in Annexes A and B, in accordance with conditions and considerations set out by federal statutes, regulations and directives, as well as both Parties’ records management policies.
12.2 At the end of the retention period, the Parties retain a certificate of destruction as outlined in Annex F and note the destruction in the institution’s Info Source website.
13. Compliance monitoring and audits
13.1 The Parties may audit their respective information management practices related to any aspect of this Arrangement.
13.2 The Parties agree to provide a copy of their respective audit reports and any action plans to each other within one month of the final approval of the reports
14. Transparency
14.1 The Parties agree to make public the entirety of the Arrangement if permissible by law. 
or
The Parties agree to make public a summary of the Arrangement, as per Annex K. 
14.2 The Parties agree to make the details of this Arrangement available on [name platform, for example: the Government of Canada’s Open Government portal; or their respective institutional websites]. 
14.3 The Parties will update the related personal information banks for the programs to reflect the exchange of information in this Arrangement. 
15. Notice
15.1 The Parties must provide each other, as soon as practicable, notice of any change in legislation, regulation, policy, technology or funding relating to their respective programs that may impact either Party’s ability to fulfill the obligations as described in this Arrangement.
The Parties agree to advise and consult the other Party six months in advance if information technology changes will affect the availability, cost, means of access or reliability of the information agreed to be exchanged.
15.2 The Parties will notify each other of Access to Information Act or Privacy Act complaints received by their respective Access to Information and Privacy coordinators in relation to the personal information subject to the Arrangement.
15.3 In the event of an investigation or complaint to the Office of the Privacy Commissioner or Office of the Information Commissioner, all parties will ensure their full cooperation.
15.4 Under paragraphs 5.2 and 6.2 of this Arrangement, the Parties will either notify each other of any secondary uses or disclosures of information that was not previously contained in this Arrangement or seek authorization from the Disclosing Party.
15.5 All notices required to be given in this Arrangement will be in writing by, or on behalf of, the designated officials identified in clause 21 of this Arrangement. 
16. Financial arrangement
Without cost‑recovery
16.1 The Parties agree that, as a general principle, information will be exchanged between the Parties without charge, where the sharing of information contributes to or is clearly in the interest of effective program administration.
With cost‑recovery
Note: In the event that the Disclosing Institution can provide information to the other only on a cost‑recovery basis, they are to refer to the Directive on Charging and Special Financial Authorities and the Financial Administration Act to familiarize themselves with the financial policy requirements, and in particular confirm that they have appropriate authorities to initiate cost‑recovery. Cost‑recovery is not automatic and should only be considered on a case-by-case basis after an assessment of materiality.
16.2 [Receiving institution] agrees to reimburse [disclosing institution] for costs incurred in providing the information outlined in this Arrangement. Annex J provides additional information with respect to the cost‑recovery process.
17. Review
17.1 This Arrangement will first be reviewed in [enter month and year], and every [enter number of years] years thereafter, to ensure that it remains up to date and to make any amendments that may be required. Results will be documented in writing and retained by both parties. 
18.  Amendments
18.1 This Arrangement and its annexes may be amended at any time with the mutual consent of the parties, and articulated by an exchange of letters between the officials designated for this purpose as outlined in Annex H.
19. Termination
19.1 Termination of this Arrangement or of an annex will be affected by mutual consent in writing between the Parties, or by one of the Parties providing the other Party [insert notification period] written notice of termination. Notice must be given by the persons occupying the positions of the signatories to this Arrangement. 
19.2 Should this Arrangement or an annex to this Arrangement be terminated, sections pertaining to the management and safeguarding of information will continue to apply to the information that has already been exchanged. 
19.3 All rights and obligations of both Parties under this Arrangement will cease to be in force except the obligation for account reconciliation and the issuance of a final invoice, if appropriate.
19.4 Upon termination, the institutions will advise their Access to Information and Privacy Offices accordingly and update the respective personal information banks related to the programs. 
20. Conflict resolution
20.1 The Parties must make all reasonable efforts, in good faith, to resolve any disputes arising from the interpretation or implementation of this Arrangement through informal discussions and the development of mutually satisfactory options.
20.2 Matters that cannot be resolved at the working level must be referred to the designated official of each Party, as outlined in Annex H.
20.3 Should the designated officials not be able to resolve a dispute, the deputy minister (DM) of each institution party to the Arrangement will act as the ultimate level of dispute resolution. 
21. Designated officials
21.1 The following designated officials, for the [Disclosing Institution or First Party] and [Receiving Institution or Second Party], have overall administrative responsibility for this Arrangement and its annexes.
21.2 Both parties may designate other officials who are the points of contact for the purposes of this Arrangement. Annex H identifies other designated officials who have responsibility for carrying out specific terms and conditions of the Arrangement.
21.3 Annexes A and B identify those officials who are authorized for receiving and disclosing the information.
For the [name of Disclosing Institution or First Party]: 
[Title of designated official]
[Branch]
[Division]
[Directorate]
[Address]
[Phone number]
[Program’s generic email address (if applicable]
[Signature]

For the [name of Receiving Institution or Second Party]: 
[Title of designated official]
[Branch]
[Division]
[Directorate]
[Address]
[Phone number]
[Program’s generic email address (if applicable]
[Signature]
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