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Annex A – Detailed information for [The Disclosing Institution or First Party]

1. Legislative authorities

The [Disclosing Institution or First Party] has the authority to collect the information pursuant to [section/paragraph xx of the] [XYZ] Act:

If your institution has a different legal authority to disclose the information, add the following clause:

The [Disclosing Institution or First Party] has the authority to disclose the information pursuant to [section/paragraph xx of the] [XYZ] Act:

2. Information subject to disclosure 

The [Disclosing Institution or First Party] will disclose the following elements of personal information:

Detailed list of personal information or type of personal information subject to disclosure under this Arrangement.
[Include elements of personal information, for example 1) name, 2) address, and sub-elements associated with these elements, such as 1) first name / middle initial / last name, 2) street name / street number / city / province /postal code.] 

3. Administrative purpose

[Describe the administrative decisions the parties will use the personal information for.]

4. Notification to affected individuals 

[Describe why the information is being collected, any statutory authority for the collection, how it will be used, and who it will be shared with and why.]

5. Data and information standards in use

[If applicable, outline any international or GC data and information standards that are being applied to the personal information subject to sharing as well as details impacting the data quality, and any limitations on secondary uses for the data received.]


6. Personal information banks or classes of personal information

[List the title, number and TBS registration number of the personal information bank(s) (PIBs) or class(es) of personal information related to this Arrangement and a statement, if needed, identifying whether the PIB will be updated to reflect this arrangement.] 

7. Frequency of transmission

The information will be disclosed [specify the frequency of or schedule for the sharing of personal information].

8. Request for correction of personal information

[Explain how each Party will be notified of requests for correction of personal information.]

9. Authorized officials for [specify Disclosing Institution or First Party]

For releasing the information [or receiving and releasing for two-way disclosure]:

[Title]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

For details concerning the information released [or received and released for two-way disclosure]:

[Title]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]



Annex B – Detailed information for the [Receiving Institution or Second Party]

1. Legislative authorities

The [Receiving Institution or Second Party] has the authority to collect the information pursuant to [section/paragraph xx of the] [XYZ] Act:

If your institution has a different legal authority to disclose the information, add the following clause:

The [Receiving Institution or Second Party] has the authority to disclose the information pursuant to [section/paragraph xx of the] [XYZ] Act:

2. Administrative purpose

[Describe the administrative decisions the institution will use the personal information for, as well as any planned secondary uses.]

3. Data and information standards in use

[If applicable, outline any international or GC data and information standards that are being applied to the personal information subject to sharing as well as details impacting the data quality, and any limitations on secondary uses for the data received.]

4. Personal information banks or classes of personal information

[List the title, number and TBS registration number of the personal information bank(s) (PIBs) or class(es) of personal information related to this Arrangement and a statement, if needed, identifying whether the PIB will be updated to reflect this arrangement.] 

5. Retention period

[Outline any exceptions to the retention period from section 4 of the Privacy Regulations, as well as any specific disposition requirements to Library and Archives Canada.]

6. Disposition of information

[Outline steps to dispose of the personal information upon termination of the agreement, whether by transferring to Library and Archives Canada, securely destroying the personal information, or returning it to the source after the retention period expires. Institutions requiring a certificate of destruction should include it in this Arrangement.]

7. Request for correction of personal information

[Explain how each Party will be notified of requests for correction of personal information.]

8. Authorized officials for [specify Receiving Institution or Second Party]

For receiving the information [or receiving and releasing for two-way disclosure]:

[Title]
[Division]
[Directorate]
[Department]
[Address]
[Email]


Telephone:	[(XXX) XXX-XXXX]

For details concerning the information received [or received and released for two-way disclosure]:

[Title]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]



Annex C – Sharing for non-administrative purposes 
[if applicable]

1. General

This annex has been developed in accordance with paragraph XX of this Arrangement and applies to non-administrative uses such as statistical analysis, research, evaluation and policy development.

[Provide which legislative authorities allow you to disclose and use information for a non-administrative purpose.]

2. De-identification of information

[Provide detailed list of de-identified information subject to collection and disclosure under this Arrangement, as well as the methods used to de-identify the information.]

3. Non-administrative purposes

[Explain how each party may use the personal information for non-administrative purposes, such as policy development, statistical analysis, research and program evaluation.]

4. Notification to affected individuals 

[Describe why the information is being collected, any legal authority for the collection, how it will be used, and who it will be shared with and why.]

5. Data and information standards in use

[If applicable, outline any international or GC data and information standards that are being applied to the personal information subject to sharing as well as details impacting the data quality, and any limitations on secondary uses for the data received.]

6. Personal information banks or classes of personal information

[List the title, number and TBS registration number of the personal information bank(s) or class(es) of personal information related to this Arrangement.] 

7. Request for correction of personal information

[Explain how each Party will be notified of requests for correction of personal information.]


Annex D – Transmission and safeguarding of information

1. General
This annex has been developed in accordance with paragraphs XX of this Arrangement.
2. Mode of transmission

2.1 The information provided by the [Disclosing Institution or First Party] to the [Receiving Institution or Second Party] [or exchanged between the Parties] will be transferred using [list protocols, formats, methods, and technology agreed upon by all Parties. A diagram of the flow of the information can be presented.] 
Do not include technical information that may expose potential vulnerabilities related to systems and IT infrastructure. 

2.2 Alternative modes of transmission may be used in case in exceptional circumstances.

3. Security of personal information

3.1 [Describe the administrative, technical, physical or other safeguards required to protect the confidentiality and security of the information shared, especially with regard to its use and disclosure (for example, measures to prevent unauthorized access).] 

4. Tools to track access to records

4.1 [Describe the audit trail tools and methods used to track modifications to records, access to records and disclosures.] 


Annex E – Attestation of consideration of security requirements

1. General
This annex has been developed in accordance with paragraph XX of this Arrangement and section F.2.3 of the Mandatory Procedures for Security in Contracts and Other Arrangements Control in the Directive on Security Management.
2. Attestation
[If applicable] The Parties to this Arrangement attest that security requirements have been considered.


Annex F – Certificate of destruction of personal information and data elements 

1. General 

This annex has been developed in accordance with paragraphs XX of this Arrangement.

Under the above-mentioned paragraphs of this Arrangement, [Receiving Institution or Second Party] will destroy the personal information and data elements originally received from [Disclosing Institution or First Party] on [date], within [XXXX business days; 60 days is recommended] from the date the data was linked, transferred, and confirmed as viable. 

2. Attestation

In accordance with this obligation, I attest as follows: 

On [date] at [time], on the premises of [location], the secure removal and/or destruction of personal information and data elements received from [Disclosing Institution or First Party] on [date] was completed. 

The destruction was completed in accordance with the requirements set out in this Arrangement and using [method of destruction]. 

No instances or copies of the original personal information or data elements disclosed under the aforementioned Arrangement exist or remain at [Receiving Institution or Second Party], which were stored on [data element repository name].

[Name]				Signature: ____________________
[Director or other title]		[Date]


[Witness name]			Signature: ____________________
					[Date]



The individual who has completed the destruction of data as declared above has done so on behalf of [designated official for the Receiving Institution or Second Party].

Annex G – Protocol for suspected security incidents including privacy breaches

1. General
This annex has been developed in accordance with paragraph XX of the Arrangement.
2. Procedures for review
For [Disclosing Institution or First Party], the procedures that must be followed when an incident is suspected are found in [insert name of appropriate security incident and privacy breach procedures and guidelines].  

For [Receiving Institution or Second Party], the procedures are found in [insert name of appropriate procedures and guidelines].

If a suspected security incident occurs regarding the handling of the information exchanged in relation to this Arrangement, the institution that first becomes aware of the suspected incident will lead the reporting and management of the incident in accordance with their plans and procedures. The security incident should also be assessed to determine whether there has also been a privacy breach.  

If a suspected breach occurs, it is the responsibility of the institution that had control of the information at the time of the suspected breach to manage the incident in accordance with their plans and procedures. This includes determining whether the suspected incident was a privacy breach, whether it is material, notifying the individuals where appropriate and, if material, reporting the breach to Treasury Board of Canada Secretariat and the Office of the Privacy Commissioner.  

If the suspected security incident or privacy breach occurred while the information was in transit between institutions, the institution disclosing the personal information must manage the incident or breach in accordance with their plans and procedures. 
3. Notification
Any confirmed security incident or privacy breach, regardless of whether it has been deemed material, must be reported immediately to:

3.1 [Disclosing Institution or First Party] contact information:

[Chief Security Officer or equivalent]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

and

[Chief Privacy Officer or ATIP Coordinator]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

3.2 [Receiving Institution or Second Party] contact information:
[Chief Security Officer, or equivalent]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

and

[Chief Privacy Officer or ATIP Coordinator]
[Division]
[Directorate]
[Department]
[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]




Annex H – Designated officials

1. General
This annex has been developed in accordance with paragraph XX of this Arrangement. 
2. Designated officials for [Disclosing Institution or First Party]

2.1 For the purposes of [choose delegated activities: for approving amendments to annexes, with the exception of this annex, for providing authorization to disclose information with another entity, for dispute resolution, for privacy breach notifications, for providing notice under paragraphs XX of this Arrangement, and/or for inter‑organizational communications]:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

2.2	For the purposes of Annex G and the costs [remove if no cost recovery]:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

2.3 For the protection of information:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

2.4 For privacy related matters and notifications under paragraph 21.2:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]

3. Designated officials for [Receiving Institution or Second Party]

3.1 For the purposes of [choose delegated activities: approving amendments to annexes, with the exception of this annex, for providing authorization to disclose information with another entity, for dispute resolution, for providing notice under paragraphs XX of this Arrangement, and for inter‑organizational communications]:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX] 


3.2	For the purposes of Annex G and the costs [remove if no cost recovery]:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]


3.3 For the protection of information:

	[Title]
	[Division]
	[Directorate]
	[Department]
[Address] 
[Email]

Telephone:	[(XXX) XXX-XXXX]

3.4 For privacy related matters and notifications under paragraph 21.2:

	[Title]
	[Division]
	[Directorate]
	[Department]
	[Address]
[Email]

Telephone:	[(XXX) XXX-XXXX]



Annex I – Research undertaking under section 8(2)(j) of the Privacy Act for the [name of the Arrangement] [if applicable]
This annex has been developed in accordance with paragraph XX of this Arrangement. 
1. [Disclosing Institution or First Party] and its staff will exercise reasonable efforts to ensure that all personal information or data supplied to [Receiving Institution or Second Party] will be transmitted, collected, disclosed, used, retained, and disposed of in accordance with the following:

i. Canada’s Privacy Act, its regulations, Library and Archives Act and the Treasury Board of Canada Secretariat’s (TBS) Policy on Privacy Protection and Policy on Government Security and their supporting instruments covering the administrative, technical, and physical safeguarding of any personal information or

ii. The recipient’s (provincial/territorial) legislation on protection of personal information and related directives and guidelines governing the administrative, technical and physical safeguarding of personal information

2. Personal information shared in accordance with this Arrangement shall not be received, used, disclosed or retained for purposes other than those identified in this Arrangement. No attempt is to be made to re-identify individuals whose identities have been removed from the data as outlined in the requirements of the Privacy Act subparagraphection 8(2)(j)(ii): [Disclosing Institution or First Party] “obtains from the person or body a written undertaking that no subsequent disclosure of the information will be made in a form that could reasonably be expected to identify the individual to whom it relates.” 

3. [Disclosing Institution or First Party] data provided under this Arrangement may only be used for the purposes for which it was disclosed as outlined in paragraph 1.0 of the Arrangement. 

4. [Disclosing Institution or First Party] data may not be used to enforce individuals’ compliance with any program or policy, or for administrative decision-making purposes with any program. 

5. [Disclosing Institution or First Party] data or the Key File generated from [Disclosing Institution or First Party] data may not be used in the pursuit of any commercial or profit-generating venture whether privately or under the auspices of, or an educational or non-profit institution, other than the funding to cover the cost to conduct the research. 

6. [Disclosing Institution or First Party] data may not be shared by [Receiving Institution or Second Party] with any Third Party. 

7. The Key File generated from [Disclosing Institution or First Party] data may not be shared with any participant other than (specify which departments).  

8. The research undertaking must not generate profit or establish a conflict of interest or the perception of a conflict of interest.

9. Within sixty business days of linking and vetting the data, the [Receiving Institution or Second Party] shall inform the [Disclosing Institution or First Party], in writing, that the original medium of transferred personal information and data has been destroyed and must provide a Certificate of Destruction confirming that the data has been destroyed, according to Annex F. 


As agreed to by [Receiving Institution or Second Party]

[Name]				Signature: ____________________
[Director or other title]		[Date]


Annex J – Cost recovery process [if applicable]

1. General
This annex has been developed in accordance with paragraph XX of this Arrangement.
2. Financial compensation

2.1 Costing framework
The costs that the [Receiving Institution] will pay to the [Disclosing Institution] will commence in fiscal year [20XX–20XX] and will continue [end date or throughout all subsequent years of the term of this arrangement].

2.2 Cost estimate
The estimated costs for the provision of information for fiscal year [20XX–20XX] is [$XXXXX]. For provision of information commencing in fiscal year [20XX–20XX], the [Disclosing Institution] will inform the [Receiving Institution] of the estimated costs no later than [date of each year].

The amounts recovered from the [Receiving Institution] to reimburse the [Disclosing Institution] will reflect the total incremental costs related to the provision of the services or the provision of information outlined in this Arrangement. Determination and invoicing of these costs will be consistent with central agency guidance on costing and charging as well as related policy instruments.

All amounts due, will be paid by the [Receiving Institution] to the [Disclosing Institution] through an interdepartmental settlement. Invoices will include the department number, interdepartmental settlement organization code, and interdepartmental settlement reference code.

2.3 Cost recovery process

The following examples are provided for illustrative purposes:

Example 1: The [Disclosing Institution] will send invoices three times per year. The first invoice will be sent in August to cover information provided in April and July, and the second invoice will be sent in mid-February (to ensure payment by March 31) to cover information provided in October and January. If required, the [Disclosing Institution] will reconcile costs with the actual expenditures to date and, if necessary, proceed with an adjustment for the variance.

Example 2: The [Disclosing Institution] will send an invoice in September of each year, following the annual provision of information, scheduled for August 15 of each year. The [Receiving Institution] agrees to reimburse the [Disclosing Institution] for these costs. If required, the [Disclosing Institution] will reconcile costs with the actual expenditures to date and, if necessary, proceed with an adjustment for the variance.

[bookmark: _Hlk62050956]Note: Institutions should consult with TBS if it’s unclear what cost recovery mechanisms, such as interdepartmental settlements, can be used within their institution and their corresponding authorities. Departments are to refer to the Directive on Charging and Special Financial Authorities to familiarize themselves with the financial policy requirements. They should equally consult TBS if they are unsure if their voted authorities allow for charging where Vote-Netted Revenue is concerned.


Annex K – Summary of the Arrangement to be published [if applicable]

1. General
[bookmark: OLE_LINK1]This annex has been developed in accordance with section 4.2.2367 of the Directive on Privacy Practices and paragraph XX of this Arrangement.
2. Content of the summary

In accordance with their respective institutional requirements, the Parties to this Arrangement will publish the following information regarding this Arrangement: 
a) title
b) names of the Parties
c) date of entry into force
d) duration of the Arrangement
e) date of review
f) purpose (including the reason, and the type and length of the arrangement)
g) legal authorities
h) personal information being disclosed and collected (including the title and number of the personal information bank) and
i) programs under which the Arrangement is about
3. Location of publication
The Parties to this Arrangement shall publish the foregoing to [website, portal, other].
4. Responsibility for publication
[Specify which Party(ies) will proceed with the publication.]
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