OPI Privacy Breach Checklist
Phase 2: Complete a full assessment of the breach
This checklist, or the institution’s version thereof, is to be completed by an official assigned by an office of primary interest’s (OPI’s) executive team, typically a supervisor or manager. 
Do not include personal information in this checklist unless it is essential to managing the breach. Including personal information may be essential if a description alone does not provide sufficient detail to assess the sensitivity of the information or determine appropriate mitigation measures. If personal information is included, be sure to label the document “Protected B.”
□ 1. Assign an official to lead the assessment. (required)
Determine who will take the lead on the initial investigation and ensure that they:
· have the appropriate resources
· are sufficiently independent to avoid the appearance of a conflict of interest
This individual will be the liaison with privacy officials and security officials, where appropriate.
Enter contact person information below:
Name:
Title:
Telephone:
Email:
□ 2. Document the chronology of the breach.
A. Timeline of the breach:
Date (yyyy-mm-dd) and time that the breach occurred:
Date and time (yyyy-mm-dd) that the breach was identified:
B. Contact information for the person who reported the breach:
Name:
Organizational unit and department:
Email address:
Telephone number:
□ 3. Identify the cause and extent of the breach and the parties involved. (required)
A. Identify the cause of the breach. What happened and how did it happen?
[Insert text here]

B. What is the extent of the breach? How broadly has the personal information been disclosed?
[Insert text here]

C. Which programs or activities, if any, were involved, directly or indirectly, in the breach?
[Insert text here]

D. Which institutional sectors had a direct or indirect role in the breach?
[Insert text here]

E. Are any third parties, such as contractors, involved in or affected by the breach?  If so, please list names, organizations and contact information, if known.
[Insert text here]

□ 4. Determine what personal information was involved. (required)
A. Describe the class of individuals affected by the breach (examples include clients, patients, employees, students, contractors, suppliers, the public):
[Insert text here]

B. How many individuals are affected? Provide an approximate number if the exact number is unknown.
[Insert text here]

C. Describe the personal information elements involved (examples include name, Social Insurance Number (SIN), application status):
[Insert text here]

□ 5. Document the containment measures taken. (required)
Expand on the information provided in the OPI Preliminary Breach Report.
A. Describe the containment process. Provide a timeline for any containment actions taken and describe who undertook each action and how:
[Insert text here]

B. Is the threat over or is it ongoing? Is there an ongoing risk of further exposure of the information or has the breach been contained?
Considerations could include:
· where the information is now
· how many people have seen the information
· the risk of further access, use or disclosure
[Insert text here]

□ 6. Determine the administrative, physical, or technical safeguards that were in place at the time of the breach. Indicate whether any of these measures failed. (required)
A. Identify the technical security safeguards (for example, encryption or passwords):
[Insert text here]

B. Identify the physical security safeguards (for example, locks or alarm systems)
[Insert text here]

C. Identify the administrative safeguards (for example, security clearances, policies, training programs, contractual provisions)
[Insert text here]

□ 7. Identify whether any other investigations are occurring because of the breach.
A. Are there any security or criminal investigations underway that are related to this breach? Examples of reasons for investigation include theft and unauthorized access.
[Insert text here]

B. If an investigation is underway what is the status of the investigation:
 [Insert text here]

C. Provide contact information for the individual leading the investigation, if applicable:
Name: 
Position:
Telephone:
Email:
□ 8. Assess what harm, if any, is foreseeable from this breach. (required)
A. Who, if anyone, had improper access to the information? Do they know the person whose information they accessed? Is there a risk of further access, use or disclosure?
[Insert text here]

B. What potential harm to the individual(s), if any, is foreseeable?
Examples of types of harm include:
· financial: identify theft, loss of wages
· health: stress, threats to physical safety
· reputational: embarrassment, loss of professional standing
· legal: criminal charges, application of foreign laws
[Insert text here]

C. What kind of potential harm to the institution, if any, is foreseeable?
Examples of types of harm include:
· reputational: investigation by the Office of the Privacy Commissioner, loss of public trust
· national interest: threats to public health or national security
· operational: administrative burden, interruption to service delivery
· legal: lawsuit, financial penalty
[Insert text here]

D. Has a similar breach happened before? If so, describe the previous breach or breaches.
[Insert text here]

□ 9. Consider how the risks posed by the breach can be mitigated and how a similar breach can be prevented.
[bookmark: _Hlk138326327]A. Was there an improper or unauthorized disclosure?
This occurs when personal information is disclosed by the institution (including by third parties acting under arrangement, agreement or contract with the institution), whether intentionally or unintentionally, to a recipient without a “need to know”.
The institution retains access to the personal information. This disclosure can occur externally or internally within an institution.
Examples of improper or unauthorized disclosure include:
· accidental display of personal information to employees (for example, in a PowerPoint presentation or as a result of access permissions being set too broadly)
· incomplete de-identification prior to sharing personal information
· improper or incomplete application of severances or redactions before disclosing personal information
· misdirected unencrypted emails
Possible prevention and mitigation measures:
· review access privileges to ensure that only those with a “need to know” have access to personal information
· ensure that employees receive education and training on information management practices and the handling of personal information
· review the ways in which information is de-identified or redacted prior to disclosure
B. Was there an improper or unauthorized access?
This occurs when an unauthorized party (that is, a person without a “need to know”), through their own actions, accesses personal information.
Their actions may be intentional or unintentional.
Examples of improper or unauthorized access include:
· employee “snooping” or other abuse of access privileges
· cyber attacks, for example ransomware, malware
Possible prevention and mitigation measures:
· undertake a security audit for information technology security
· implement encryption
· put in place monitoring and audit trails
C. Was there a loss of personal information?
This occurs when the institution loses control over personal information through the actions of its employees or partners, such that the institution no longer retains access to the personal information.
Loss is unintentional on the part of the institution and the recipient.
Examples of loss include:
· mail delivery to the wrong address
· disposal or sale of equipment or devices without first purging them of personal information.
· loss of equipment or files during a move or as a result of being misplaced
Possible prevention and mitigation measures:
· ensure that employees receive education and training on information management practices and the handling of personal information
· ensure that records are disposed of in accordance with records disposition authorities and with internal information management policies and procedures
D. Was there a theft of personal information?
This occurs when an unauthorized party intentionally takes control of personal information such that the institution no longer has access to it.
Examples of theft include:
· theft of equipment or device that is insufficiently encrypted  
· removal of paper files from the institution
Possible prevention and mitigation measures:
· conduct Security Assessments and Authorizations
· undertake a security audit for physical security
E. Has another kind of breach occurred?
Other kinds of breaches are inappropriate collection, creation, use, retention or disposal. 
Examples include:
· collecting or creating personal information that is not directly related to a program or activity (for example, inadvertent over collection of personal information)
· using personal information for an unauthorized purpose
· accidental or premature deleting or disposing of personal information
· failing to dispose of personal information according to established disposal schedules
Possible prevention and mitigation measures:
· conduct or review Privacy Impact Assessments
· strengthen engagement with privacy officials on the collection, use, disclosure, retention and disposal of personal information
10. Additional comments
Enter any other information that could be relevant for assessing the risks posed by the breach and determining appropriate mitigation and prevention measures.
[Insert text here]
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