Privacy officials privacy breach risk assessment tool
Phase 2: Complete a full assessment of the breach
When using this tool, privacy officials should:
· refer to the information provided in the completed OPI Privacy Breach Checklist or the institution’s equivalent
· seek information and clarifications from the OPI as required
Note: The risk level of a breach can change when additional information about the breach becomes available and mitigation measures are implemented. This tool is meant to produce a snapshot in time that facilitates the completion of Phase 3 (mitigate the impacts and communicate internally) and Phase 4 (report and prevent another breach) of the breach management process; there is no need to revise the risk level to account for measures subsequently taken.
Date (yyyy-mm-dd) the assessment was completed: [Insert text here]
[bookmark: _Toc130911076]1. Assess the risk to the individual(s)
[bookmark: _Toc130911077]Assess the potential harm
In determining potential harm, it is important to consider the sensitivity of the personal information involved. In general, the more sensitive the information, the greater the potential harm.
Some personal information is more sensitive than other personal information. Examples of sensitive personal information include:
· health information
· government-issued identification such as Social Insurance Numbers (SINs)
· drivers’ licences 
· health care numbers
· financial information that could be used to facilitate identity theft
Context is also important when considering potential harm. For example, individuals’ names in isolation may entail only a low level of potential harm. However, if one of those individuals’ names also appears on a list of applicants to an income support program, more information about the individual is revealed and could entail a higher level of potential harm when considering this is in the context of a privacy breach.
Use the following criteria to assess the level of potential harm to an individual:
Table 1 – A table describing different levels of potential harm
	Level of harm
	Description of harm to the individual

	Negligible
	Insignificant or no impact on the individual.

	Low
	Short-term harm that could likely be easily mitigated or would have only a minor noticeable impact on the individual.

	Medium
	Short-term harm that could likely be partially mitigated or would have a noticeable impact on the individual.

	High
	Long-term harm that could likely not be fully or mostly mitigated or would have a serious impact on the individual.


[bookmark: _Toc130911078]Assess the likelihood of harm materializing
The likelihood of harm materializing depends on the context of the breach. Some questions to consider are:
· Is the personal information encrypted, de-identified or otherwise not easily accessible? If there is sufficient reason to believe that the records cannot be accessed, the likelihood of harm materializing is significantly reduced.
· How long has the personal information been exposed?
· Has the breach been contained effectively?
· Is there evidence of malicious intent (for example, theft, hacking, snooping)?
· Is there a relationship between an unauthorized recipient and the subject of the information that increases the likelihood of harm (such an ex-spouse or a boss)?
· Was the information exposed to limited or known entities who have committed to destroy and not disclose the data?
· Has the personal information been recovered?
Use the following criteria to assess the likelihood of the harm materializing:
Table 2 – A table describing the different levels of likelihood of harm materializing
	Likelihood of harm materializing
	Description of the likelihood of harm materializing

	Negligible
	Harm impossible or highly improbable.

	Low
	Harm only possible under very limited circumstances.

	Medium
	Harm possible under normal circumstances.

	High
	Harm likely under normal circumstances.


[bookmark: _Toc130911079]Determine the risk level to the affected individual(s)
Identify the level of potential harm to the individual(s) and the likelihood of the harm materializing for each category below. Use additional categories if needed.
If different potential harms that have different likelihoods of occurring are identified in one of the categories below, use the Risk Level Calculator in Appendix A to identify the harm and likelihood that produces the highest risk level. Add notes to explain the assessment if needed.
Categories of risk
1. Financial
Examples of financial harm include:
· identity theft or fraud
· inconvenience due to changing financial arrangements
· loss of wages, job or employment opportunity
· loss of business opportunity
· increased cost or loss of insurance
· pension loss
[bookmark: _Hlk138672938]Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
2. Health
Examples of harm related to mental and physical health include:
· stress
· threats to physical safety
· damage to relationships
[bookmark: _Hlk138672959]Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
3. Reputational
Examples of reputational harm include:
· humiliation or embarrassment
· discrimination
· loss of personal or professional standing
Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
4. Legal
Examples of legal harm include:
· civil or criminal charges
· imprisonment
· possible application of foreign laws
Note: If potential legal harm is suspected, it is recommended that privacy officials consult their institution’s legal services unit.
Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
[bookmark: _Toc130911080]2. Assess the risk to the institution
[bookmark: _Toc130911081]Assess the potential harm 
Assessing the potential harm to the institution includes considering the risk level to the individual(s), as determined in the previous section. For example, a breach that poses a high level of risk to the individual(s) affected will likely increase the level of reputational and legal risk to the institution.
Use the following criteria to assess the level of potential harm to the institution:
Table 3 – A table describing the different levels of potential harm to the institution
	Level of potential harm
	Description of the harm to the institution

	Negligible
	Harm could be absorbed through normal activity.

	Low
	Harm could be absorbed with managed effort.

	Medium
	Harm could require changes to operations.

	High
	Harm could require a large-scale, long-term realignment of operations.



[bookmark: _Toc130911082]Assess the likelihood of harm materializing
[bookmark: _Toc130911083]Use the following criteria to assess the likelihood of the harm materializing:
Table 4 – A table describing the different levels of likelihood of harm materializing
	Likelihood of harm materializing
	Description of the likelihood of harm materializing

	Negligible
	Harm impossible or highly improbable.

	Low
	Harm only possible under very limited circumstances.

	Medium
	Harm possible under normal circumstances.

	High
	Harm likely under normal circumstances.



Determine the risk level to the institution
Identify the level of potential harm to the institution and the likelihood of the harm materializing for each category below. Use additional categories as needed. If different potential harms that have different likelihoods of occurrence are identified in one of the categories below, use the Risk Level Calculator in Appendix A to identify the harm and likelihood that produces the highest risk level. Add notes explaining the assessment as needed.
Categories of risk
1. Reputational
Examples of reputational harm include:
· criticism by central agencies
· negative media attention
· internal investigation or public inquiry
· investigation or audit by the Office of the Privacy Commissioner of Canada
· loss of public trust
Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
2. National interest
Examples of harms related to the national interest include:
· threats to public health or national security
· negative impacts on interprovincial or international relations
Note: If potential harms to the national interest are suspected, it is recommended that privacy officials consult other institutions as needed.
Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
3. Operational
Examples of operational harm include:
· increased administrative burden
· interruption of service delivery
· the disciplining or firing of employees
Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
4. Legal
Examples of legal harm include:
· lawsuits
· financial penalties
Note: If potential legal harm is suspected, it is recommended privacy officials consult their institution’s legal services unit.
Enter the level of potential harm - Negligible, Low, Medium or High: [Insert text here]
Enter the likelihood of the harm materializing - Negligible, Low, Medium or High: [Insert text here]
Notes: [Insert text here]
[bookmark: _Toc130911084]3. Results 
1. Risk to the individual(s)
For the breach’s level of risk to the individual(s) indicate the highest risk level produced using the Risk Level Calculator for any of the categories.
Enter the level of risk to the individual(s) - Negligible, Low, Medium or High: [Insert text here]
2. Existence of a material privacy breach
If any risk to individual(s) is calculated as medium or high, the breach should be classified and treated as a material privacy breach. (A material privacy breach is one that could reasonably be expected to create a real risk of significant harm to an individual.)
Is there a material privacy breach? Enter Yes or No: [Insert text here] 
Reminder: Material privacy breaches must be reported to the Office of the Privacy Commissioner (OPC) and the Treasury Board of Canada Secretariat (TBS) (refer to Phase 4 of the toolkit, Report and prevent another breach).
3. Overall risk level
For the breach’s overall risk level, indicate the highest risk level produced using the Risk Level Calculator for any of the categories, whether the risk is to the individual(s) or to the institution.
[bookmark: _Appendix_A:_Risk]Enter the overall risk level of the breach - Negligible, Low, Medium or High: [Insert text here]


Annex A: Risk Level Calculator
Table 5 - Risk heat map
	
	Negligible
Likelihood (L0)
	Low Likelihood (L1)
	Medium Likelihood (L2)
	High Likelihood (L3)

	High Potential Harm
(H3)
	Low
3
	Medium
4
	High
5
	High
6

	Medium Potential Harm
(H2)
	Low
2
	Medium
3
	Medium
4
	High
5

	Low Potential Harm
(H1)
	Negligible
1
	Low
2
	Medium
3
	Medium
4

	Negligible Potential Harm (H0)
	Negligible
0
	Negligible
1
	Low
2
	Low
3


Table Summary: The table describes the overall risk level that results from different combinations of potential harm and the likelihood of harm occurring. 
Table 6 - Risk level descriptions
	Risk level
	Description

	0 – 1
	Negligible Risk

	2
	Low Risk

	Low 3
	Low – Medium Risk A combination of a high and a negligible level for the potential or likelihood of harm.
Note: A negligible level of potential or likelihood of harm negates the overall risk level and causes a Low 3 to not rise to the threshold of a material privacy breach.

	Medium 3
	Medium Risk meets the threshold for a material privacy breach.

	4
	Medium – High Risk

	5 – 6
	High Risk


Note: When assessing risks to the individual(s), any risk level that is medium or high should be classified and treated as a material privacy breach.


[bookmark: _Toc130911086]Appendix B: Examples of risk assessment
[bookmark: _Toc130911087][bookmark: _Hlk99971518]Example 1: Accidental disclosure of personal information
Scenario A
An employee working in a government grant program sends a misdirected email. The email, which contains a request for individual A to access their online account to verify updates to their program application, was accidentally sent to individual B, another applicant to the program. The fact that an email was addressed to individual A that contains information suggesting they have applied to the grant program reveals personal information about them.
The privacy official assigned to the breach makes the following assessment:
· Potential reputational harm to individual A: low. Knowledge of their application to the program could lead to minor embarrassment (a noticeable short-term impact) due to the nature of the program.
· Any other kind of potential harm to the individual: negligible. Any financial, legal or health-related harm to the individual would be insignificant or non-existent.
· Likelihood of harm to the individual materializing: negligible. The program has many applicants, and individual B was immediately contacted and provided confirmation that the email was deleted. There is no reason to believe that individual B has any intention of seeking to further identify individual A.
· Potential reputational harm to the institution: low. It is possible that the institution’s error could become the subject of media attention or criticism from central agencies or Parliament, but any impact could be absorbed through managed effort.
· Likelihood of harm to the institution materializing: negligible. Harm to the institution is based on the low likelihood of harm to the individual materializing.
Sample Results
1. Risk to the individual
The highest level of potential harm to the individual – low (H1) - combined with the likelihood of that harm materializing – negligible (L0) - produces a negligible (1) level of risk to the individual.
2. Existence of a material privacy breach
Since the risk to the individual is negligible (1), the privacy breach is assessed as not material.
3. Overall risk level
Since the highest risk level to the individual is low (1), and the highest risk to the institution is low (1). The breach’s overall risk level is assessed as low.
Scenario B
The same situation unfolds, except that the body of the email contains individual A’s social insurance number as well as information about the benefits they have received. The privacy analyst assesses the risks as follows:
· Potential financial harm to individual A: medium (short-term harm that could likely be partially mitigated and that would have a noticeable impact on the individual). The information is much more sensitive and could potentially be used for identity theft or fraud.
· Likelihood of financial harm to the individual: low. The likelihood of financial harm increases due to the more obviously sensitive nature of the information disclosed, but it increases only to low. As outlined in scenario A, the program has many applicants, and individual B was immediately contacted and provided confirmation that the email was deleted. There is no reason to believe that individual B has any intention of seeking to further identify individual A, making the likelihood of harm materializing low.
· Potential operational harm to the institution: low. Operational harm could be in the form of the administrative burden of reassessing current practices and safeguards to determine how the error was made and ensure that any shortcomings are rectified. Managed effort would be needed to correct the error.
· Likelihood of operational harm to the institution: high (likely under normal circumstances). In order to address the breach and prevent future breaches, the institution will need to enact corrective and preventative measures which will result in an administrative burden.
· Potential reputational harm to the institution: medium. Changes to operations may be needed as a result of criticism by central agencies, for example.
· Likelihood of reputational harm to the institution: low. The level of harm depends on the harm to the individual materializing.
· Potential legal harm to the institution: After consulting the institution’s legal services unit, the analyst classifies the level of possible legal harm as medium.
· Likelihood of legal harm to the institution: After consulting the institution’s legal services unit, the analyst classifies the level of likelihood of legal harm materializing as low. 
Sample Results
1. Risk to the individual
The highest level of potential harm to the individual – medium (H2) - combined with the likelihood of that harm materializing – low (L1) - produces a medium (3) level of risk to the individual.
2. Existence of a material privacy breach
Since the level of risk to the individual is medium (3), the privacy breach is assessed as material.
3. Overall risk level
[bookmark: _Toc130911088]The breach’s overall risk level is medium, with three different harm and likelihood combinations (two to the institution and one to the individual) producing this risk level.
Example 2: Unauthorized access to personal information
Scenario A
An institution uses a case management system that records the interactions that program analysts have with applicants. An analyst realizes that they accidentally opened the wrong case and has been reading the personal information of an applicant whose case was assigned to a colleague. The case contains a large volume of information about the individual, including employment and education history. On realizing their error, the analyst closes the case files and informs their manager.
The privacy analyst assigned to the case assesses the breach as follows:
· Potential financial harm to the individual: medium. The nature of the information means that there is a threat of someone using this information for fraudulent purposes. This threat creates the possibility that the applicant loses trust in the department and withdraws their application. The harm would have a noticeable impact but could be at least partially mitigated.
· Likelihood of financial harm to the individual: negligible. The information disclosed is not particularly sensitive, and circumstances point to the unauthorized access being accidental and therefore highly unlikely to cause harm to the applicant.
· Potential harm to the institution, such as operational harm to the program: low. Any harm could be absorbed through normal activity and would not require significant effort or changes to operations.
· Likelihood of any harm to the institution: negligible. The likelihood of harm to the institution is tied to the harm to the individual materializing.
Sample Results
1. Risk to the individual
The highest level of potential harm to the individual – medium (H2) - combined with the likelihood of that harm materializing – negligible (L0) - produces a low (2) level of risk to the individual.
2. Existence of a material privacy breach
Since the level of risk to the individual is low (2), the privacy breach is assessed as not material.
3. Overall risk level
The overall risk level for the breach can be assessed as low, since that is highest risk score produced for either the individual or the institution.
Scenario B
A manager in the same program is notified by an analyst that while reviewing access logs for their case files they realized that an employee working in another branch of the department accessed and may have edited several files relating to an applicant over several weeks. To contain the breach, they immediately restrict access to the applicant’s files and have their director urgently contact the branch in question to seek information about the employee’s conduct.
The privacy analyst assigned to the breach makes the following assessment:
· Potential financial harm to the individual: medium. The volume and sensitivity of the personal information potentially accessed means that noticeable, short-term harm that could be partially mitigated is possible.
· Likelihood of financial harm to the individual: medium (harm is possible under normal circumstances). The analyst makes this determination based on the possibility of malicious intent, since the access occurred several times in short succession and targeted a single individual.
· Potential operational harm to the institution: low. The potential need for changes to operations, such as strengthened access controls, could be absorbed with managed effort.
· Likelihood of operational harm to the institution: medium. Harm is possible under normal circumstances.
· Potential reputational harm to the institution: medium. Media attention on the breach could cause Canadians to lose trust in the department, which would require greater effort to mitigate.
· Likelihood of reputational harm to the institution: low. Harm is possible only in limited circumstances (not in normal circumstances, but could potentially be harmful in the case of future unforeseen developments).
Sample Results
1. Risk to the individual
The highest level of potential harm to the individual – medium (H2) - combined with the likelihood of that harm materializing – medium (L2) - produces a medium (4) level of risk to the individual.
2. Existence of a material privacy breach
Since the level of risk to the individual is medium (4), the privacy breach is assessed as material.
3. Overall risk level
The overall risk level for the breach can be assessed as medium, since that is highest risk score produced for either the individual or the institution.
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