Privacy Protocol Template (Non-Mandatory)
A privacy protocol outlines key considerations that may impact personal information that is collected, created, used or disclosed for a non-administrative purpose (meaning that personal information is not used in a decision-making process that directly affects an individual). Section 4.2.9 of the Policy on Privacy Protection requires institutions to establish a privacy protocol for the collection, use or disclosure of personal information for non‑administrative purposes. While the requirement to complete a privacy protocol is mandatory, the formatting of the protocol is not, provided it is prepared in accordance with Appendix C: Standard on Privacy Impact Assessment of the Directive on Privacy Practices and in collaboration with the official responsible for section 10 of the Privacy Act. The following is a non-mandatory privacy protocol template that institutions may use in its current form or, adapt to suit their program’s or activity’s needs.
A privacy protocol (in any format) is to be completed by program officials with the support and approval of their privacy officials, who are usually part of the access to information and privacy (ATIP) office. Before completing or revising a privacy protocol, program officials should contact their ATIP office. 
If, at any point, a privacy protocol indicates that a program or activity uses personal information in a decision-making process that directly affects that individual (also known as an administrative purpose), cease completion of the privacy protocol and complete a Privacy Impact Assessment (PIA).
Examples of non-administrative purposes include but are not limited to the following. Note that any of these examples could be supported by the use of artificial intelligence (AI).
· Research purposes: collecting personal health information on patients to study the effectiveness of a new medication
· Statistical purposes: producing statistical reports that inform government planning and resource allocation
· Audit purposes: reviewing employment insurance or tax files to detect and analyze patterns of fraud (as opposed to acting on individual cases)
· Evaluation purposes: collecting data on participants in a government program to evaluate their satisfaction and identify areas for improvement
· Outreach purposes: collecting email addresses to create a mailing list of individuals to receive specific information and publications
· Model training purposes: using de-identified personal information from program-related files to train an internal AI model that analyzes trends across demographics
A privacy protocol seeks to ensure that program areas handle personal information (including de-identified and aggregated information as explained below) intended for a non-administrative purpose in a manner consistent with the requirements of the Privacy Act, the Privacy Regulations and the Treasury Board of Canada Secretariat (TBS) privacy policy suite. 


As defined in the Directive on Privacy Practices, de-identification is a process that involves modifying personal information to remove or alter identifiers to reduce identifiability and implementing mitigation controls to a degree that is reasonable in the context. If there is a serious possibility that an individual could be identified by using de-identified information, alone or in combination with other available information, the information is considered personal information and falls within the scope of the Privacy Act. For information on de-identification, refer to Privacy Implementation Notice 2023-01: De-identification. 
Aggregated data is information that is combined or summarized for statistical analysis. Aggregating information, for example, modifying personal information to remove direct identifiers and grouping it into a summary for statistical analysis, is a form of de-identification. For more details, refer to Privacy Implementation Notice 2023-02: Personal information for program monitoring, evaluation and reporting purposes.
For more information on de-identified information and aggregated data, consult your institution’s data experts and privacy officials. 
Instructions
1. Populate Section A with the required program or activity information.
2. Indicate whether program officials have engaged with the stakeholders outlined in Section B.
3. Select “Yes,” “No” or “Not applicable (N/A)” as appropriate to respond to privacy analysis questions in Section C. Use and expand the blank spaces in the tables to include requested details and explanations. Unless otherwise requested or indicated, an explanation is required when answering “Yes” or “No” in the response column. Privacy officials can exercise their discretion in determining whether an explanation is required.
4. Send the responses to Sections A to C of the template to your privacy officials, who may ask for additional information or documentation. 
5. For Section D, your privacy officials can review the information provided in the template to determine whether there are any potential risks or compliance issues. Note that this section is optional and currently not required by the Treasury Board privacy policy suite.
6. Request formal approvals (in Section E) of the privacy protocol from the executive or senior official who manages the program or activity and the official responsible for section 10 of the Privacy Act (also know as the section 10 delegate) in your institution (your institution’s privacy officials will be able to provide you with the name of this individual). 
7. When applicable, as set out in section 4.2.19 of the Directive on Privacy Practices, attach the privacy protocol with any requests to register, modify, or transfer related Personal Information Banks (PIBs) to TBS at ippd-dpiprp@tbs-sct.gc.ca and the Office of the Privacy Commissioner. Note that any additional information or supporting documentation attached to the privacy protocol (such as a contract or information-sharing arrangement) for the purpose of internal review does not need to be submitted to TBS. 
8. Retain and update the privacy protocol as the program or activity evolves.

[bookmark: _Section_A:_Program_1]Section A: Program or activity information
Provide the following information related to the program or activity.
	Provide the following information
	Responses

	Name of institution:
	

	Name of program or activity:
	

	Date of program or activity implementation:
	

	Version of privacy protocol (if applicable):
	


Provide contact information
	Provide the following information
	Responses

	[bookmark: _Hlk197074076]Name of official responsible for the program area:
	

	Email of the official responsible for the program area:
	

	Name of section 10 delegate:
	

	Email of section 10 delegate:
	


Provide a brief description of the program or activity
	Provide the following information
	Responses

	[bookmark: _Hlk194911754]Description of the program or activity:
	Provide a brief description of the program or activity, including any of the following information (if applicable):
· Purpose:
· Timeline: 
· Outcome or results:
· Scope:

	If this is an update to a privacy protocol, describe any changes to the program or activity that relate to the handling of personal information:
	

	Timeline for implementation:
	


[bookmark: _Section_B:_Privacy][bookmark: _Section_B:_Consultations]

Section B: Consultations
Privacy officials may request a copy of respective stakeholder feedback during their review of the privacy protocol.
	Questions
	Responses

	1. Have departmental security and cyber security officials been consulted in the development of this privacy protocol?
	 Select the appropriate response:

	2. Have information management (IM) and information technology (IT) officials been consulted in the development of this privacy protocol?
	 Select the appropriate response:

	3. Has the legal services unit been consulted in the development of this privacy protocol?
	 Select the appropriate response:

	4. Have contracting or procurement officials been consulted in the development of this privacy protocol?
	 Select the appropriate response:

	5. Have relevant third parties (identified in an information-sharing agreement, information-sharing arrangement or contract) been consulted in the development of this privacy protocol?
	 Select the appropriate response:


[bookmark: _Section_C:_Privacy]Section C: Privacy analysis
1. Legal Authority
	Questions
	Responses

	1. List the legal authority to collect personal information, citing the relevant clause(s). If legal authority has not yet come into force, list the proposed legal authority to be in force before collection.
[Note: Legal authority for a program or activity is usually contained in an Act of Parliament or subsequent Regulations. Approval of expenditures proposed in the Estimates and authorization by an Appropriation Act can be an indication of legal authority for a program or activity. Program areas should consult their legal services if they require clarification regarding legal authority. Legal authority and relevant clause(s) should be listed in the purpose section of the relevant PIB.]
	List the legal authority.
If the legal authority has not yet come into force, list the proposed timeline for the legislation.

	2. If personal information for your program or activity will be collected by another government institution, another jurisdiction, or private sector third party and subsequently disclosed to your institution, list the other institution’s legal authority to disclose the personal information, citing the relevant clause(s). 
	List the legal authority.
If applicable, indicate whether the personal information is being disclosed for the same purpose for which it was collected (cite paragraph 8(2)(a) of the Privacy Act).


2. Accountability
	Questions
	Responses

	1. Which program area has control of the personal information within the institution?
[Note: For the purposes of the Privacy Act, personal information is generally under the control of a government institution when it is in the institution’s possession or when the institution can reasonably have access to it. For more information on the notion of control, refer to Chapter 3 of the Personal Information Request (PIR) Manual.]
	Indicate the program area that has control of the personal information.

	2. A) Will any third parties, including private sector contractors or subcontractors, be involved in the program and have access to or responsibility for the personal information?
	 Select the appropriate response:

	B) If third parties will be involved in delivering this program, list the third parties and indicate each of their roles and responsibilities with respect to the personal information.
	 Select the appropriate response:
Note:
· Holder (without access to personal information): Holds or transports personal information without any ability to process, view, use or disclose it (for example sealed‑package courier or data storage).
· Service provider (with access to personal information): Creates, collects, receives, uses, processes and/or discloses personal information on behalf of the institution under a contract or agreement.

	C) If third parties will be involved, is there or will there be a written record (information-sharing arrangement, information-sharing agreement or contract) of understanding in place between your institution and the third party (for example, other internal programs, other federal institutions, municipal or provincial governments, private sector third parties) involved that establishes privacy requirements?

[Note: For requirements regarding the sharing of personal information with third parties, see section 4.2.33 of the Directive on Privacy Practices.] 
	 Select the appropriate response:
If no, provide an explanation.
If you plan on putting a contract in place, consult Guidance Document: Taking Privacy into Account Before Making Contracting Decisions.
If an information-sharing arrangement, information-sharing agreement or contract is already in place, attach a copy to this privacy protocol. If you plan on developing an information-sharing agreement or information-sharing arrangement, refer to Guidance on Preparing Information Sharing Agreements Involving Personal Information.

	D) If third parties will be involved, will the institution be provided with the results of regularly scheduled audits and compliance checks on the privacy requirements of all parties involved?
	 Select the appropriate response:
If yes, provide details of what the audit will assess and the audit frequency.


3. Personal information banks or classes of personal information
	Questions
	Responses

	1. A) Do any Personal Information Banks (PIBs) or classes of personal information already exist for this program or activity? 
[Note: In the context of a non-administrative purpose, PIBs are required when personal information is organized or intended to be retrieved by the name of an individual or by an identifying number, symbol or other particular assigned to an individual, according to paragraph 10(1)(b) of the Privacy Act.]
	Select the appropriate response:

	B) If a PIB or PIBs exist, provide the PIB registration number(s) and PIB number(s) (also known as bank number(s)).
	If applicable, list PIB registration number(s) and PIB number(s).

	C) If a class or classes of personal information exist, provide a list of the relevant class(es) of personal information and the Info Source link(s).
	If applicable, provide the link to the class(es) of personal information published on Info Source.

	2. Does a new PIB need to be prepared for this program or activity?
	Select the appropriate response:
If yes, prepare a new PIB using the Personal Information Bank Submission Form and submit the form to TBS and the OPC along with this privacy protocol.

	3. Does a new class of personal information need to be prepared for this program or activity?
[Note: In the context of a non-administrative purpose, a class of personal information must be established for any personal information that is under the control of a government institution that is neither organized nor intended to be retrieved by the name of the individual or another personal identifier, according to paragraph 11(1)(b) of the Privacy Act.]
	Select the appropriate response:

	4. A) Do any PIBs need to be edited or updated as a result of a substantial modification for this program or activity? 
[Note: Updates to PIBs include listing new categories of personal information or new uses or disclosures of personal information for a purpose that was not previously identified in the relevant PIB.] 
	Select the appropriate response:
If yes, update the PIB using the Personal Information Bank Submission Form and submit the form to TBS and the OPC along with this privacy protocol. The changes to the PIB should clearly be indicated by using tracked changes or highlighting the modified text.

	B) If yes, provide the registration number(s) and PIB number(s) of any PIBs that need to be substantially modified or edited. 
	If applicable, list PIB registration number(s) and PIB number(s).

	5. Is an existing PIB being transferred with this privacy protocol?
	Select the appropriate response:
If yes, complete the Personal Information Bank Submission Form and submit the form to TBS and the OPC along with this privacy protocol.


4. Categories and elements of personal information
List all categories and elements of personal information that will be collected and created in the table below. Indicate the corresponding source, method, format and purpose for collection for each element of personal information. If applicable, list any groups of individuals whose personal information will be collected indirectly (for example, the general public, retired Government of Canada employees, or individuals in receipt of specific benefits). Refer to the Appendix to identify categories and elements of personal information. [Note: If registering a PIB, these personal information elements must also be reflected in the Personal Information Bank Submission Form.]
	Category of personal information
	Element of personal information
	Source of personal information (created or collected from)
	Indirect collection of personal information
	Method and format of collection
	Purpose of collection

	Example: Biographical information 
	Date of birth
	Applicant
	N/A
	Webform
	To compile statistics

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




5.  Limiting collection
	Questions
	Responses

	1. Will the collection of personal information be directly related to an operating program or activity? 
	Select the appropriate response:
If yes, list the operating program or activity.
If no, consult your institution’s privacy officials, as the program or activity may not have the authority to collect this information.

	2. Will the personal information be collected directly from the individual to whom it relates, collected indirectly, or collected both directly and indirectly? 
[Note: Indirect collection is the collection of personal information from a source other than the individual to whom the information relates. This includes but is not limited to indirect collection from an external source.]
	Select the appropriate response:

	3. Will the personal information be collected with consent and include the required elements outlined in sections 4.2.23 and 4.2.24 of the Directive on Privacy Practices?

[Note: Obtaining an individual’s consent for collecting personal information does not replace nor establish legal authority for collecting that information. Although consent is not required for the indirect collection of personal information for a non-administrative purpose, it is a good practice that promotes trust and transparency.]
	Select the appropriate response:

	4.  A) If personal information will be collected indirectly, why will it be collected this way?
	Select the appropriate response:
If the information will be disclosed to the program or activity in accordance with subsection 8(2), indicate the paragraph reference (for example, 8(2)(e)) of the Privacy Act.
If other, provide details:


	5. A) If the personal information will be collected directly, will individuals be provided with a privacy notice that meets the requirements outlined in the Directive on Privacy Practices?
[For more information on what constitutes a privacy notice and its requirements refer to sections 4.2.20 to 4.2.21 of the Directive on Privacy Practices.]
	Select the appropriate response:
If yes, attach a copy of the privacy notice.
If no, provide an explanation.

	B) If the personal information will be collected directly during virtual forums or meetings (regardless of whether it will be recorded or not), has the privacy notice been adapted for verbal communication at the time of collection?
[According to section 4.2.21 of the Directive on Privacy Practices, the privacy notice must be adapted for either written or verbal communication at the time of collection.]
	Select the appropriate response:
If yes, the privacy notice should be read aloud prior to the start of the session.

	6. Will a system, software, program or application use any tracking methods (including tools that remember user activity during a visit, recognize returning visitors or count page views, such as cookies) to collect personal information about users and their transactions?
[For more details, refer to Appendix E: Standard on Privacy Web Analytics of the Directive on Privacy Practices.]
	Select the appropriate response:
If yes, provide details of the system, software, program or application.

	7. Have all efforts been made to minimize the collection of personal information elements?
	Select the appropriate response:
Provide details on how you intend to limit the collection of personal information elements (examples include but are not limited to collecting what is strictly related to the program or activity or limiting the collection of personal information elements to those that are necessary by minimizing the use of open text fields):




6.  Limiting use 
	Questions
	Responses

	1. A) Will personal information be used exclusively for the purpose for which it was originally collected or for a use consistent with that purpose?
[Note: Paragraph 7(a) of the Privacy Act requires that personal information be used for the purpose for which the information was obtained or compiled by the institution or for a use consistent with that purpose.]
	Select the appropriate response:
If no, provide an explanation:

If applicable, list any consistent uses of personal information:

	B) If personal information will be used for a new purpose (that is, not consistent with the original purpose for which it was collected), will consent be sought?

	Select the appropriate response:
If yes, explain when and how consent will be sought:


	1. A) Will any personal information be used for the training, testing or refinement of a system(s) for a non-administrative purpose?
If the system assists or replaces the judgment of human decision makers, refer to the Guide on the Scope of the Directive on Automated Decision-Making to determine whether its use may trigger the requirements of the Directive on Automated Decision-Making (DADM). 
	Select the appropriate response:
If yes, specify the type of system that will be used (examples include but are not limited to IM systems, IT systems, rules-based systems, regression, advanced analytics, artificial intelligence (AI), machine learning, neural networks, robotic process automation and natural language processing). 
If the DADM is triggered, complete a PIA and Algorithmic Impact Assessment.

	1. Will personal information elements, such as a SIN or any other identifying number or symbol, be used for the purposes of linking across multiple databases?
	Select the appropriate response:
If yes, explain the purpose for linking multiple databases.

	1. A) Will the program or activity involve the use of de-identified, aggregated, masked or anonymized information? 
[Note: At the discretion of the institution and following an assessment of the de-identified information, it may be used or disclosed with appropriate and proportionate privacy protections. For information on de-identification, refer to Privacy Implementation Notice 2023-01: De-identification.]
	Select the appropriate response:
If no, explain why not:

If yes, indicate and explain the process:

	B) If yes, provide a list of personal information elements that will be de-identified, aggregated, masked or anonymized. 
	Describe in detail the technical and/or organizational safeguards that will be used to de-identify, aggregate, mask or anonymize personal information. Include the rationale for the choice of particular safeguards, including but not limited to techniques such as:
· removing names or other identifying details
· hiding sensitive data so that it is not visible to other users
· replacing exact dates with general timeframes
· limiting access to certain staff or applying rules that hide sensitive fields


7.  Limiting disclosure
	Questions
	Responses

	1. A) Will the personal information be shared with or made available to another program within the institution or disclosed to an organization outside the institution (such as another federal institution, a municipal or provincial government entity, a private sector entity, or a non-governmental organization)?
[Note: Disclosures must be broadly listed in the PIB.]
	Select the appropriate response:
If yes, identify the organization, institution and/or jurisdiction receiving the personal information:

	B) If the response was yes to question 1.A above, will personal information be disclosed for any purpose other than its original purpose of collection? In other words, will there be any disclosures of personal information that are not related to the program or activity for which that personal information was originally collected?
	Select the appropriate response:
If yes, identify the new purpose(s) for disclosure:

	C) Will personal information be disclosed for any consistent use?
[Note: A consistent use is defined as a use that has a reasonable and direct connection to the original purpose(s) for which the information was obtained or compiled. This means that the original purpose and the proposed purpose are so closely related that the individual would expect that the information would be used for the proposed purpose, even if the use is not spelled out. Any consistent uses must also be reflected in the relevant PIB.]
	Select the appropriate response:
If yes, identify the consistent use(s) for disclosure:

	D) Will the personal information be disclosed with consent? 
	Select the appropriate response:
If no, identify the relevant provision under subsection 8(2) of the Privacy Act that permits the disclosure and provide details:

	E) Will personal information be disclosed for any purpose not identified in the relevant PIB?
	Select the appropriate response:

	F) Do the provisions of the information-sharing agreement, information-sharing arrangement or contract include security incident or privacy breach management?

[Note: Required provisions of an information-sharing agreement, information-sharing arrangement, or contract are listed in section 4.2.34 of the Directive on Privacy Practices.]
	Select the appropriate response:

	2. Are all uses or disclosures reflected in a PIB or class of personal information? 
	Select the appropriate response:
If yes, provide a reference to the PIB or class of personal information: 

	3. Will any identifying number, symbol or other particular assigned to an individual, such as a SIN, be disclosed?
	Select the appropriate response:

	4. Will personal information be disclosed for data-matching purposes?

[Note: Data-matching is an activity involving the comparison of personal information from different sources, including sources within the same government institution, for administrative or non-administrative purposes. See the Policy on Privacy Protection for more details.]
	Select the appropriate response:

	5. Will personal information and results of the program or activity be released or shared publicly? 
[Note: For more information, refer to Privacy Implementation Notice 2020-03: Protecting privacy when releasing information about a small number of individuals.]
	Select the appropriate response:
If yes, describe how the data and results of the program or activity will be published to protect the identity of the individuals to whom the information relates (for example, only aggregate data or de-identified information will be published):

	6. Will personal information be disclosed outside of Canada (including through third parties)?
	Select the appropriate response:
If yes, with whom, for what purpose(s), and via which means? 


8. Retention and disposal
	Questions
	Answers

	1. Is there a specific retention period (number of years) for the personal information?
[Note: If you are not sure of your program or activity’s retention period, contact your IM branch.]
	Select the appropriate response:
If yes, provide the retention period:
If no, provide an explanation for why not:
Note: If a PIB exists for the program or activity, the retention and disposal standard must be included in the PIB. 

	1. Is there an accurate and up-to-date Disposition Authorization (DA) in place?
[Note: If you are not sure of your program or activity’s DA, contact your IM branch.]
	Select the appropriate response:
If the DA is in development, ensure that this is also reflected in any related PIBs.

	1. Are there plans or procedures in place for the disposal of the personal information, including by any third parties?
	Select the appropriate response:
If yes, provide details of the plan(s) or procedure(s):

	1. Has the IM unit been consulted about the handling of personal information by the program or activity? For example, has the IM unit been involved in determining and applying retention and disposal schedules or assisting with the development of appropriate records management structures and systems?
	Select the appropriate response:

	1. Are there technical safeguards in place to ensure the retention period is followed?
	Select the appropriate response:
If yes, provide details of the technical safeguards:


	1. How and where will the personal information be retained (physically and electronically, including by any third parties)?
	Provide details of how and where the personal information will be retained:


9.  Accuracy[footnoteRef:1] [1:  Although accuracy requirements do not apply to non-administrative uses of personal information, handling inaccurate personal information could result in inaccurate or misleading results or conclusions. This section is therefore included to address accuracy as a best practice.] 

	[bookmark: _Hlk201341744]Questions
	Answers

	1. Are there procedures to ensure that personal information is as accurate, complete and up to date as possible?
	Select the appropriate response:
If yes, explain the procedures: 


	2. Will accuracy be ensured through all reasonable steps, including (as applicable and appropriate): 

	A) When collecting personal information indirectly, obtaining information from trusted (or multiple) sources (either public or private), and verifying accuracy against existing personal information
	Select the appropriate response:

	B) A personal information-matching program to verify personal information against a reliable source where authorized or where consent was obtained; includes cross-checking or matching information against institutional records or other databases
	Select the appropriate response:

	C) Another method
	Select the appropriate response:
If yes, provide a detailed explanation:

	3. Are technologies employed to identify keystroke errors and discrepancies (for example, software that flags typos, validation tools for postal codes and dates, real-time error detection in online forms)?
	Select the appropriate response:


10.  Safeguards
Administrative and physical safeguards
According to the Directive on Privacy Practices:
· administrative safeguards are the policies, directives, rules, procedures and processes that aim to protect personal information throughout the life cycle of both the information and the program or activity (for example, institutional security policy, security provisions in a service contract for the destruction of records)
· physical safeguards are the facilities and equipment used to protect personal information (for example, locked storage rooms, locked filing cabinets)

	Questions
	Answers

	1. A) Will privacy training be provided to employees who will have access to the personal information being handled? 
	Select the appropriate response:
If yes, indicate whether this training occurs only once or is repeated regularly, for example, every two or five years:


	B) If privacy training is provided, will it be tailored to the specific program managing personal information?
	 Select the appropriate response:

	C) If privacy training is provided, will it include guidance on how to respond to privacy breaches?
	 Select the appropriate response:

	2. Are there guidelines, policies or training materials for employees who handle personal information that go beyond the requirements of Appendix B: Mandatory Procedures for Privacy Training of the Directive on Personal Information Requests and Correction of Personal Information?
	Select the appropriate response:

	3. Are hard copies (for example paper files, USB storage devices, CDs or DVDs) used or handled for the administration of the program or activity?
	Select the appropriate response:
If yes, indicate how the hard copy documents are handled (including how they are retained, shared, transferred, organized, disposed of or digitized):

	4. Do you have policies, procedures, processes or physical assets in place to protect personal information?
	Select the appropriate response:
If yes, provide details of the policies, procedures, processes or physical assets:


Technical safeguards
Technical safeguards are the IT measures that are used to protect personal information (for example, encryption) and the facility, equipment and support system where personal information is recorded and stored (for example, electronic access control devices, audit controls), as set out in the Directive on Privacy Practices.
	Questions
	Responses

	1. Which IT will be used to support the program’s or activity’s handling of personal information?
	List the IT that will be used (including specialized software and databases):

	2. A) Have technical safeguards for the collection, transmission, storage and disposal of personal information, and access to it been documented?
[Note: If unsure, contact your institution’s security officials.]
	 Select the appropriate response:
If yes, the ATIP, privacy office or security expert may ask to review any related documentation or a brief description of the procedures.

	B) Will appropriate security controls (such as encryption, for example) be in place to match the sensitivity of the information that will be documented?
	Select the appropriate response:
If no, provide an explanation for why not:

	3. Will access rights be provided to users (persons employed by or under contract to the Government of Canada) only on a need-to-know basis, consistent with the stated purpose for which the personal information was collected?
	Select the appropriate response:
If yes, explain how access to personal information will be limited:
If no, provide an explanation:

	4. Will IM and IT controls and protocols be in place for all processes to grant authorization to modify (add, view, change or delete) personal information from records upon implementation?
	Select the appropriate response:

	5. A) Can IM or IT systems track and record who accesses, changes or discloses personal information, along with the date that the action occurred?
	Select the appropriate response:

	B) If the response was yes to question 5.A above, are access, changes and disclosures logged and monitored?
	 Select the appropriate response:

	6. Is there a plan for quality assurance and auditing of programs to assess the system’s safeguards to make sure they are working properly?
	Select the appropriate response:
If yes, provide details of the plan:

	7. Are there policies and procedures in place to manage the use of portable storage devices such as flash drives that store personal information?
	 Select the appropriate response:
If yes, provide details of the policies and procedures:

	8. Will user accounts, access rights and security authorizations be controlled by a system or record management process?
	Select the appropriate response:

	9. A) Where will personal information be processed and/or stored? 
	Select the appropriate response:
If other specify where the personal information will be processed and/or stored:
Provide details:


	B) Will personal information be transmitted, retained or stored outside Canada? For example, will personal information be in transit or stored on international servers? 
	Select the appropriate response:
If other, specify where the information will be transmitted, retained, or stored:
Provide details of the location if the personal information will be in transit or stored internationally:


	10. Are security and access controls in place to protect personal information against loss or theft, as well as unauthorized access, disclosure, copying, use or modification, whether in transit or at rest, including when or if the personal information flows outside Canada?
	Select the appropriate response:
If yes, provide details:
If no, provide an explanation:

	11. Are other technical safeguards used to protect personal information?
	Select the appropriate response:
If yes, explain the other technical safeguards:





Privacy breaches and security incidents
	Questions
	[bookmark: _Hlk89841516]Responses

	1. A) Does your institution have a privacy breach plan in place?
Refer to the Directive on Privacy Practices and the Privacy Breach Management Toolkit for more details.
	Select the appropriate response:

	2. 
	If yes, are program officials aware of the plan and where to access it in case of a privacy breach?
Select the appropriate response:

	3. Does your program or contracted third party have contingency plans and documented procedures in place to identify and respond to privacy breaches?
	Select the appropriate response:
Provide details of the plan:


	4. Are there documented procedures in place to communicate privacy breaches to:
	Select the appropriate response:
If privacy breaches would be communicated to more than one of the groups listed above, specify all groups:
If any other groups would be informed or notified specify the group(s):
Provide details of the communication procedures:



Section D: Feedback and recommendations (optional)
In this section, address any potential privacy concerns or compliance issues and recommended mitigation measures. This information can be captured in the table below or presented in alternative formats. This section is optional and is included as a best practice because it is not a privacy protocol requirement within the TBS privacy policy suite. 
	Concern or compliance issue
	Recommendation
	Expected timeline to implement
	Status

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Section_E:_Formal]

Section E: Formal approvals




Unclassified | Non classifié
Unclassified - Non-Classifié
Unclassified / Non classifié


Non-mandatory privacy protocol template

	1
Sign-off by the program area
The following signature represents a commitment to comply with the Privacy Act and privacy policy requirements as they relate to the administration of this program or activity. 
Signature:
Date:
[Name and position title of official responsible for the program or activity (for example, Director General)]
[Name of directorate]
[Name of branch]
Sign-off for the official responsible for section 10 of the Privacy Act (also known as the section 10 delegate)
As head of the institution or as delegate, I approve this assessment and am satisfied that privacy considerations have been identified and reviewed as they relate to the administration of this program or activity.
Signature:
Date:
[Name and position title of the official responsible for section 10 of the Privacy Act (for example, Director General)]
[Name of directorate]
[Name of branch]



[bookmark: _Annex_A:_Categories][bookmark: _Appendix:_Categories_of]Appendix: Categories of personal information
TBS has established the following categories of personal information, accompanied by a non-exhaustive list of examples of specific elements of personal information that fall under each category. The purpose of the categories is to reduce the number of personal information elements that need to be listed in the “Description” section of a Personal Information Bank. These categories are representative of the personal information collected by most institutions, and they now appear in many of the registered PIBs.
Note that metadata, which is data that describes other data (for example, the date information was recorded, the source of the information, or the Internet Protocol (IP) address it was sent from), may be considered personal information in certain contexts. Therefore, metadata may be applicable to all categories of personal information.
	Categories of personal information
	Examples of personal information elements

	Biographical information
	· Date or place of birth
· Date or place of death
· Work history
· Curriculum vitae
· Family information
· Hobbies
· Interests
· Ethnicity
· Race
· Religion
· Nationality

	Biometric information
	· Blood type
· Eye or facial scan
· DNA
· Fingerprints
· Gait analysis
· Handprints
· Voice prints or recordings

	Contact information
	· Work and home information, including postal and email addresses, telephone, cell phone numbers

	Citizenship status
	· Citizen
· Landed immigrant

	Credit card information
	· Examples are self explanatory

	Credit history 
	· Credit reports or scores
· Liens
· Bankruptcies
· Third-party collections

	Criminal checks or history 
	· Information related to criminal record checks
· Investigations
· Charges
· Conviction dates and locations
· Pardons

	Digital identifiers
	· Device or SIM card ID (including international mobile subscriber identity (IMSI) and international mobile equipment identity (IMEI) numbers)
· Geolocation or GPS data
· IP address
· Media Access Control (MAC) address
· Digital markers (including cookies)
· User ID or username

	Educational information
	· Educational history
· Post-secondary institution attended
· Transcripts
· References

	Employee identification number
	· Personal Record Identifier
· RCMP regimental number
· Canadian Armed Forces service number

	Employment equity information
	· Information about women, Aboriginal Peoples, persons with disabilities and members of visible minorities

	Employee personnel information
	· Accommodations
· Alternative work arrangements
· Deductions
· Decisions concerning compensation and fitness for work
· Level of security clearance
· Notices of disciplinary action
· Official languages qualifications
· Occupational health and safety incidents 
· Performance reviews and appraisals
· Records of attendance and leave
· Rating board assessments, including evaluation notes from staffing boards
· Salary
· Training and development course applications and evaluations

	Financial information
	· Income
· Investments
· Mortgages
· Loans
· Orders of garnishment
· Financial institution information for direct deposit and other banking purposes, including name and branch number of institution, account number(s) and name(s) on accounts

	Gender
	· Examples are self explanatory

	Language
	· Mother tongue
· Official and other languages

	Medical information
	· Psychological assessments
· Physical disabilities
· Blood type
· Medical conditions

	Name
	· Last name (family name)
· Given names (first, second or more)
· Maiden name
· Nicknames
· Aliases

	Opinion or views of or about individuals
	· Examples are self explanatory

	Other identification numbers
	· Boating licence
· Fishing licence
· Firearms licence
· Driver’s licence

	Media
	· Audio
· Photo
· Video

	Physical attributes
	· Height
· Weight
· Colour of hair and eyes
· Physical markings such as scars
· Tattoos or body piercing

	Signature
	· Examples are self-explanatory

	Social Insurance Number (SIN)
	· Examples are self-explanatory



